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Preface

Oracle Enterprise Manager Cloud Control Basic Installation Guide enables you to install
Enterprise Manager Cloud Control 13c.

Note:

For more information on the releases Enterprise Manager Cloud Control has
had so far, see Procuring the Software in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide

This preface covers the following topics:
* Audience

e Purpose of the Document

* Documentation Accessibility

e Conventions

Audience

Oracle Enterprise Manager Cloud Control Basic Installation Guide is meant for system
administrators who want to install a new Enterprise Manager system, an additional
Oracle Management Service, or an additional Oracle Management Agent, especially in
graphical mode.

Purpose of the Document

Oracle Enterprise Manager Cloud Control Basic Installation Guide describes how you can
perform the following operations:

¢ Installing Enterprise Manager Cloud Control in graphical mode.
¢ Installing an additional Oracle Management Service in graphical mode.
e Installing Oracle Management Agent in graphical mode.

¢ Installing JVM Diagnostics Agents in graphical mode.

Vii



Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. conl pl s/t opi ¢/ | ookup?

ct x=acc& d=docacc.
Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. coml pl s/
t opi ¢/ | ookup?ct x=acc& d=i nfo orvisithtt p: // ww. or acl e. coni pl s/

t opi ¢/ | ookup?ct x=acc& d=t r s if you are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nmonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

viii


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Part |

Preinstallation Requirements for Enterprise
Manager Cloud Control

This part describes the preinstallation requirements you must meet before installing
any of the core components of Enterprise Manager Cloud Control. In particular, this
part contains the following chapters:

e Hardware Requirements for Enterprise Manager Cloud Control

* Package, Kernel Parameter, and Library Requirements for Enterprise Manager
Cloud Control

¢ Creating Operating System Groups and Users for Enterprise Manager Cloud
Control

¢ Installing Cygwin and Starting the SSH Daemon
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Hardware Requirements for Enterprise
Manager Cloud Control

This chapter describes the minimum hardware requirements you must meet before
installing Oracle Management Service (OMS), Oracle Management Agents
(Management Agents), and Oracle Management Repository (Management
Repository).

In particular, this chapter covers the following:

e CPU, RAM, Heap Size, and Hard Disk Space Requirements for Oracle
Management Service

¢ CPU, RAM, and Hard Disk Space Requirements for Oracle Management Agent,
Hybrid Cloud Agent, Hybrid Cloud Gateway Agent

e CPU, RAM, and Hard Disk Space Requirements for Oracle Management
Repository

Note:

The hardware requirements outlined in this chapter can relate to either
physical or virtual hardware. If you are allocating virtual resources, you must
ensure that the underlying physical hardware is not over subscribed and can
support the allocated virtual resources.

WARNING:

Do not install Enterprise Manager Cloud Control 13c on servers of SPARC
series: T1000, T2000, T5xx0, and T3-*. For more information, see My Oracle
Support note 1590556.1.

1.1 CPU, RAM, Heap Size, and Hard Disk Space Requirements for Oracle
Management Service

Table 1-1 describes the minimum CPU, physical memory (RAM), heap size, and hard
disk space requirements for installing an OMS (including a Management Agent that
comes with it).
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CPU, RAM, Heap Size, and Hard Disk Space Requirements for Oracle Management Service

Note:

If you plan to have the OMS and the Management Repository on the same
host, then meet the requirements described in Table 1-1 and Table 1-3, and
make sure the CPU, RAM, and hard disk space requirements are a
combination of the values mentioned in both tables.

Caution:

The requirements mentioned in Table 1-1 indicate the minimum configuration
required at the time of installation. Understandably, over a period of time,
depending on the use of Enterprise Manager resources, you might have to
upgrade to a higher configuration than the one you maintained at the time of
installation. For example, the hard disk space required at the time of
installation is 18 GB, but depending on the use of Oracle Software Library,
generation of log files, and so on, you might require more space eventually.

Table 1-1 Minimum CPU, RAM, Heap Size, and Hard Disk Space Requirements Per

OoMS
|

- Evaluation  Advanced Advanced Advanced Installation
or Simple Installation Installation (LARGE)
Installation  (SMALL) (MEDIUM)

Deployment Evaluation Small Medium Large

Size or Simple

Configuration 1 OMS, 1 OMS, 2 OMSes, 2 OMSes, 4 OMSes,
<100 <1000 >=1000 but >=10,000 >=10,000
Targets, <10 Targets, <10,000 Targets, Targets,
Agents, <3 <100 Targets, >=100  >=1000 >=1000
Concurrent  Agents, <10  but <1000 Agents, >=25 Agents, >=25
User Concurrent  Agents,>=10 but <=50 but <=50
Sessions User but <25 Concurrent Concurrent

Sessions Concurrent User User
User Sessions Sessions Sessions

CPU Cores/ 2 4 6 12 6

Host

(Can be shared

with other

processes)

RAM! 10 GB 10 GB 12 GB 24 GB 12 GB

(With Oracle BI

Publisher and

JVMD Engine)

Hard Disk 28 GB 28 GB 28 GB 28 GB 28 GB

Space

(With Oracle

Software

Library, Oracle

BI Publisher,

and [VMD

Engine)
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CPU, RAM, and Hard Disk Space Requirements for Oracle Management Agent, Hybrid Cloud Agent, Hybrid Cloud Gateway Agent

Table 1-1 (Cont.) Minimum CPU, RAM, Heap Size, and Hard Disk Space

Requirements Per OMS
- _________________________________________________________|

- Evaluation Advanced Advanced Advanced Installation
or Simple Installation Installation (LARGE)
Installation  (SMALL) (MEDIUM)
Temporary 10 GB 10 GB 10 GB 10 GB 10 GB
Directory Hard
Disk Space
Oracle 1GB 1.7 GB 4GB 8 GB 4GB
WebLogic
Server JVM
Heap Size

1 The physical memory mentioned here includes .5 GB of RAM required for Oracle BI Publisher. At the
time of installation, if you choose not to configure Oracle BI Publisher, then the actual physical memory
required can be .5 GB less than what is mentioned here.

1.2 CPU, RAM, and Hard Disk Space Requirements for Oracle
Management Agent, Hybrid Cloud Agent, Hybrid Cloud Gateway Agent

The following are the minimum CPU, RAM, and hard disk space requirements for
installing Oracle Management Agents (Management Agent), Hybrid Cloud Agents,
and Hybrid Cloud Gateway Agents.

Caution:

The requirements mentioned in this section indicate the minimum
configuration required at the time of installation. Understandably, over a
period of time, depending on the use of Enterprise Manager resources, you
might have to upgrade to a higher configuration than the one you maintained
at the time of installation. For example, the hard disk space required at the
time of installing a Shared Agent is 15 MB, but depending on its use, generation
of log files, and so on, you might require more space eventually.

Note:

e The CPU cores can be shared with other processes.

* For a Hybrid Cloud Agent and for a Hybrid Cloud Gateway Agent, the
requirements are the same as the requirements mentioned for a
standalone Management Agent.
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CPU, RAM, and Hard Disk Space Requirements for Oracle Management Agent, Hybrid Cloud Agent, Hybrid Cloud Gateway Agent

Table 1-2 CPU, RAM, and Hard Disk Space Requirements for Oracle Management Agent, Hybrid

Cloud Agent, Hybrid Cloud Gateway Agent
- ____________________________________________________________________|]

- CPU RAM  Agent Swap Temporary Stage/Working  Agent Instance
Cores Base Spac Directory Space Directory Space Home
Per Director e
Host y Space
Agent Installation 2 512 1.5GB 500 1GB N/A Included as part
Using the Add MB MB of the Agent Base
Host Targets Directory space.
Wizard or Any of
the Silent
Methods
Agent Cloning 2 512 1.5GB 500 500 MB N/A Included as part
Using the Add MB MB of the Agent Base
Host Targets Directory space.
Wizard or Any of
the Silent
Methods
Agent Installation 2 512 1.5GB 500 500 MB 750 MB Included as part
Using Agent MB MB of the Agent Base
Gold Images Directory space.
Agent Gold N/A N/A N/A N/A N/A 1GB N/A
Image Creation
Agent Gold N/A N/A N/A N/A N/A 1GB N/A
Image Staging
Agent Gold 2 512 1.5GB 500 500 MB 1GB Included as part
Image Update MB MB of the Agent Base
Directory space.
Shared Agent 2 512 1.5GB 500 1 GB if the 750 MB if the Included as part
Installation - MB MB  master agent is master agent is of the Agent Base
Master Agent installed using installed using Directory space.

the Add Host
Targets Wizard
or using any of
the silent
methods.

500 MB if the
master agent is
installed using
an Agent Gold
Image, or
installed by
cloning an
existing
Management

Agent using the

Add Host
Targets Wizard
or using any of
the silent
methods.

an Agent Gold
Image.

N/A if the
master agent is
installed using
any other
method.
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CPU, RAM, and Hard Disk Space Requirements for Oracle Management Repository

Table 1-2 (Cont.) CPU, RAM, and Hard Disk Space Requirements for Oracle Management Agent,
Hybrid Cloud Agent, Hybrid Cloud Gateway Agent

- CPU RAM  Agent Swap Temporary Stage/Working  Agent Instance
Cores Base Spac Directory Space Directory Space Home
Per Director e
Host y Space
Shared Agent 2 512 N/A N/A 500 MB N/A 16 MB
Installation - MB

Shared Agent

1.3 CPU, RAM, and Hard Disk Space Requirements for Oracle
Management Repository

Table 1-3 describes the minimum RAM and hard disk space requirements for
configuring a Management Repository:

Note:

If you plan to have the Management Repository and the OMS on the same
host, then meet the requirements described in Table 1-3 and Table 1-1, and
make sure the CPU, RAM, and hard disk space requirements are a
combination of the values mentioned in both tables.

Caution:

The requirements mentioned in Table 1-3 indicate the minimum configuration
required at the time of installation. Understandably, over a period of time,
depending on the use of Enterprise Manager resources, you might have to
upgrade to a higher configuration than the one you maintained at the time of
installation. For example, the hard disk space required at the time of
installation is 19 GB, but depending on the use of the Management Repository
over time, you might require more space eventually.

Table 1-3 Minimum CPU, RAM, and Hard Disk Space Requirements for
Management Repository

- Evaluation or Advanced Advanced Advanced
Simple Installation Installation Installation
Installation (SMALL) (MEDIUM) (LARGE)

Deployment - Small Medium Large

Size

Configuration 1 OMS, <100 1 OMS, <1000 2 OMSes, >=1000 > 2 OMSes,

Targets, <10 Targets, <100 but <10,000 >=10,000 Targets,

Agents, <3 Agents, <10 Targets, >=100 but  >=1000 Agents,

Concurrent Concurrent <1000 Agents,>=10 >=25but <=50

User Sessions User Sessions but <25 Concurrent Concurrent User
User Sessions Sessions
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CPU, RAM, and Hard Disk Space Requirements for Oracle Management Repository

Table 1-3 (Cont.) Minimum CPU, RAM, and Hard Disk Space Requirements for
Management Repository

- Evaluation or Advanced Advanced Advanced
Simple Installation Installation Installation
Installation (SMALL) (MEDIUM) (LARGE)

CPU Cores/ - 4 6 12

Host!

RAM - 7 GB 10 GB 18 GB

Hard Disk 23 GB 147 GB 455 GB 649 GB

Space (SYSTEM: 600 (SYSTEM: 600 (SYSTEM: 600 MB, (SYSTEM: 600
MB, MB, MGMT_TABLESPA MB,
MGMT_TABLE MGMT_TABLE CE: 300 GB, MGMT_TABLES
SPACE:15GB, SPACE: 100 GB, MGMT_ECM_DEP PACE: 400 GB,
MGMT_ECM_  MGMT_ECM_  OT_TS: 4GB, MGMT_ECM_DE
DEPOT_TS: 1 DEPOT_TS: 1 MGMT_AD4]_TS: POT_TS: 8 GB,
GB, GB, 30 GB, TEMP 20 MGMT_AD4]_TS:
MGMT_AD4]_  MGMT_AD4]_  GB, ARCHIVE LOG 50 GB, TEMP 40
TS:3GB, TEMP TS:10 GB, AREA: 100 GB) GB, ARCHIVE
3 GB, ARCHIVE TEMP 10 GB, LOG AREA: 150
LOG OFF) ARCHIVE LOG GB)

AREA: 25 GB)

1 For high availability, Oracle Real Application Cluster (Oracle RAC) database must be set up.
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2

Package, Kernel Parameter, and Library
Requirements for Enterprise Manager
Cloud Control

This chapter describes the packages, kernel parameters settings, and libraries required
on different platforms (32-bit and 64-bit) for installing a new Enterprise Manager
system, an additional Oracle Management Service (OMS), and a standalone Oracle
Management Agent (Management Agent).

In particular, this chapter covers the following:
* Package Requirements for Enterprise Manager Cloud Control
e Kernel Parameter Requirements for Enterprise Manager Cloud Control

e Library Requirements for Enterprise Manager Cloud Control

Note:

The packages and libraries are NOT required for Microsoft Windows
platforms.

2.1 Package Requirements for Enterprise Manager Cloud Control

This section lists the packages required on different platforms (32-bit and 64-bit) for
installing an OMS or a Management Agent. In particular, this section covers the
following:

* About the Logic Used by the Enterprise Manager Cloud Control Installation
Wizard to Verify the Packages

e Identifying the Installed Packages
¢ Package Requirements for Oracle Management Service

e Package Requirements for Oracle Management Agent

2.1.1 About the Logic Used by the Enterprise Manager Cloud Control Installation Wizard
to Verify the Packages

The Enterprise Manager Cloud Control Installation Wizard runs prerequisite checks to
verify these packages. If the packages are not found or if the packages are found to be
of a lower version than what is required at a minimum, then the wizard prompts you
to install the required packages of the required version before proceeding with the
installation or upgrade.
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Package Requirements for Enterprise Manager Cloud Control

The package name contains two parts, mainly the name and the version separated by a
hyphen. For example, for | i bst dc++43- 4. 3 package, | i bst dc++43 is the name
and 4. 3 is the version of the package.

The Enterprise Manager Cloud Control Installation Wizard verifies the package name
as well as the version required for a particular platform. For example, if libstdc+
+43-4.3 is required for SUSE Linux Enterprise 11, and if libstdc++46-4.6.1 is found
instead, then the wizard will report this as a missing package and prompt you to
install libstdc++43-4.3. This is because libstdc++46-4.6.1 is not a higher version of
libstdc++43-4.3; libstdc++46 and libstdc++43 are two different packages (the former is
46 and the latter is 43).

You can have a package of a higher version than what is required, but not a different
package and not a package of a lower version. For example, if libstdc++43-4.3 is
required for SUSE Linux Enterprise 11, and if libstdc++43-6.7 is found instead, then
the wizard will not report this as an issue, and will pass the prerequisite check. This is
because, in this case, libstdc++43-6.7 is a higher version of libstdc++43-4.3, which is
required at a minimum (the former is 43 and so is the latter).

Therefore, as a prerequisite, make sure you install all the required packages listed in
this chapter for your respective platform.

2.1.2 Identifying the Installed Packages

To identify the packages already installed on your system, run the following
command. If the command does not list the packages listed in Package Requirements
for Oracle Management Service or Package Requirements for Oracle Management
Agent, then install them manually.

For Linux Platforms

rpm-ga --queryformat "% NAVE} - % VERSI ON} - % RELEASE} (%4 ARCH} ) \ n"
| grep glibc

The command lists all the packages installed on the system. The 32-bit ones are
appended with (i 386) or (i 686), and the 64-bit ones are appended with
(x86_64) .

For example, if you run the command on a 32-bit system, you should see something
similar to the following:

glibc-devel -2.3.4-2.43(i 386)
glibc-headers-2.3.4-2.43(i 386)
glibc-2.3.4-2.43(i686)

conpat - gl i bc- header s- 2. 3. 2-95. 30(i 386)
glibc-profile-2.3.4-2.43(i386)
glibc-utils-2.3.4-2.43(i386)
glibc-kernheaders-2.4-9.1.103. EL(i 386)
glibc-comon-2. 3. 4-2.43(i 386)

conpat - gl i bc-2. 3. 2-95. 30(i 386)

For example, if you run the command on a 64-bit system, you should see something
similar to the following:

glibc-comon- 2. 3. 4-2. 43(x86_64)

glibc-devel -2.3. 4-2. 43(x86_64)
glibc-profile-2.3.4-2.43(x86_64)
glibc-headers-2. 3. 4-2. 43(x86_64)
glibc-utils-2.3.4-2.43(x86_64)
glibc-2.3.4-2.43(x86_64)
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For Solaris Platforms
pkgi nf o <package_nane>
For example,

pkgi nf o SUNWbt ool

For AIX Platforms
I sl pp -1 <package nane>
For example,

I sl pp -1 bos.perf.proctools

For HP Platforms

To determine whether a bundle, product, or fileset is installed, enter the following
command, where | evel is either bundle, product, or fileset:

# lusr/sbin/swist -1 level |[nore
For example,

fusr/sbin/swist -1 bundle |grep QK

2.1.3 Package Requirements for Oracle Management Service

Table 2-1 lists the packages required on different platforms (32-bit and 64-bit) for
installing a new Enterprise Manager system or an additional OMS.

Table 2-1 Package Requirements for Oracle Management Service

Platform 32-Bit Packages for 32-  64-Bit Packages for 64-Bit
Bit Platform Platform

Oracle Linux 7.x Not Supported e  make-3.82-21

Red Hat Enterprise Linux e Dbinutils-2.23

7 e gcc-4.8.2-16

Here, x refers to the version ¢ libaio-0.3.109-12

of the Oracle Linux release. ¢ glibc-common-2.17-55

For example, Oracle Linux o libstdc++-4.8.2-16

7.2, where 7 is .the releasg o sysstat-10.1.5-4

number and 2 is the version o glibc-devel 2.17-55 (i686) (This

number.

is a 32-bit package)

e glibc-devel 2.17-55 (x86_64)
(This is a 64-bit package)

e libXtst-1.2.2-2 (x86_64)
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Table 2-1 (Cont.) Package Requirements for Oracle Management Service
_____________________________________________________________________________|

Platform 32-Bit Packages for 32-  64-Bit Packages for 64-Bit
Bit Platform Platform
Oracle Linux 6.x Not Supported *  make-3.81
Red Hat Enterprise Linux ¢ binutils-2.20
6 e gcc-444
Here, x refers to the version ¢ libaio-0.3.107
of the Oracle Linux release. ¢ glibc-common-2.12-1
For example, Oracle Linux e libstdc++-4.4.4
6.2, where 6 is the release o libXtst-1.0.99 (x86_64)
number and 2 is the version . 9.04
ber. sysstat-9.0.
i o glibe-devel-2.12-1.7 (i686) (This
is a 32-bit package)
e glibc-devel-2.12-1.7 (x86_64)
(This is a 64-bit package)
*  (Applicable only for Oracle Linux
6.2, which includes RH6.2 and
UEK 6.2) glibc-2.12-1.47.0.2
SUSE Linux Enterprise 12 Not Supported ¢  make-4.0-2.107.x86_64 (x86_64)
e binutils-4.0-2.107 (x86_64)
*  gcc-4.8-6.189 (x86_64)
e libstdc++48-
devel-4.8.3+1212056-6.3
(x86_64)
e libstdc++48-
devel-32bit-4.8.3+1r212056-6.3
(x86_64)
*  gccd8-4.8.3+1r212056-6.3
(x86_64)
*  gccd8-c++-4.8.3+1r212056-6.3
(x86_64)
*  gccd8-32bit-4.8.3+1212056-6.3
(x86_64)
SUSE Linux Enterprise 11  Not Supported e  make-3.80

*  binutils-2.16.91.0.5

*  gcc-4.3-62.198 (x86_64)

e libstdc++43-
devel-4.3.3_20081022-11.18
(x86_64)

*  gccd3-4.3.3_20081022-11.18
(x86_64)

*  gccd3-c++-4.3.3_20081022-11.18
(x86_64)

*  gccd3-32bit-4.3.3_20081022-11.1
8 (x86_64)

e glibc-devel-2.5-49 (i686) (This is
a 32-bit package)

e glibc-devel-2.5-49 (x86_64)
(This is a 64-bit package)
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Table 2-1 (Cont.) Package Requirements for Oracle Management Service
______________________________________________________________________________|

Platform 32-Bit Packages for 32-  64-Bit Packages for 64-Bit
Bit Platform Platform
Solaris SPARC 5.11 Not Supported ¢ SUNWbtool
Note *  SunWhea or system/header
Update level 10 or higher * SUNWIibm
is supported on Solaris e SUNWIibms
platforms. e SUNWsprot

¢ SUNWtoo

o SUNWxwplt (This is for setting
xwindow)

e SUNWfont-xorg-core (This
package is required only for GUI-
based interactive installation, and
not for silent installation)

e SUNWIibC

e SUNWGcsl

Solaris SPARC 5.10 Not Supported SUNWDtool
Also supported on Solaris

Local Container

Solaris x86-64 5.11 Not Supported ¢ SUNWbtool

*  SunWhea or system/header

¢ SUNWIibm

e  SUNWIibms

¢ SUNWsprot

¢ SUNWtoo

o SUNWxwplt (This is for setting
xwindow)

e SUNWfont-xorg-core (This
package is required only for GUI-
based interactive installation, and
not for silent installation)

e SUNWIibC

e SUNWGcsl

Solaris x86-64 5.10 Not Supported e SUNWbtool

e SUNWarc

e SUNWhea

¢ SUNWIibm

e SUNWIibms
¢ SUNWsprot

e  SUNWtoo
e  SUNWilof
e  SUNWilcs

e  SUNWilbcs
e  SUNWxwint
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Table 2-1 (Cont.) Package Requirements for Oracle Management Service
_____________________________________________________________________________|

Platform 32-Bit Packages for 32-  64-Bit Packages for 64-Bit
Bit Platform Platform
IBM AIX 7.1 Not Supported e  bos.adt.base(0.0)
Note: All maintenance *  bos.adt.lib(0.0)
levels are supported. *  bos.adt.libm(0.0)
Check the maintenance L4 bos.perf.libperfstat(0.0)
level using the following ®  Dbos.perf.perfstat(0.0)
command: *  bos.perf.proctools(0.0)
osl evel -r e  rsct.basic.rte(0.0)
e rsct.compat.clients.rte(0.0)
e xlC.aix61.rte.(10.1.0.0)
e xlIC.rte.(10.1.0.0)
IBM AIX 6.1 Not Supported *  Dbos.adt.base(0.0)
Note: All maintenance *  bos.adtlib(0.0)
levels are supported. *  Dbos.adt.libm(0.0)
Check the maintenance *  Dbos.perf.libperfstat(0.0)
level using the following *  bos.perf.perfstat(0.0)
command: e bos.perf.proctools(0.0)
osl evel -r e  rsct.basic.rte(0.0)
*  rsct.compat.clients.rte(0.0)
¢ xlC.aix61.rte.(9.0.0.0)
e xIC.rte.(9.0.0.0)
HP-UX Itanium 11.31 Not Supported e 0OS-Core(B.11.31)

¢  Minimum Compiler Version
aCC: HP C/aC++ B9007AA (C.
11.31.07)

e  Patches
(PHSS_31850,PHSS_31851,PHS
S_31854,PHSS_31855,PHSS_33
275,PHSS_33276,PHSS_33278,P
HSS_33279,PHSS_33277,PHSS_
33279,PHSS_32213,PHCO_3242
6,PHCO_31553,PHKL_33552,P
HKL_32645,PHKL_32646,PHK
L_32632,PHKL_33552,PHKL_3
2645,PHKL_32646,PHKL_3263
2,PHKL_32646,PHKL_33552,P
HKL_32645,PHKL_32632,PHK
L_31500)

2.1.4 Package Requirements for Oracle Management Agent

Table 2-2 lists the packages required on different platforms (32-bit and 64-bit) for

installing a Management Agent.
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WARNING:

The GCC packages mentioned in this section are required during installation
and also after installation, therefore do not deinstall them after installation.
During installation, they are required for relinking binaries, and after
installation they are required for discovering hosts and for collecting real-time
monitoring modules on Linux hosts. Do NOT deinstall any of the GCC
packages after installation.

Table 2-2 Package Requirements for Oracle Management Agent
- - |

Platform 32-Bit Packages for  64-Bit Packages for 64-Bit Platform
32-Bit Platform

Oracle Linux 7.x Default Packages Are *  make-3.82-21

Red Hat Enterprise Linux Sufficient *  Dbinutils-2.23

7 e gcc-4.8.2-16

Here, x refers to the version ¢ libaio-0.3.109-12

of the Oracle Linux release. e glibc-common-2.17-55
For example, Oracle Linux e libstdc++-4.8.2-16

7.2, where 7 is the release o sysstat-10.1.5-4
number and 2 is the version

number.

Oracle Linux 6.x e  make-3.81 e make-3.81

Here, x refers to the version ¢ binutils-2.20 ¢ binutils-2.20

of the Oracle Linux release. ~ *  8cc-444 * gecddd

For example, Oracle Linux ] libaio-0.3.107 ] libaio-0.3.107

6.2, where 6 is the release e glibc- e glibc-common-2.12-1.7
number and 2 is the version common-2.12-1. e  libstdc++-4.4.4
number. 7 e  sysstat-9.04

e libstdc++-4.4.4
* sysstat-9.0.4

Red Hat Enterprise Linux ¢  make-3.81 e  make-3.81
6 e Dbinutils-2.20 e Dbinutils-2.20
e gcc4.11 e gcc411
¢ libaio-0.3.106 ¢ libaio-0.3.106
e glibc- e glibc-common-2.3.4

common-2.3.4 e libstdc++-4.1.1
. libstdc++-4.1.1 . Sysstat-S,O,S
¢ sysstat-5.0.5

SUSE Linux Enterprise 12 Not Supported * make-4.0
*  binutils-2.24
e gcc48-c++-4.8.3

e gccd8-4.8.3
*  gcc48-32bit-4.8.3
e gcc48

e libstdc++48-devel-4.8.3
e libstdc++48-devel-32bit

SUSE Linux Enterprise 11 ¢  make-3.80 e make-3.80
*  Dbinutils-2.19 *  Dbinutils-2.16.91.0.5
e gcc43 e gcc-4.1.0
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Table 2-2 (Cont.) Package Requirements for Oracle Management Agent

Platform 32-Bit Packages for  64-Bit Packages for 64-Bit Platform
32-Bit Platform
Solaris SPARC 5.11 Not Supported ¢ SUNWbtool
Note e  SUNWIibm
Update level 10 or higher * SUNWIlibms
is supported on Solaris e SUNWsprot
platforms. ¢ SUNWtoo
e SUNWIibC
e SUNWGcsl
Solaris SPARC 5.10 Not Supported SUNWDbDtool

Also supported on Solaris
Local Container

Solaris x86-64 5.11 Not Supported ¢ SUNWbtool
¢ SUNWIibm
e SUNWIibms
¢ SUNWsprot

e  SUNWtoo
e  SUNWfont-xorg-core
e  SUNWIibC
e SUNWoGsl
Solaris x86-64 5.10 Not Supported ¢ SUNWbtool
e SUNWarc
e SUNWhea
e  SUNWIibm

*  SUNWIibms
¢ SUNWsprot

e  SUNWtoo
e  SUNWilof
e SUNWilcs

e  SUNWilbcs
e  SUNWxwint

IBM AIX 7.1 Not Supported *  bos.adt.base(0.0)

Note: All maintenance *  bos.adt.lib(0.0)

levels are supported. e bos.adt.libm(0.0)
Check the maintenance L4 bos.perf.libperfstat(0.0)
level using the following *  bos.perf.perfstat(0.0)
command: *  Dbos.perf.proctools(0.0)
oslevel -r e  rsct.basic.rte(0.0)

*  rsct.compat.clients.rte(0.0)
e xIC.aix61.rte.(10.1.0.0)
e xIC.rte.(10.1.0.0)
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Table 2-2 (Cont.) Package Requirements for Oracle Management Agent

Platform 32-Bit Packages for  64-Bit Packages for 64-Bit Platform
32-Bit Platform

IBM AIX 6.1 Not Supported *  bos.adt.base(0.0)

Note: All maintenance *  bos.adt.lib(0.0)

levels are supported. *  Dbos.adt.libm(0.0)

Check the maintenance *  Dbos.perf.libperfstat(0.0)

level using the following *  Dbos.perf.perfstat(0.0)

command: e bos.perf.proctools(0.0)

osl evel -r e rsct.basic.rte(0.0)

e rsct.compat.clients.rte(0.0)
e xlC.aix61.rte.(9.0.0.0)
e xIC.rte.(9.0.0.0)

HP-UX Itanium 11.31 Not Supported OS-Core(B.11.31)

2.2 Kernel Parameter Requirements for Enterprise Manager Cloud Control

This section lists the kernel parameters required on different platforms (32-bit and 64-
bit) for installing an OMS or a Management Agent. In particular, this section covers
the following;:

* Kernel Parameter Requirements for Oracle Management Service

* Kernel Parameter Requirements for Oracle Management Agent

2.2.1 Kernel Parameter Requirements for Oracle Management Service

This section covers the following:
e Verifying UDP and TCP Kernel Parameters

e Setting Up ker nel . shmmax Kernel Parameter

2.2.1.1 Verifying UDP and TCP Kernel Parameters

Set TCP/IP ephemeral port range parameters to provide enough ephemeral ports for
the anticipated server workload. Ensure that the lower range is set to at least 11,000 or
higher, to avoid Well Known ports, and to avoid ports in the Registered Ports range
commonly used by Oracle and other server ports.

Set the port range high enough to avoid reserved ports for any applications you may
intend to use. If the lower value of the range you have is greater than 11,000, and the
range is large enough for your anticipated workload, then you can ignore OUI
warnings regarding the ephemeral port range.

For example, with IPv4, use the following command to check your current range for
ephemeral ports:

$ cat /proc/sys/net/ipval/ip_local port_range
32768 61000

In the preceding example, the lowest port (32768) and the highest port (61000) are set
to the default range.
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If necessary, update the UDP and TCP ephemeral port range to a range high enough
for anticipated system workloads, and to ensure that the ephemeral port range starts
at 11,000 and above.

For example:

# echo 11000 65000 > /proc/sys/net/ipv4/ip_local port_range

Oracle recommends that you make these settings permanent. For example, as r oot ,
use a text editor to open/ et ¢/ sysct | . conf, and add or change to the following;:
net.ipv4.ip_local _port_range = 11000 65500, and then restart the
network (# /etc/rc.d/init.d/ network restart). For detailed information
on how to automate this ephemeral port range alteration on system restarts, refer to
your Linux distribution system administration documentation.

2.2.1.2 Setting Up ker nel . shrmax Kernel Parameter

This section covers the following;:
e If OMS and Management Repository Are on Different Hosts

e If OMS and Management Repository Are on the Same Host

If OMS and Management Repository Are on Different Hosts

If you are installing OMS and Management Repository (database) on different hosts,
which are running on Linux operating systems (32-bit or 64-bit), then on the OMS
host, set the ker nel . shmrax parameter to a value 1 byte less than 4 GB or
4294967295.

Oracle recommends this value to avoid lack of memory issues for other applications
and to enable a complete and successful core file generation under any and all
circumstances.

e To verify the value assigned to the ker nel . shnmax parameter, run the following
command:

cat /proc/sys/kernel /shnmrax

¢ To set the value for ker nel . shnmax parameter, do the following:
1. Login as root.
2. Openthe/etc/sysctl.conf file.

3.  Setthe ker nel . shmrax parameter to 4294967295.

By setting the value in the / et c/ sysct| . conf file, the value persists even
when you restart the system. On SUSE Linux Enterprise Server systems, run
the following command to ensure that the system reads the / et ¢/

sysct|. conf file when it restarts:

# / sbin/ chkconfig boot.sysctl on

4. Run the following command to change the current values of the kernel
parameters. Review the output and verify that the values are correct. If the
values are incorrect, edit the / et ¢/ sysct | . conf file, then run this
command again.

# /sbin/sysctl -p
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5. Enter the command / sbi n/ sysct| - a to confirm that the values are set

correctly.

6. After updating the values of the kernel parameters in the / et c/
sysct | . conf file, either restart the host, or run the command sysct| -pto
make the changes in the / et ¢/ sysct | . conf file available in the active

kernel memory.

If OMS and Management Repository Are on the Same Host

If you are installing OMS and Management Repository (database) on the same host,
which is running on a Linux operating system (32-bit or 64-bit), then set the

ker nel . shmrax parameter to a value prescribed in the Oracle Database Installation
Guide that is published for the intended database release and platform.

2.2.2 Kernel Parameter Requirements for Oracle Management Agent

There are no kernel parameter requirements for Management Agent.

2.3 Library Requirements for Enterprise Manager Cloud Control

This section lists the libraries required on different platforms (32-bit and 64-bit) for
installing an OMS or a Management Agent. In particular, this section covers the

following;:

¢ Library Requirements for Oracle Management Service

* Library Requirements for Oracle Management Agent

2.3.1 Library Requirements for Oracle Management Service

Table 2-3 lists the libraries required on different platforms (32-bit and 64-bit) for
installing a new Enterprise Manager system or an additional OMS.

Table 2-3 Library Requirements for Oracle Management Service
. ___________________________________________________________________________|

Platform

32-Bit Libraries for 64-Bit Libraries for 64-Bit Platform
32-Bit Platform

Oracle Linux 7.x
Red Hat Enterprise Linux 7.x

Here, x refers to the version of the
Oracle Linux release. For
example, Oracle Linux 7.2, where
7 is the release number and 2 is
the version number.

Not Supported glibc-2.17

Oracle Linux 6.x
Red Hat Enterprise Linux 6.x

Here, x refers to the version of the
Oracle Linux release. For
example, Oracle Linux 6.2, where
6 is the release number and 2 is
the version number.

Not Supported glibc-2.12

SUSE Linux Enterprise 11

Not Supported glibc-2.11
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2.3.2 Library Requirements for Oracle Management Agent

There are no library requirements for Management Agent.
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Creating Operating System Groups and
Users for Enterprise Manager Cloud Control

This chapter explains how to create the operating system groups and users required
for installing Enterprise Manager Cloud Control. In particular, this chapter covers the
following:

*  About the Operating System Groups and Users Required for Installing Enterprise
Manager Cloud Control

* Creating the Operating System Groups and Users Required for Installing
Enterprise Manager Cloud Control

3.1 About the Operating System Groups and Users Required for Installing
Enterprise Manager Cloud Control

The following operating system group and user are required for all installation types:

e The Oracle Inventory Group (typically, oi nst al | )

You must create this group the first time you install Oracle software on the
system. The default name chosen for this group is oi nst al | . This group owns
the Oracle inventory that is a catalog of all Oracle software installed on the
system.

Note:

If Oracle software is already installed on the system, then the existing Oracle
Inventory group must be the primary group of the operating system user that
you use to install other Oracle software.

®  The Oracle Software Owner User (typically, or acl e)

You must create this user the first time you install Oracle software on the system.
This user owns all of the software installed during the installation. This user must
have the Oracle Inventory group as its primary group.

Note:

In Oracle documentation, this user is referred to as the or acl e user.

A single Oracle Inventory group is required for all installations of Oracle software on
the system. After the first installation of Oracle software, you must use the same
Oracle Inventory group for all subsequent Oracle software installations on that
system.
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Note: If your operating system is Microsoft Windows, then ensure that the
following are complied with:

1. The OMS user account has permissions and rights to act as part of the
operating system, adjust memory quota for a process, replace process
level token, and log on as a batch job. To verify whether the OMS user
account has these rights, launch the Local Security Policy. From the Start
menu, click Settings and then select Control Panel. From the Control
Panel window, select Administrative Tools, and from the
Administrative Tools window, select Local Security Policy. In the Local
Security Policy window, from the tree structure, expand Local Policies,
and then expand User Rights Assignment.

2. The OMS user account has read and execute permission to run the batch
job. This is a restriction from Microsoft. For more information on this
restriction and to understand how to grant these permissions, access the
following URL to Microsoft Web site:

http:/ /support.microsoft.com/kb /867466 /en-us

3.2 Creating the Operating System Groups and Users Required for
Installing Enterprise Manager Cloud Control

The following sections describe how to create the required operating system users and
groups:

* Creating the Oracle Inventory Group for Enterprise Manager Cloud Control

® Creating the Oracle Software Owner User for Enterprise Manager Cloud Control

Note:

As an alternative to creating local users and groups, you can create the
appropriate users and groups in a directory service, for example, Network
Information Services (NIS). For information about using directory services,
contact your system administrator or refer to your operating system
documentation.

3.2.1 Creating the Oracle Inventory Group for Enterprise Manager Cloud Control

You must create the Oracle Inventory group if it does not already exist. The following
subsections describe how to determine the Oracle Inventory group name if it exists,
and how to create it if necessary.

®  Determining Whether the Oracle Inventory Group Already Exists for Enterprise
Manager Cloud Control

¢ Creating the Oracle Inventory Group for Enterprise Manager Cloud Control
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3.2.1.1 Determining Whether the Oracle Inventory Group Already Exists for Enterprise
Manager Cloud Control

When you install Oracle software on the system for the first time, the or al nst . | oc
file is created. This file identifies the name of the Oracle Inventory group and the path
to the Oracle Inventory directory.

To determine whether the Oracle Inventory group exists, enter the following
command:

$ nore /etc/oralnst.|oc

Note:

the oralnst.loc file is available in the / et ¢ directory for Linux and other
platforms. On Solaris platforms, it is available at / var / opt / or acl e/ .

If the or al nst . | oc file exists, then the output from this command looks like:

i nventory_| oc=/u01/ app/ oracl e/ oral nventory
i nst _group=oi nstal |

The i nst _gr oup parameter shows the name of the Oracle Inventory group,
oinstal | .

3.2.1.2 Creating the Oracle Inventory Group for Enterprise Manager Cloud Control

If the or al nst . | oc file does not exist, or if the file exists but the Oracle Inventory
group is different, then create the Oracle Inventory group oi nst al | using the
following command:

# /usr/sbin/ groupadd oi nstall

3.2.2 Creating the Oracle Software Owner User for Enterprise Manager Cloud Control

You must create an Oracle software owner user in the following circumstances:

e If an Oracle software owner user does not exist, for example, if this is the first
installation of Oracle software on the system.

e If an Oracle software owner user exists, but you want to use a different operating
system user, with different group membership, to give database administrative
privileges to those groups in a new Oracle Database installation.

To create an Oracle software owner, follow the steps outlined in these sections:

*  Determining Whether an Oracle Software Owner User Already Exists for
Enterprise Manager Cloud Control

¢ Creating an Oracle Software Owner User for Enterprise Manager Cloud Control

* Modifying an Oracle Software Owner User for Enterprise Manager Cloud Control

3.2.2.1 Determining Whether an Oracle Software Owner User Already Exists for
Enterprise Manager Cloud Control

To determine whether an Oracle software owner user named or acl e exists, run the
following command:
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$id oracle

If the or acl e user exists, then the output from this command looks like this:
ui d=440(oracl e) gi d=200(oi nstall) groups=201(dba), 202( oper)

If the user exists, then determine whether you want to use the existing user or create
another or acl e user.

* To use the existing user, ensure that the user's primary group is the Oracle
Inventory group.

e To modify an existing user, refer to Modifying an Oracle Software Owner User for
Enterprise Manager Cloud Control.

¢ To create a user, refer to Creating an Oracle Software Owner User for Enterprise
Manager Cloud Control.

Note:

If necessary, contact your system administrator before using or modifying an
existing user.

3.2.2.2 Creating an Oracle Software Owner User for Enterprise Manager Cloud
Control

If the Oracle software owner user does not exist or if you require a new Oracle
software owner user, then follow these steps to create one. In the following procedure,
use the user name or acl e unless a user with that name already exists.

1. To create the or acl e user, enter a command similar to the following;:

# /usr/sbin/useradd -g oinstall oracle

In this command, the - g option defines the primary group, which must be the
Oracle Inventory group, for example oi nst al | .

2. Set the password of the or acl e user:

# passwd oracl e

Note:

Oracle recommends you to use the same UIDs across all the OMS instances,
especially when you use Oracle Software Library. If the UIDs are different,
then the files created by one OMS cannot be modified by another OMS.

3.2.2.3 Modifying an Oracle Software Owner User for Enterprise Manager Cloud
Control

If the or acl e user exists, but its primary group is not oi nst al | , then enter a
command similar to the following to modify it. Specify the primary group using the -
g option.

# /usr/sbin/usernod -g oinstall oracle
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Installing Cygwin and Starting the SSH
Daemon

This chapter explains how to install Cygwin and start the SSH daemon on Microsoft
Windows hosts. This chapter is applicable only when you want to install a
Management Agent on a Microsoft Windows host, using the Add Host Targets
Wizard or EM CLI. In particular, this chapter covers the following;:

¢ About the Cygwin Requirement for Installing Management Agents
¢ Before You Begin Installing Cygwin

* Installing Cygwin

¢ Configuring SSH

e  After Installing Cygwin and Configuring SSH

Note:

If you do not want to install Cygwin to deploy Management Agents on
Microsoft Windows hosts using the Add Host Targets Wizard or EM CLI, you
can choose to deploy Management Agents on these hosts using the PsExec
process utility. For information on how to deploy Management Agents on
Microsoft Windows hosts using PsExec, see Installing Management Agents on
Microsoft Windows Target Hosts Without Using Cygwin.

4.1 About the Cygwin Requirement for Installing Management Agents

The Add Host Targets Wizard is an application built into the Enterprise Manager
Cloud Control console. It offers GUI-rich, interactive screens that enable you to install
Oracle Management Agents (Management Agents) on unmanaged hosts and convert
them to managed hosts, so that they can be monitored and managed in Enterprise
Manager Cloud Control.

When you use the Add Host Targets Wizard or EM CLI to install a Management
Agent on a host running on Microsoft Windows, as a prerequisite, you must install
Cygwin and start the SSH Daemon on the host. To do so, follow the steps listed in
Installing Cygwin.

Cygwin is essentially a utility that offers a Linux-like environment on a Microsoft
Windows host. Technically, it is a DLL (cygwi nl. dl | ) that acts as a Linux API layer
providing substantial Linux API functionality. Once you install Cygwin, you can
configure the SSH Daemon on the host. The Add Host Targets Wizard is certified and
supported with Cygwin 2.4.1 or higher.
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The SSH Daemon enables the Add Host Targets Wizard to establish SSH connectivity
between the OMS host and the host on which you want to install a Management
Agent. Using this connectivity, the wizard transfers the Management Agent software
binaries to the destination host over SSH protocol, installs the Management Agent,
and configures it.

4.2 Before You Begin Installing Cygwin

e With Cygwin version cygcheck (cygwin) 2.0.1, short passwords with fewer than 8
characters are not allowed.

*  Before starting with the SSHD setup, ensure you are not using OpenSSH and
MKSNT when using the Add Host Targets Wizard. To do so, perform the
following checks:

1. Ensure QpenSSH\ bi n and nksnt are not in your PATH environment variable. If
they are, remove them by doing the following:

a. Right-click on My Computer and go to Properties.
b. In the System Properties window, click Advanced.
c. In this tab, click Environment Variables.

d. Here, search for the PATHsystem variable, select it, and if the QoenSSH\ bi n
and nksnt are present in PATH, click Edit.

e. In the Edit System Variable dialog box, delete these two values from PATH,
then click OK.
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System Properties |E
Computer Mame | Hardware | Advanced |S},rstem Protection | Remote |
’Ynu must be Ingged on as an Administrator to make most of these chaqg_;_es.
P Amnment Vanabies 5

User variables for progopal

Variable

TEMP
™P

Yalue

%ol ISERPROFILES R \AppDataLocal \Temp
Lol ISERPROFILES:\AppDataLocal Temp

System variables

Variable

PATHEXT
PROCESSOR_A...
PROCESS0R_ID...

Value -

C:\Perlad\site \bin; Cr \Perlg\bin: T \wind. ..
.COM; EXE; BAT;.CMD; VBS; VBE;.JS;....
AMDS4

Intele4 Family & Model 42 Stepping 7, G... ™

mew.. || Edt.. || Delete
Ly

2. Stop the SSH Daemon if it is running from OpenSSH, MKS or any other vendor. If
the SSH Daemon is running, stop it by doing the following:

a.

b.

Right-click on My Computer, and select Manage.

In the Computer Management window, in the left pane, expand Services and
Applications, and select Services.

In the right pane, click the SSH Daemon/MKS Secure Shell service, then click

the Stop button.
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A Computer Management
File  Action

|

View  Help

=| H

DEII 13

a 23 Storage
= Disk Management
4B
Lk Services
&5 WMI Control

,j-%- Cormputer Management (Local
a '[ru! System Tools
s @ Task Scheduler
1+ @ Event Viewer
|» @ Shared Folders

'+ Services and Applications

3 E_ﬁ SQL Server Configuratic

© . Services
MKS Secure Shell Service

Stop the service
Restart the service

Name

 McAfee Engine Se...

‘i McAfee Framewor...
o Mchfes HIPSCore ...
. McAfee Host Intru...

i McAfee McShield
% McAfee Task Man...

%4 McAfee Validation...

‘4 Media Center Exte...
- Microzoft \MET Fr...
‘i Microsoft .NET Fr...
% Microsoft NET Fr...
" Microsoft .MET Fr...
4 Microsoft iSCSIIni...
“: Microsoft Softwar...

Description

Mchfee Eng...
Shared corm...
Provides M...
Host-bazed ..
Provides M...
Allows sche...
Provides val...
Allows Med...

Microsoft ...
Microsoft ...
Microsoft ...
Microsoft ...

Manages In...
Manages so...

Status

Started
Started
Started
Started
Started
Started
Started

Started

Startup Type
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Disabled
Dizabled
Disabled

Automatic (0.,
Automatic (D...

Automatic
Manual

i

Actiol

Servic

MEKS!

Started

- MES Telnetd Lhsabled

S MESAUTH Started Automatic
Multimediklass .. Enables rela... Automatic

. Met.Msmq Listene... Receives act... Disabled
“:Met.Pipe Listener .. Receives act... Disabled

. Met.Tcp Listener A... Receives act.., Disabled

‘4 Met.Tcp Port Shari... Provides abi.. Disabled

4 Netlogon Maintains 3 ... Started Automatic

- Metwork Access P...  The Metwor... Manual

‘u: Metwork Connecti... Manages 0.  Started Manual |
‘ R P .. . s

S H 1 \Extended Aﬁtandard;/
Note:

The navigational steps described in this section may vary for different
Microsoft Windows operating systems.

4.3 Installing Cygwin

To install Cygwin on a Microsoft Windows host, follow these steps:

1.

Access the following URL, then click Install Cygwin:

http://ww. cygw n. com

Download the 32-bit version (if you are running a 32-bit version of Microsoft

Windows) or the 64-bit version (if you are running a 64-bit version of Microsoft

Windows) of the Cygwin setup executable.

Run the setup executable, then click Next to proceed.
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Cygwin Setup

Cygwin Net Release Setup Program

Thiz setup program iz uzed for the initial installation of the
Cygwin environment az well az all subzequent updates. hMake
zure to remernber where you saved it.

The pages that follow will quide you through the installation.
Pleaze note that Cygwin consists of a large number of
packages zpanning a wide wariety of purposes. We only
inztall a baze zet of packages by default. You can always run
thiz prograrm at ary time in the future to add, remove, or
upgrade packages as necessarn.

Setup.exe verzsion 2,763
Copyright 2000-2012
bbb A v, cpgwin, corny

[ Mewst » ][ Cancel

4. On the Choose Installation Type screen, select Install from Internet, then click

Next.

= Cyewin Setup - Choose Installation Type

Choosze A Download Source

a local directany.

Choose whether to install or download fram the internet, or install from files in E

(&) Install fram Internet
[downloaded files will be kept far future re-uze)

() Download 'Without Installing

(7 Install from Local Direc%y

[ < Back “ Mext » l[ Cancel

5. On the Choose Installation Directory screen, enter C: \ cygwi n as the Root

Directory, then click Next.
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Note:

If you choose to install Cygwin in a different directory, then ensure that you
update the SSH PATH, SCP_PATH, MKDI R_PATH, SH PATH,
CHMOD_PATH, and TRUE properties present in the $<ORACLE_HOME>\ oui

\ prov\resources\ssPat hs_mspl ats. properti es file to their proper
Cygwin binary values, after installing the Enterprise Manager system.

For example, if you choose to install Cygwin in the D: \ sof t war e\ cygwi n
directory, then update the specified properties in the following manner:

SCP_PATH=D: \ sof t war e\ cygwi n\ bi n\ scp. exe
SH_PATH=D: \ sof t war e\ cygwi n\ bi n\ sh. exe
CHVOD_PATH=D: \ sof t war e\ cygwi n\ bi n\ chnod. exe
LS _PATH=D: \ sof t war e\ cygwi n\ bi n\ | s. exe

= Cygwin Setup - Choose Installation Directony

Select Root Install Directory =
Select the directory where you want to install Cygwin, Alzo choose a few -

installation parameters.

Roat Directary

H Browsze. .. ]

Irztall For
(®) &ll Users [RECOMMENDED)

Cyguin will be available to all uzers of the zuztem.

1 Just Me

Cygwir will till be available to all users, but Desktop lcons, Cygwin Menu Entries, and
impartant [nstaller information are only available to the current uger. Only zelect this if
youl lack Adminiztratar privileges or i you have zpecific needs.

3

¢ Back ” et > ][ Cancel ]

6. On the Select Local Package Directory screen, select a directory on your local
machine where you want to store the downloaded installation files, then click Next.
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[ Cygwin Setup - Select Local Package Directory [o ][ ®

Select Local Package Directory =
Select a directon where pou want Setup to stare the installation files i e

downloads. The directory will be created if it doez not already exist.

Local Package Directary

C:\packagey Browsze... |

[ ¢ Back ” Meut » l[ Cancel

7. On the Select Connection Type screen, select appropriate settings to connect to the
internet, then click Next.

= Cypwin Setup - Select Connection Type |Z||E|E|

Select Your Internet Connection =
Setup needs to know how you want it bo connect to the internet. Chooze =

the appropriate sethings below,

(" Direct Connection

(&) Ug= Internet Explorer Proxy Settings
(i Use HTTPAFTP Prosy:

Prosmy Host |

Part l:l

[ < Back “ Mest > l[ Cancel

8. On the Choose Download Site(s) screen, select any site from the available list, then
click Next.
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E Cygwin Setup - Choose Download Site(s) |Z||E|r>__(|

Chooze A Download Site
Chooze a zite from thiz ligt, or add pour own zites ta the list =

Awallable Download Sites:

http: A dmirrorz. 163, com S
http: #/box-zoft. com

http: #fcygwin. girrors. hoobly. com
ftp: /A cpowmin. rcatalogs. cam
http: A cpgwin. mirrorcatalogs. com
hittp: /A netgull. com

ftp: A cuguwin. rirrare. pair, com

hittp: A cpgwin. mirrors. pair.com

http: //cygwin parentingamerica. canm
hittp: //cygwin. skazk atorpou. com
hiktp: A ¢ mirror. zpmnds. cam

http: //bweedo.com

ftp: 4 dmirmors. xmigsion. com "

b0 A8 roon crnBecfom coen =

Ilzer URL: ‘ [ Add ]

9. On the select packages screen, ensure that you select the following packages, then
click Next:

From the Archive category, select unzi p and zi p as follows:

¥ Skip nia  nfa 48k tnef: Unpacks MS5-TNEF email attachments
&¥ Skip nia  nfa 17 unace: Bdract, test and view "ace archives
Sk nfa  nia 154k, unalz: LUtility to decompress alzip format file

¥6.0:10 O 253 unzip: Info-ZIF decompression utility
&5 047 20110517-1 | 185 xz: ¥Z and LZMA compression (Utilities)

I 3011 [l 25%:  zip: Info-ZIF compression utility I
4% Skip njia ok zoo: Manipulate zoo archives
¥ Skip nja  nfa 48k zziplib: ZIP file library {utilties)
&% Skip nfa  nfa 7 libhdf5 D

From the Net category, select openssh and openssl| as follows:

& Skip nfa nfa 22 nttcp: New test TCP program

&¥ Skip nfa nfa 1,027 openldap: Lightweight Dirsctory Access Protocol suite

&¥ Skip nfa  nfa 704k openidap-devel: Lightweight Directory Access Protocol suite - (development)
&6 1pil-1 [E] 860k openssh: The OpenS5SH server and client programs |

arl .NC-Z (| 437 openssl: The OpenS5L base environment |

& Skip’ nfa  nfa Bk per-MNet-Libprosy: Proxy configuration management library (Ped bindings)}

&¥ Skip nfa na Sk ping: A basic network tool to test IP network conectivity

After selecting the packages and clicking Next, the Resolving Dependencies screen
is displayed. Click Next to proceed.
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E ‘Cygwin Setup - Resolving Dependencies EI

Resolving Dependencies -
The following packages are required to satisfy dependencies. =

aspell (0.606.1-1) =
A spell checker designed to eventually replace Ispell - (progra| |
Required by hyx

bec (1.06-2)
The GMU numeric processing language and reverse polish ca
Required by: transfig

crypt (1.2-1)
Encryptionf/Decryption utility and library
Required by: openssh, perl, python, libkrb5_26, libopenldap2_. -

i =TT | b

[¥] Select required packages (RECOMMENDED)

| <Back || Naﬁ_} Cancel

10. On the Installation Status and Create Icons screen, do not make any changes. Click
Finish to complete the installation process.

E Cygwin Setup - Installation Status and Create Icons

Create lcons =
Tell setup if you want it to create a few icons for convenient access to the i
Cygwin enviranment.

Create icon on Desktop
Add icon to Start Menu

Inztallation Status
Inztallation Complete

< Back ” Finizh ][ Cancel

4.4 Configuring SSH

This section describes how to configure SSH and test your Cygwin setup after
installing Cygwin on a host.
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Note:

While configuring SSH, you may need to run the cygwi n. bat script. While
running cygwi n. bat in Microsoft Windows Server 2008 and Microsoft
Windows Vista, ensure that you invoke it in administrator mode. To do this,
right-click the cygwi n. bat file and select Run as administrator.

To configure SSH and test your Cygwin setup, follow these steps:

1. After you install Cygwin, navigate to the C: \ cygwi n directory, open the

Cygwi n. bat file in edit mode using any editor, and add the following line before
invoking the bash shell.

set CYGW N=bi nnbde nt sec

For example, here are the contents for the Cygwi n. bat file after adding the above
line:

@cho of f

C

chdir C\cygw n\bin

set CYGN N=bi nnode ntsec
bash --login -i

. To verify if Cygwin ( cygr unsr v) is installed properly, run C: \ cygwi n

\ Cygwi n. bat, and execute the following command:

cygrunsrv -h

If Cygwin is installed properly, then all the Cygwin help options are displayed on
the screen. However, if this command returns an error message, then you may
have to reinstall Cygwin.

. To configure the SSHD service, run C: \ cygwi n\ Cygwi n. bat, and execute the

following command:

ssh-host-config
After running the command, you are prompted the following questions:

*** |Info: StrictMdes is set to 'yes' by default.

*** |Info: This is the reconmended setting, but it requires that the POSI X
*** | nfo: pernmissions of the user's home directory, the user's .ssh

*** |Info: directory, and the user's ssh key files are tight so that

*** |Info: only the user has wite permssions.

*** |Info: On the other hand, StrictMdes don't work well with default

*** |nfo: Wndows pernissions of a home directory mounted with the

*** |Info: 'noacl' option, and they don't work at all if the home

*** |Info: directory is on a FAT or FAT32 partition.

*** Query: Should StrictMdes be used? (yes/no) no

*** Query: Should privilege separation be used? <yes/no>:. yes

*** Query: New |ocal account 'sshd'? <yes/no>: yes

*** Query: Do you want to install sshd as a service?

*** Query: <Say "no" if it is already installed as a service> <yes/no>: yes
*** Query: Enter the value of CYGANN for the deanon: [] binmode ntsec

*** Query: Do you want to use a different nane? (yes/no) yes/no

At this point, if you want to use the same name, thatis cyg_ser ver, enter no.
You are then prompted the following questions:
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* k%

* k%

* k%

Query: Create new privileged user account 'cyg_server'? (yes/no) yes
Query: Please enter the password:
Query: Renter:

However, if you want to use a different name, enter yes. You are then prompted
the following questions:

* k%

* k%

* k%

* k%

* k%

Query: Enter the new user nane: cyg_serverl

Query: Reenter: cyg_serverl

Query: Create new privileged user account 'cyg serverl' ? (yes/no) yes
Query: Please enter the password:

Query: Reenter:

If the configuration is successful, you will see the following message:

Host configuration finished. Have fun!

. Backup the c: \ cygwi n\ et c\ passwd file and then use any editor to open the file
in edit mode. Remove only those entries of the user that you will use to connect to
the host on which you want to install a Management Agent. Ask the user to make a
backup of the c: \ cygwi n\ et c\ passwd file before editing.

If the user that you are employing to connect to the host on which you want to
install the Management Agent is a local user, run C: \ cygw n\ Cygw n. bat
and execute the following:

/ bi n/ mkpasswd -1 —u <USER> >> /etc/passwd (for
exanpl e, /bin/nkpasswd -1 -u pjohn >> /etc/passwd)

If the user you are employing to connect to the host on which you want to
install the Management Agent running is a domain user, run C: \ cygwi n
\ Cygwi n. bat and execute the following:

/' bi n/ nkpasswd -d -u <USER> >> /etc/passwd (for exanple, /bin/nkpasswd -d -u
pj ohn >> /et c/ passwd)

mkdir -p /home/ <USER> (for exanple, nkdir -p /hone/pjohn)

chown <USER> /hone/ <USER> (for example, chown pjohn /hone/ pjohn)

. (For a domain user only) If the user you are employing to connect to the host on
which you want to install the Management Agent is a domain user, do the
following to start the SSH daemon:

a.

b.

Right-click on My Computer, and select Manage.

In the Computer Management dialog box that appears, go to Services and
Applications, and select CYGWIN sshd.

Right-click CYGWIN sshd and select Properties.

. In the Properties dialog box, go to the Log On tab.

Here, specify the domain/user name and password. Click Apply.
Run C: \ cygwi n\ Cygwi n. bat, and execute the following:

chown <USERNAME> /var/ | og/ sshd. | og
chown - R <USERNAME> /var/enmpty
chown <USERNAME> /et c/ ssh*

chmod 755 /var/enpty

chnod 644 /var/l og/ sshd. | og
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Note:

If / var /| og/ sshd. | og does not exist, you do not have to execute the
following commands:

chown <USERNAME> /var/ | og/ sshd. | og
chnod 644 /var/ | og/ sshd. | og

6. Perform one of the following steps to start the SSH daemon:

Run C: \ cygwi n\ Cygwi n. bat and execute the following command:
{ usr/ shi n/ sshd

OR

Run C: \ cygwi n\ Cygwi n. bat and execute the following command:
cygrunsrv -S sshd

OR

Perform these steps:
a. Right-click on My Computer, and select Manage.

b. Inthe Computer Management dialog box that appears, go to Services and
Applications, and select CYGWIN sshd.

c. Click CYGWIN sshd, then click the Start button.

A Computer Management
File Action View Help

|2

7o
2 Computer Management (Local| | o gepil Start Service

L

4 [[’& Systermn Tools
> () Task Scheduler CYGWIN sshd Name Description  Status Startup Type

b [ Event Viewer 5. CNG Keylsolation TheCNGke.. Started  Manual

- i] Shared Folders i
: i Lo::USeors :;d Gidiins Staittheservice - COM+ Event Syst.. Supports Sy... Started Autornatic

> ) Performance L COM+ System Ap... Mafﬂag.esth... Manual
& Devi % Computer Browser  Maintains a...  Started Manual

5 Device Manager ; y
. Credential Manager Provides se... Manual

4 2 Storage
= Disk Management
4 7 Services and Applications

L Cryptographic Ser... Provides fo...  Started Automatic

‘e DCOM Server Pro.. The DCOM... Started Automatic
ﬂf\ﬂ. WMI Control “; Dell System Mana... Asupports.. Started Automatic
- Desktop Window ... Provides De... Started Automatic

25 Services

Note:

If the SSH daemon does not start up, view the c: \ cygwi n\ var\ | og
\ sshd. | og file for information on why the start up failed.

7. You can now test your Cygwin setup. To do this, go to a different machine (that
has the ssh client running), and execute the following command:

ssh -1 <USERNAME> <l ocal host> ' date’
R

ssh -1 <USERNAME> <this node> 'date’
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For example,
ssh -1 pjohn exanple.com'date'

This command will prompt you to specify the password. When you specify the
correct password, the command should return the accurate date.

Note:

If you experience a process fork failure, memory leak error, or a file access
error after configuring SSH, view the following website for a workaround:

http://cygw n.com faq. htm

If you are unable to find a workaround for your problem, report your problem
to the Cygwin community using the following website:

http://cygw n.com probl ens. htm

4.5 After Installing Cygwin and Configuring SSH

After installing Cygwin (as described in Installing Cygwin) and configuring SSH (as
described in Configuring SSH), follow these steps:

1. If the OMS host runs on a Microsoft Windows platform, perform the following on
the OMS host:

a. Right click My Computer, then select Properties. In the window that appears,
select Advanced system settings, then select Environment Variables. In the
System Variables section, create the CYGA Nvariable, and specify its value as
nodosfi | ewar ni ng.

Note:

You do not need to restart the host after performing this step.

b. Navigate to the Cygwin install directory (that is, C: \ cygwi n if you chose to
install Cygwin in the default location), open the Cygwi n. bat file in edit mode
using any editor, then edit the following line:

set CYGW N=bi nnbde nt sec nodosfil ewar ni ng

For example, these are the contents of the Cygwi n. bat file after editing the
above line:

@cho of f

C

chdir C\cygw n\bin

set CYGW N=bi nnode ntsec nodosfil ewar ning
bash --login -i

c. From the Start menu, select Run. For Open, enter ser vi ces. msc, then click
OK. Search for the Cygwin SSHD service and stop it.

d. Navigate to the Cygwin install directory (that is, C: \ cygwi n if you chose to
install Cygwin in the default location), then run Cygwi n. bat . Run the
following command to start the SSHD service:
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$ /usr/sbin/sshd

Note:

Running this command may return an error mentioning that / var / enpt y
must be owned by the root user. If you encounter this error, run the following
from the Cygwin terminal:

$ chown
<wi ndows_instal |l _user>:<wi ndows_install _group> /var/enpty

After running this command, retry the $ / usr/ sbi n/ sshd command.

2. Perform the tasks mentioned in Step 1 on all the Microsoft Windows target hosts
(on which you want to install Management Agents using the Add Host Targets
Wizard or EM CLI).
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Installation of Enterprise Manager Cloud
Control

This part describes how you can install Enterprise Manager Cloud Control. In
particular, this part contains the following chapters:

* Installing Oracle Enterprise Manager Cloud Control
¢ Installing Oracle Management Agents
¢ Adding Additional Oracle Management Services

¢ Installing JVM Diagnostic Agents






5

Installing Oracle Enterprise Manager Cloud

Control

This chapter describes how you can install a new Enterprise Manager system while
utilizing an existing, certified Oracle Database to store Oracle Management Repository
(Management Repository).

In particular, this chapter covers the following:

Introduction to Installing an Enterprise Manager System
Before You Begin Installing an Enterprise Manager System
Prerequisites for Installing an Enterprise Manager System

Installing an Enterprise Manager System for a Demonstration Site (Simple
Configuration)

Installing an Enterprise Manager System for a Production Site (Advanced
Configuration)

Enabling Hybrid Cloud Management

Performing Postinstallation Tasks After Installing an Enterprise Manager System

Note:

This chapter is only for installing a complete Enterprise Manager system (with
a Management Repository). If you want to install an additional Oracle
Management Service (OMS), then see Adding Additional Oracle Management
Services.

WARNING:

Do not install Enterprise Manager Cloud Control 13c on servers of SPARC
series: T1000, T2000, T5xx0, and T3-*. For more information, see My Oracle
Support note 1590556.1.

5.1 Introduction to Installing an Enterprise Manager System

Before you start installing Enterprise Manager Cloud Control, you must understand
the fundamentals of Enterprise Manager installation, the various installation types you
can use, the components that are installed by default, and so on. This section
introduces you to the installation process, and covers the following;:
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¢ Overview of the Installation Types Offered for Enterprise Manager Cloud Control

e Overview of the Core Components Installed and Configured with an Enterprise

Manager System

*  Overview of the Directories Created for an Enterprise Manager System

Note:

For information on the releases Enterprise Manager Cloud Control has had so
far, see Procuring the Software in the Oracle Enterprise Manager Cloud Control
Advanced Installation and Configuration Guide.

5.1.1 Overview of the Installation Types Offered for Enterprise Manager Cloud Control

You can install Enterprise Manager Cloud Control with either simple or advanced
configuration. Table 5-1 describes the basic differences between the two installation

types.

Note:

e If you want to install Enterprise Manager Cloud Control for evaluation or
demo purposes, then use the Simple installation type.

¢ If you want to install only the software binaries of Enterprise Manager
Cloud Control along with Plugins at one point in graphical mode and
configure the installation at a later point, you may do so, using the
Advanced installation type. For more information on this, see Installing an
Enterprise Manager System Using Software Only Install Along With Plugins
and Configuring Later in the Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

Table 5-1 Differences Between Simple and Advanced Installation

Simple Installation

Advanced Installation

Meant for demonstration or evaluation
purposes, and small deployments, and when
you do not want to worry about the granular
control of the installer and want to install the
Enterprise Manager system quickly, with less
memory, and for monitoring fewer targets in
their environment

Meant for small, medium, and large
deployments, and when you want to
customize your installation with custom
locations, directory names, and passwords.

Installs with minimal, default configuration
settings and preferences that you need for a
complete Enterprise Manager system. Does
not offer too many options to customize your
installation.

Offers custom or advanced configuration
options that you can select to suit your
environment and customize your installation.
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Table 5-1 (Cont.) Differences Between Simple and Advanced Installation
___________________________________________________________________________|

Simple Installation

Advanced Installation

Configures with less memory to monitor up
to 30 targets, with 2 Oracle Management
Agents (Management Agent) and 2
concurrent user sessions for handling about
10 jobs per day.

Offers an option to select the deployment size
(small, medium, or large) of your choice, and

depending on the deployment size you select,
configures with the required memory.

The deployment size essentially indicates the
number of targets you plan to monitor, the
number of Management Agents you plan to
have, and the number of concurrent user
sessions you plan to have. The prerequisite
checks are run regardless of the selection you
make, but the values to be set for the various
parameters checked depend on the selection
you make

For more information on deployment sizes,
the prerequisite checks that are run, the
database parameters that are set, and how
you can modify the deployment size after
installation, see What is a Deployment Size for
Enterprise Manager Cloud Control in an
Advanced Configuration? in the Oracle
Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

Sets lower values for database parameters.

For information about the database
initialization parameters to be set for various
deployment sizes, refer to Software
Configurations in the Oracle Enterprise Manager
Cloud Control Advanced Installation and
Configuration Guide.

Sets higher values for database parameters.

For information about the database
parameters set for different deployment sizes,
see Sizing Your Enterprise Manager Deployment
in the Oracle Enterprise Manager Cloud Control
Advanced Installation and Configuration Guide.

Allows you to use a database where the
Management Repository is preconfigured
using the database templates offered by
Oracle.

Allows you to use a database where the
Management Repository is preconfigured
using the database templates offered by
Oracle.

Installs mandatory plug-ins such as Oracle
Database plug-in, Oracle Fusion Middleware
plug-in, Oracle Exadata plug-in, Oracle
Cloud Framework plug-in, and Oracle
System Infrastructure plug-in.

¢ Installs mandatory plug-ins such as
Oracle Database plug-in, Oracle Fusion
Middleware plug-in, Oracle Exadata
plug-in, Oracle Cloud Framework plug-
in, and Oracle System Infrastructure
plug-in.

¢ Installs any other plug-in you select in
the installation wizard.

Creates a default user account weblogic for the
WebLogic domain GCDomain.

Allows you to change the name of the default
user account weblogic for the WebLogic
domain GCDomain.

Prompts for a common password for
WebLogic Server administration, Node
Manager, SYSMAN user account, and
Management Agent registration.

Prompts for separate, distinct passwords for
WebLogic Server administration, Node
Manager, SYSMAN user account, and
Management Agent registration.
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Table 5-1 (Cont.) Differences Between Simple and Advanced Installation
___________________________________________________________________________|

Simple Installation Advanced Installation

Creates a default OMS instance base Allows you to change the name of the default
directory (gc_i nst) outside the OMS instance base directory (gc_i nst) toa
Middleware home. name of your choice, and creates that

directory outside the Middleware home.

Creates tablespaces for management, Allows you to change the locations of the
configuration data, and JVM diagnostics data  tablespaces for management, configuration
in default locations. data, and JVM diagnostics data.

Installs with default ports. Allows you to customize the ports according

to your environment.

Has only a few interview screens to fill in the = Has many interview screens to fill in the
Enterprise Manager Cloud Control Enterprise Manager Cloud Control
Installation Wizard. Installation Wizard

5.1.2 Overview of the Core Components Installed and Configured with an Enterprise
Manager System

As part of a new Enterprise Manager system, the installation wizard does the
following:

e Installs Oracle WebLogic Server 12¢ Release 1 (12.1.3.0).
¢ Installs Java Development Kit (JDK) 1.7.0_80.
e Installs Oracle Management Service 13c Release 2.

¢ Installs Oracle Management Agent 13c Release 2 in the agent base directory you
specify (outside the middleware home).

e Installs Oracle JRF 12¢ Release 1 (12.1.3.0), which includes the or acl e_conmon
directory.

e Installs Oracle Web Tier 12c Release 1 (12.1.3.0).

e Installs Oracle BI Publisher 12¢ Release 1 (12.1.3.0), which includes the bi
directory.

® Creates a plug-in directory and installs the following default plug-ins.
—  Oracle Database Plug-in

- Oracle Fusion Middleware Plug-in
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Note:

Starting with 13c¢ Release 1, as part of the Oracle Fusion Middleware Plug-in
deployment, one Java Virtual Machine Diagnostics (JVMD) Engine is installed
by default on the OMS. For every additional OMS you deploy, you receive one
JVMD Engine by default with that OMS.

JVMD enables administrators to diagnose performance problems in Java
applications in the production environment. By eliminating the need to
reproduce problems, it reduces the time required to resolve these problems,
thus improving application availability and performance.

While JVMD Engine is installed by default on the OMS host, you will still
need JVMD Agents to be manually deployed on the targeted JVMs. For
instructions to deploy the JVMD Agent, see Installing JVM Diagnostic Agents.

- Oracle Exadata Plug-in

—  Oracle Cloud Framework Plug-in

—  Oracle System Infrastructure Plug-in

— Any other additional plug-ins you choose to deploy

Creates an Oracle WebLogic domain called GCDomai n. For this WebLogic
Domain, a default user account, webl ogi ¢, is used as the administrative user. In
advanced installation, you can choose to change this if you want.

Creates a Node Manager user account called nodenmanager . A Node Manager
enables you to start, shut down, or restart an Oracle WebLogic Server instance
remotely, and is recommended for applications with high availability
requirements.

Note:

On Microsoft Windows, a Node Manager service is NOT created. This is an
expected behavior.

Configures an Oracle Management Service Instance Base location (gc_i nst)
outside the Oracle Middleware home (Middleware home), for storing all
configuration details related to the OMS. In advanced installation, you can choose
to change this location if you want.

For example, if the Middleware home is / u01/ sof t war e/ enil3c/

or acl ehone, then the instance base location is / u01/ sof t war e/ enil3c/

gc_i nst. You can choose to change this, if you want, in the installer. However,
you can change it for only advanced installation and not for simple installation.

Configures Oracle Management Repository in the existing, certified Oracle
Database. If the database instance is created using the database template offered
by Oracle, then this step is skipped.
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Note:

The existing, certified Oracle Database must be one of the certified databases
listed in the Enterprise Manager certification matrix available on My Oracle
Support, or a database instance created with a preconfigured Oracle
Management Repository (Management Repository) using the database
templates offered by Oracle.

To access the Enterprise Manager certification matrix, follow the steps
outlined in Accessing the Enterprise Manager Certification Matrix.

For information about creating a database instance with a preconfigured
Management Repository using the database templates offered by Oracle, refer
to Creating a Database Instance with Preconfigured Repository Using
Database Templates.

The database can be on a local or remote host, and if it is on a remote host, it
must be monitored by Oracle Management Agent. However, Oracle Real
Application Clusters (Oracle RAC) databases must only be on a shared disk.

* Runs the following configuration assistants to configure the installed components
for simple as well as advanced installation:

Plugins Prerequisites Check

Repository Configuration

Note:

If you use a database instance that was created with a preconfigured
Management Repository using the database templates offered by Oracle, then
Repository Out-of-Box Configuration is run instead of Repository Configuration.

MDS Schema Configuration

Note:

If you use a database instance that was created with a preconfigured
Management Repository using the database templates offered by Oracle, then
MDS Schema Configuration is not run.

BI Publisher Schema Configuration
OMS Configuration

Plugins Deployment and Configuration
BI Publisher Configuration

Start Oracle Management Service

Agent Configuration Assistant

5.1.3 Overview of the Directories Created for an Enterprise Manager System

This section describes the following:
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e QOverview of the Directories Created for OMS Installation

e Overview of the Directories Created for Management Agent Installation (Central

Agent)

5.1.3.1 Overview of the Directories Created for OMS Installation

Figure 5-1 shows the contents of the Middleware home for this type of installation.

Figure 5-1 Middleware Home Contents for a Fresh Installation
allroot,sh  domain-registru,xml logs perl zqlplus
asr = nietwork, plagl Srum
bi embip nls plugins ztage
bin gooonpl iance ocm plugins_common EYSMan
bmp haz ohz pozt java_header, log thirdparty
cfgtoollogs  hs omzcarespfile  precomp ucp
clone install OMSPatcher preupgrade_header,log  upgrade_header,log
coherence instantclient OPatch trdbms uzer_projects
COmmon imventory oracle_common  relnotes webgate
cra Jdbe oracore response wlserver
css Jlib oralnst,loc root,sh wdk,
disc Idap ord =lax
doc: lib oui =03
Note:

The OMS instance base directory (typically, gc_i nst ) is maintained outside
the middleware home directory, and that is why it is not shown in Figure 5-1.

5.1.3.2 Overview of the Directories Created for Management Agent Installation

(Central Agent)

The following are the contents of the agent base directory for the central agent

(Management Agent installed with the OMS).

<agent _base_directory>
|_____agent_13.2.0.0.0
| _____agent_inst

Figure 5-2 shows the contents of the agent home that is within the agent base

directory.

Figure 5-2 Contents of the Agent Home

oraInst.loc

5.2 Before You Begin Installing an Enterprise Manager System

Before you begin installing Enterprise Manager Cloud Control, keep these points in

mind:

*  You must ensure that you have the latest Enterprise Manager Cloud Control

software.

For information about downloading the latest software, see Procuring the Software
in the Oracle Enterprise Manager Cloud Control Advanced Installation and

Configuration Guide.
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Ensure that there are no white spaces in the name of the directory where you
download and run the Enterprise Manager Cloud Control software from. For
example, do not download and run the software from a directory titled EM

Sof t war e because there is a white space between the two words of the directory
name.

You can install Enterprise Manager Cloud Control using the installation wizard
only on a single host, that is, locally on the server where the wizard is invoked.
You cannot install on multiple or remote hosts.

Oracle Management Service 13c can communicate only with the following
versions of Management Agents.

Table 5-2 Compatibility Between OMS and Management Agents Across 13c and 12c Releases

- Oracle Management Oracle Management Oracle Oracle
Agent 12c Release  Agent 12c Release  Management Management
4(12.1.0.4) 5(12.1.0.5) Agent 13c Release Agent 13c Release
1 2
Oracle Management  Yes Yes Yes Yes

Service 13c¢ Release 2

Do not install on a symlink. Installing in such a location may impact life cycle
operations such as patching and scaling out. Also, it will impact the functioning of
your additional OMS.

You must not set the ORACLE_HOVE and ORACLE_SI Denvironment variables.
You must ensure that the Oracle directories do NOT appear in the PATH.

(Only for Graphical Mode) You must set the DI SPLAY environment variable.

— Inbash terminal, run the following command:
export DI SPLAY=<host nane>: <vnc port>.0

For example, export DI SPLAY=exanpl e.com 1.0

— In other terminals, run the following command:
setenv DI SPLAY <host name>: 1.0
For example, set env DI SPLAY exanpl e. com 1. 0

The Enterprise Manager Cloud Control Installation Wizard installs Java
Development Kit (JDK) 1.7.0_80 and Oracle WebLogic Server 12c Release 1
(12.1.3.0) by default. A preinstalled JDK or Oracle WebLogic Server is not
supported from 13¢ Release 1 onwards.

You must ensure that the Oracle WebLogic Server 12¢ Release 1 (12.1.3.0) installed
by the Enterprise Manager Cloud Control Installation Wizard is dedicated for
Enterprise Manager Cloud Control. You must not have any other Oracle Fusion
Middleware product installed in that Middleware home.

Enterprise Manager Cloud Control cannot coexist with any Oracle Fusion
Middleware product in the same Middleware home because the ORACLE_COVWON
property is used by both the products.

As a prerequisite, you must have an existing Oracle Database to configure the
Management Repository.
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If you install the OMS and the Oracle Database, which houses the Management
Repository, on the same host, then when you reboot the host, the OMS and the
Management Agent installed with it will not automatically start up. You will have
to manually start them.

You can optionally use the database templates offered by Oracle to create a
database instance with a preconfigured Management Repository. To do so, refer
to Creating a Database Instance with Preconfigured Repository Using Database
Templates. You can use such a database instance for simple as well as advanced
installation.

However, note that the database templates are essentially designed for simple
installation, although they can be used for advanced installation. Therefore, while
performing an advanced installation (possibly with small, medium, or large
deployment size selection), when you provide the details of such a database, you
will be prompted that the database parameters need to be modified to suit the
deployment size you selected. You can confirm the message to proceed further.
The installation wizard will automatically set the database parameters to the
required values.

If you want to optionally follow the configuration guidelines for deploying the
Management Repository so that your management data is secure, reliable, and
always available, refer to the Oracle Enterprise Manager Cloud Control
Administrator’s Guide.

Enterprise Manager is not affected when you enable or disable features such as
XML DB on the Oracle Database in which you plan to configure the Management
Repository. Therefore, you can enable or disable any feature in the database
because Enterprise Manager does not rely on them.

In addition to the mandatory plug-ins, you can optionally install other plug-ins
available in the software kit (DVD, downloaded software). The installer offers a
screen where you can select the optional plug-ins and install them. However, if
you want to install some plug-ins that are not available in the software kit (DVD,
downloaded software), then refer to Advanced Installer Options Supported for
Installing an Enterprise Manager System for a Production Site (Advanced
Installation).

If you are installing on an NFS-mounted drive and creating the OMS instance base
directory (gc_i nst) on that NFS-mounted drive, then after you install, move the
lock files from the NFS-mounted drive to a local file system location. Modify the
lock file location in the httpd.conf file to map to a location on a local file system.
For instructions, refer to Performing Postinstallation Tasks After Installing an
Enterprise Manager System.

If you are installing in, or will be converting in the future to, a high-availability or
a disaster-recovery configuration, then review and become familiar with the
contents in the following chapters in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide before continuing with
this installation:

- High Availability Solutions
—  Enterprise Manager High Availability

—  Enterprise Manager Disaster Recovery
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Once you have reviewed the information in the aforementioned chapters, follow
the best practices referenced in Best Practices for Configuring the Cloud Control OMS
to be Compatible with Disaster Recovery using Alias Host Names and Storage
Replication, in order to best prepare your installation for high availability or
disaster recovery.

*  Oracle offers bug fixes for a product based on the Oracle Lifetime Support Policy.
When the license period expires for a particular product, the support for bug fixes
offered by Oracle also ends. For more information, see the Oracle Lifetime
Support Policy available at:

http://ww. oracl e. com support/|library/brochure/lifetine-
support-technol ogy. pdf

When determining supportability and certification combinations for an Enterprise
Manager Cloud Control installation, you must consider Enterprise Manager
Cloud Control's framework components as well as the targets monitored by
Enterprise Manager Cloud Control. Oracle recommends keeping your Cloud
Control components and targets updated to the latest certified versions in order to
receive code fixes without having to purchase an Extended Support license.

*  You can find the OMS and Management Agent entries in the / et ¢/
oragchonel i st file for all UNIX platforms except HPUNIX, HPia64, Solaris
Sparc.

On HPia64, Solaris Sparc platforms, the entries are present in/ var/ opt /
oracl e/ oragchonel i st .

¢ The locale-specific data is stored in the <OMS_Cr acl e_Home>/ nl s/ dat a

directory. Oracle strongly recommends that you either set the environment
variable ORA_NLS10 to <OVS_Or acl e_Hone>/ nl s/ dat a or do not set at all.

¢ Enforcing option is supported for Security-Enhanced Linux (SELinux).

* Do not discover any Oracle ZFS Storage Appliance target in 13c environment.

5.3 Prerequisites for Installing an Enterprise Manager System

Table 5-3 lists the prerequisites you must meet before installing Enterprise Manager
Cloud Control.

Table 5-3 Prerequisites for Installing Enterprise Manager System

Requirement Description

Hardware Requirements ~ Ensure that you meet the hard disk space and physical memory
requirements as described in Hardware Requirements for
Enterprise Manager Cloud Control.
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement

Description

Operating System
Requirements

Ensure that you install Enterprise Manager Cloud Control only
on certified operating systems as mentioned in the Enterprise
Manager certification matrix available on My Oracle Support. To
access the Enterprise Manager certification matrix, follow the
steps outlined in Accessing the Enterprise Manager Certification
Matrix.

For information about platforms receiving future support, refer

to My Oracle Support note 793512.1.

Note:

*  OMS on Solaris 11 local zone is not supported.

e If you use Oracle Solaris 10, then ensure that you have
update 10 or higher installed. To verify whether it is
installed, run the following command:
cat /etc/rel ease

You should see the output similar to the following. Here,
$10c_ul0wos indicates that update 10 is already installed.
Oacle Solaris 10 8/ 11 s10s_ulOwos_17b SPARC

e If you are installing or upgrading the Enterprise Manager
Cloud Control on AIX or HPUX, you need to have an
executable bin/bash file.

Package, Kernel
Parameter, and Library
Requirements

Ensure that you install all the operating system-specific
packages, kernel parameters, and libraries as described in
Package, Kernel Parameter, and Library Requirements for
Enterprise Manager Cloud Control.

Operating System Groups
and Users Requirements

Ensure that you create the required operating system groups and
users as described in Creating Operating System Groups and
Users for Enterprise Manager Cloud Control.

Browser Requirement

Ensure that you use a certified browser as mentioned in the
Enterprise Manager certification matrix available on My Oracle
Support. To access the Enterprise Manager certification matrix,
follow the steps outlined in Accessing the Enterprise Manager
Certification Matrix.

Database Version
Requirements

Ensure that the existing database is a certified database as
mentioned in the Enterprise Manager certification matrix
available on My Oracle Support. To access the Enterprise Manager
certification matrix and identify whether your database is a
certified database, follow these steps in Accessing the Enterprise
Manager Certification Matrix.

Alternatively, the database can be a database instance created
with a preconfigured Management Repository using the
database templates offered by Oracle. For information about
creating a database instance with a preconfigured Management
Repository using the database templates offered by Oracle, refer
to Creating a Database Instance with Preconfigured Repository
Using Database Templates. Ensure that this database is
dedicated to Enterprise Manager.

The database configuration types that are supported are
pluggable database (PDB), lone-pluggable database (Lone-PDB),
and non-container database (Non-CDB).
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement Description

Database Patch Ensure that you apply the latest PSU on the supported database.
Requirements

Database Optimizer Ensure that you disable the optimizer adaptive feature
Adaptive Feature (optim zer _adapti ve_f eat ur es=FALSE) in the Oracle
Requirement Database that houses the Management Repository. To do so,

follow these steps:

1. Disable the optimizer adaptive feature by setting the
optim zer_adapti ve_f eat ur es parameter to FALSE.
To do so, run the following SQL command:

alter system set
optim zer _adaptive_features=fal se scope=both
sid="*";

2. Restart the database.

3. Verify that the changes have taken effect. To do so, run the
following SQL command:

show paraneter adaptive;
You should see the following output:

optim zer_adaptive_features  bool ean FALSE
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement

Description

NFS Mount Point
Location Requirements

If you are installing onto an NFS-mounted location, then ensure
that you do the following:

*  Ensure that root squash is enabled with execute permission
on that host where you want to perform the installation.

*  Ensure that the Access Control List processing is disabled
for the NFS mount point. In other words, the mount point
must be defined with the noacl optioninthe/ etc/fstab
file. Otherwise, the installation can fail.

To verify this, run the following command as the install
user to check the contents of the / et ¢/ f st ab file. Verify if
the mount point on which you plan to install Enterprise
Manager has the noacl option set.

cat /etc/fstab

For example, in the following output, the mount
point/ u01/ app/ shar el has the noacl option set. In this
case, you are ready to proceed with the installation.

nas. exanpl e. com / export/sharel /u0l/ app/
sharel nfs

rw, bg, rsi ze=32768, wsi ze=32768, hard, nointr,tc
p, noacl ,vers=3,ti neo=600 0 0

If you do not have the noac! option set, then contact your
System Administrator to make the required changes in
the/ et ¢/ f st ab file.
If you are installing on an NFS-shared middleware location, and
if that location is mounted with the option concurrent 1/0 (CIO),
which allows multiple reads and writes to a file at the same time,
then the installation will fail reporting linking errors.
If you verify the mounted file system, you will see the following
CIO option enabled. If you have the CIO option enabled, then
unmount the drive, disable the CIO option, and then re-mount
the drive.

node mounted nounted over vfs date options

/dev/hostl /hostl/oracle jfs2 Feb 14 18:20
rw, ci o, | og=/ dev/ xd891l ogl v

Middleware Home Path
Requirements

Ensure that the number of characters in the middleware home
path does not exceed 70 characters for Unix platforms and 25
characters for Microsoft Windows platforms.

For example, the middleware home path C: \ Or acl e\ M\{ EM
containing only 15 characters is acceptable. However, C:

\ O acl eSof t war e\ Or acl eM ddl ewar e

\ O acl eEnt er pri seManager \ OVB\ new el ease\ ons
containing more than 25 characters is not acceptable on
Microsoft Windows platforms.

Agent Base Directory Path
Requirements

(Only for Microsoft Windows) Ensure that the number of
characters in the agent base directory path does not exceed 25
characters.

For example, the agent base directory path C: \ Or acl e\ Agent \
containing only 16 characters is acceptable. However, C:

\ O acl e\ Managerent Agent \ 12c\ new containing more than
25 characters is not acceptable.
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement

Description

Unique Host Name and
Static IP Address
Requirements

Ensure that you check the network configuration to verify that
the host on which you are installing resolves to a unigue host
name and a static IP address that are visible to other hosts in the
network.

Note:

Oracle recommends that you use static IP address. If you use
dynamic IP address, and if the host is rebooted, then the host
might receive a new IP, and as a result, the OMS startup will fail.

Temporary Directory
Space Requirements

Ensure that you allocate 10 GB of hard disk space for the
temporary directory.

Central Inventory
Requirements

e Ensure that you allocate 100 MB of space for the central
inventory directory.

e  For a typical non-HA environment, the Central Inventory
(oraInventory) can be in a shared or non-shared location. If
you use a shared location, then ensure that only one shared
location is maintained per host, and no two hosts update the
same shared location. One inventory file is meant only for
one host, so it must not be shared and edited by other hosts.
When you use the / et ¢/ or al nst . | oc file, ensure that the
inventory location specified there is not pointing to such a
location. If you have configured a shared location that is
common for two or more hosts, then switch over to a non-
shared location.

¢  For a typical HA environment with primary and standby
disaster recovery sites using storage replication and alias
host names, the Central Inventory (or al nvent ory) for
software installed on the shared storage using the alias host
name should be located in a shared location that is common
between the OMS host in the primary site and the OMS host
in the standby site. This shared location should be located
on the replicated storage so that the or al nvent ory can be
accessed from the active site for software maintenance
activities.

UMASK Value
Requirements

Ensure that you set the default file mode creation mask (umask)
to 022 in the shell startup file.

For example:
e Bash Shell

$ . ./.bash_profile
e Bourne or Korn Shell

$ . ./.profile
e CShell

% source ./.login

CLASSPATH Environment
Variable Requirements

Ensure that you unset the CLASSPATH environment variable.
You can always reset the variable to the original value after the
installation is complete.
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement Description
File Descriptor *  Ensure that the max user processes parameter and the
Requirements open fil es parameter are set to 30000.
*  Ensure that you set the file descriptor limit to a minimum of
65536.
*  Ensure that thei p_| ocal _port _r ange parameter is set
between 11000 to 65000.
Host File Requirements Ensure that the host name specified in the / et ¢/ host s file is

unique, and ensure that it maps to the correct host name or IP
address of that host. Otherwise, the installation can fail on the
product-specific prerequisite check page.

In some platforms, the installer does not validate the host name
mentioned in the / et ¢/ host s file, therefore make sure the host
names or IP addresses are correct.

Ensure that localhost is pingable and resolves to 127. 0. 0. 1 (or
resolves to : : 1 for IPv6 hosts).

The following is the recommended format of the / et ¢/ host s
file:

<ip> <fully_qualified_host_name>

<short _host _name>

For example,

127.0.0.1 | ocal host. | ocal domai n | ocal host
172.16. 0.0 nyhost. exanpl e. com myhost

According to RFC 952, the following are the assumptions: A
name (Net, Host, Gateway, or Domain name) is a text string up to
24 characters drawn from the alphabet (A-Z), digits (0-9), minus
sign (-), and period (.). Note that periods are only allowed when
they serve to delimit components of domain style names. No blank
or space characters are permitted as part of a name. No
distinction is made between upper and lower case. The first
character must be an alpha character.

Also, if DNS server is configured in your environment, then you
should be able to use DNS to resolve the name of the host on
which you want to install the OMS.

For example, all these commands must return the same output:
nsl ookup nyhost

nsl ookup nyhost. exanpl e. com

nsl ookup 172.16.0.0

If alias host names are implemented in/ et ¢/ host s, thenitis

not necessary to be able to use DNS to resolve the alias host
name on which you want to install the OMS.
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement Description

Installing User Ensure that you meet the following requirements:

Requirements *  (For UNIX only) The installation must NOT be run by a root
user.

*  (For Microsoft Windows only) User must be part of the
ORA-DBA group and have administrator permissions.

e (For Microsoft Windows only) User must belong to the DBA
group, and have permissions to perform the following: Act
as part of the operating system, Create a token object, Log
on as a batch job, and Adjust memory quotas for a process.

To verify whether the install user has these rights, from the
Start menu, click Settings and then select Control Panel.
From the Control Panel window, select Administrative
Tools, and from the Administrative Tools window, select
Local Security Policy. In the Local Security Settings
window, from the tree structure, expand Local Policies, and
then expand User Rights Assignment.

Permission Requirements ¢  Ensure that you have write permission in the Middleware
home and the Oracle Management Service Instance Base
location.

e Ensure that you have write permission in the temporary
directory where the executables will be copied. For
example, / t mp or c: \ Tenp.

¢  Ensure that you have write permission in the location where
you want to create the Central Inventory (or al nvent or y)
if it does not already exist. If the Central Inventory already
exists, then ensure that you have write permission in the
inventory directory.

*  Ensure that the user who installed the existing Oracle
Database has write permission in the data file locations
where the data files for the new tablespaces will be copied.

These tablespaces and data files are created while
configuring Enterprise Manager Cloud Control. While
installing with simple configuration (Installing an
Enterprise Manager System for a Demonstration Site
(Simple Configuration)), the installer automatically honors
the default locations so you are not prompted for them.
However, while installing with custom configuration
(Installing an Enterprise Manager System for a Production
Site (Advanced Configuration)), the installer prompts you
to validate or enter the locations explicitly.

Proximity Requirements  Ensure that the host on which the OMS is being installed and the
host on which the Management Repository is being configured
are located in close proximity to each other. Ideally, the round
trip network latency between the two should be less than 1
millisecond.
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Table 5-3 (Cont.) Prerequisites for Installing Enterprise Manager System

Requirement Description

Port Requirements Ensure that the ports you assign (within the given range) to the
core components of Enterprise Manager Cloud Control are free
and available. For information on the core components and their
port ranges, see What Ports Are Used for Installation? in the Oracle
Enterprise Manager Cloud Control Advanced Installation and
Configuration Guide.

To verify if a port is free, run the following command:
e On Unix:

netstat -an | grep <port no>
¢ On Microsoft Windows:

netstat -an|findstr <port_no>

Internet Connection Oracle recommends that the host from where you are running

Requirements the installer have a connection to the Internet so that the
configuration information can be automatically collected and
uploaded to My Oracle Support.

Using the Internet connection, you can also search and
download software updates from My Oracle Support using the
installer. For installations that do not have access to the Internet,
see What Are the Enterprise Manager Cloud Control Software
Updates? in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

These updates should be obtained before starting the 13¢
installation so they can be available to the installer at the proper
time.

5.4 Installing an Enterprise Manager System for a Demonstration Site
(Simple Configuration)

To install Enterprise Manager Cloud Control for evaluation or demonstration
purposes, use the Simple installation type. This installation type installs with default
configuration settings and preferences that you need for a complete Enterprise
Manager system. It does not offer too many options to customize your installation. For
example, only the default plug-ins are deployed with the installation, and you are not
provided with a separate screen to manually select the other plug-ins you want to
deploy.

Therefore, this installation type is primarily meant for demonstration or evaluation
purposes, and small deployments, and when you do not want to worry about the
granular control of the installer and want to install the Enterprise Manager system
quickly, with less memory, and for monitoring fewer targets in their environment.

To install Enterprise Manager Cloud Control for evaluation or demonstration
purposes, follow these steps:
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Note:

Oracle recommends you to run the EM Prerequisite Kit before invoking the
installer to ensure that you meet all the repository requirements beforehand.
Even if you do not run it manually, the installer anyway runs it in the
background while installing the product. However, running it manually
beforehand sets up your Management Repository even before you can start
the installation or upgrade process. For information on the kit, to understand
how to run it, and to know about the prerequisite checks it runs, see Overview
of the EM Prerequisite Kit .

However, if you plan to use a database instance that was created with a
preconfigured Management Repository using the database templates
offered by Oracle, then make sure you pass the following parameter while
invoking the EM Prerequisite Kit.

- conmponent Vari abl es
repository: EXECUTE CHECKS NOSEED DB FOUND: f al se

1. Invoke the Enterprise Manager Cloud Control Installation Wizard.

Invoke the installation wizard as a user who belongs to the oi nst al | group you
created following the instructions in Creating Operating System Groups and
Users for Enterprise Manager Cloud Control.

For Linux platforms:

<Sof t war e_Locati on>/ eml3200_<pl at f or . bi n

For example, run / u01/ sof t war e/ en’ eml3200_I i nux64. bi n.
For Microsoft Windows platforms:

<Sof t ware_Locati on>/ setup_enl3200_w n64. exe

Note: If you have downloaded the 13.2 PG software binaries from OTN page,
then invoke the installer using the following:

For Linux platforms:
<Sof t war e_Locati on>/ eml3200pl _<pl atforne. bin
For example, run / u01/ sof t war e/ enf eml3200p1_| i nux64. bi n.
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Note:

* Toinvoke the installation wizard on UNIX platforms, run
eml3200_<pl at f or . bi n. To invoke on Microsoft Windows
platforms, run set up_enl3200_wi n64. exe.

e The installer requires about 10 GB of hard disk space in the temporary
directory. If your temporary directory does not have this space, then pass
the-J- Dj ava. i 0. t npdi r parameter and provide an alternative
directory where there is 10 GB of space.

The directory specified by this parameter will also be used as the location
for the Provisioning Advisor Framework (PAF) staging directory, which
is used for copying the Software Library entities related to the
deployment procedures. The PAF staging directory is used only for
provisioning activities — entities are copied for a deployment procedure,
and then, deleted once the deployment procedure ends.

For example,

./ eml3200 | i nux64. bin -J-Dj ava.io.tnpdir=/u0l/
sof t war e/ eml3c/ st age/

* Ensure that there are no white spaces in the name of the directory where
you download and run the Enterprise Manager Cloud Control software
from. For example, do not download and run the software from a
directory titled EM Sof t war e because there is a white space between the
two words of the directory name.

2. (Optional) Enter My Oracle Support Details.

[®] oracie Enterprise Manager Cloud Control 13c Installation - Step 1 of 10

My Oracle Support Details ORACLE Enterprise Manager Cloud Control 13c

Provide your email address to be informed of security issues, install the product

w! My Oracle Support Details and initiate configuration manager. Wiew details,

Email: mark.anderson@example.com

T Software Updates
Easier for you if you use your My Oracle Support email addressfusername.

AT

« | Iwmizh to receive security updates via My Cracle Support.

My Cracle Support Passuord: esssssss

|
[
[
[
[
[
[
[

Help Mext = Cancel
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(Optional) On the My Oracle Support Details screen, enter your My Oracle Support
credentials to enable Oracle Configuration Manager. If you do not want to enable
Oracle Configuration Manager now, go to Step (3).

If the host from where you are running the installation wizard does not have a
connection to the Internet, then enter only the e-mail address and leave the other
fields blank. After you complete the installation, manually collect the
configuration information and upload it to My Oracle Support. For instructions, see
What Are the Enterprise Manager Cloud Control Software Updates? in the Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration Guide

3. Click Next.

4. (Recommended) Install Software Updates.

Software Updates ORACLE Enterprise Manager Cloud Control 13c
¥ My Oracle Support Details skip

\:_.. Software Updates @) Search for Updates {Prerequisites, Critical Patches, Interim Patches, Plug-ins, etc.)
| ;

T Prerequizite Checks CoclDIEeton) S

-

Z

@ My Qracle Support {Requires Internet Connection)
User Mame mark.anderson@example.com

Passuword [ITTTTTT]

Search for Updates

Mezzages:

Help = Back Mext > Cancel

On the Software Updates screen, select Search for Updates, and then select one of
the following options to apply the latest software updates:

* Local Directory, if you do not have Internet connectivity on your host, and
want to download the updates in offline mode and apply them while
performing the installation.

* My Oracle Support, if you have Internet connectivity on your host, and want
to connect to My Oracle Support directly via the installer to download the
updates in online mode and apply them while performing the installation.

For more information on these options, and for instructions to download and
apply the software updates using these options, see Are the Software Updates
Applied Automatically Even for Databases That Have Oracle Management Repository
Preconfigured? in the Oracle Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.
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Note:

The Software Updates screen uses the built-in feature Auto Update to
automatically download and deploy the latest recommended patches while
installing or upgrading Enterprise Manager Cloud Control. This way, you do
not have to keep a manual check on the patches released by Oracle. All
patches required by the installer for successful installation and upgrade are
automatically detected and downloaded from My Oracle Support, and
applied during the installation or upgrade, thus reducing the known issues
and potential failures. Oracle strongly recommends using this feature, and
applying the software updates while the installation is in progress. For more
information, see What Is a Software Update? in the Oracle Enterprise Manager
Cloud Control Advanced Installation and Configuration Guide.

Note:

During installation, you will be prompted for the details of a database where
Oracle Management Repository can be configured. If you plan to provide the
details of a database that already has an Oracle Management Repository
preconfigured using the database templates offered by Oracle, then the
software updates selected on this screen cannot be automatically applied. In
such a case, you must manually download and apply these software updates
after the installation.

Note:

Despite providing the My Oracle Support credentials, if you are unable to
download the software updates, then exit the installer, and invoke the installer
again passing the SHOW PROXY parameter in the following way:

<Sof t war e_Locat i on>/ eml3200_<pl at f or n>. bi n SHOW PROXY=t r ue

To invoke the installer on Microsoft Windows, run
setup_enl3200_wi n64. exe SHOW PROXY=t r ue.

Click Next.

If Enterprise Manager Cloud Control is the first Oracle product you are installing
on the host that is running on UNIX operating system, then the Oracle Inventory
screen appears. For details, see step (6). Otherwise, the Check Prerequisites screen
appears. For details, see step (8).

If Enterprise Manager Cloud Control is the first Oracle product you are installing
on the host that is running on Microsoft Windows operating system, then the
Oracle Inventory screen does not appear. On Microsoft Windows, the following is
the default inventory directory:

<systemdrive>\Program Fi |l es\Oracl e\l nventory

Enter Oracle Inventory Details.

On the Oracle Inventory screen, do the following. You will see this screen only if
this turns out to be your first ever installation of an Oracle product on the host.

a. Enter the full path to a directory where the inventory files and directories can
be placed.
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Note:

e If this is the first Oracle product on the host, then the default central
inventory location is <hore di r ect ory>/ or al nvent ory. However, if
you already have some Oracle products on the host, then the central
inventory location can be found in the or al nst . | oc file. The
oral nst. | oc file is located in the / et ¢ directory for Linux and AIX,
and in the / var/ opt / or acl e directory for Solaris, HP-UX, and Tru64.

e Ensure that you have read, write, and execute permissions on the default
inventory directory. If you do not have the required permissions, then exit
the installer, invoke the installer again with the | NVENTORY_LOCATI ON
parameter, and pass the absolute path to the alternative inventory
location.

For example,

<Sof twar e_Locati on>/ enl3200_<pl atforn. bin
| NVENTORY_LOCATI ON=<absol ute_path_to_inventory directo
ry>

Alternatively, invoke the installer with the - i nvPt r Loc parameter, and
pass the absolute path to the or al nst . | oc file that contains the
alternative inventory location.

For example,

<Sof t war e_Locati on>/ enml3200_<platforne. bin -invPtrLoc
<absolute path_to _oralnst.|oc>

However, note that these parameters are supported only on UNIX
platforms, and not on Microsoft Windows platforms.

b. Select the appropriate operating system group name that will own the Oracle
inventory directories. The group that you select must have write permissions
on the Oracle Inventory directories.

7. Click Next.

8. Check Prerequisites.
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[®] Oracle Enterprise Manager Cloud Control 13c Installation - Step 3 of 10

Prerequisite Checks ORACLE Enterprise Manager Cloud Control 13c

Prerequisite checks wverify that your environment meets all minimum requirements for installing and

configuring your selected product.
Software Updates

) Prerequisite Checks [ I_c.[.nor;a.

1
|
i
. Installation Types
0
-

| Status 1]
i ST T : T T G T TS G O T O T TG oo - - Tl
! Checking whether the required packages are installed on the host, Mot Executed
; |Checking whether the required glibc package is installed on the host, Mot Executed
T Checking for sufficient inventory directory space... Succeeded

Checking whether the software iz compatible with the current operatin... Succeeded
‘ Checking time zone settings... Succeeded E
T |Checking for the required kernel parameters. .. Mot Executed §
3 |Checking for sufficient physical memaory... lgnaored

|Checking for sufficient swap space... Succeeded

Checking for the LD_ASSUME_KERMEL environment variable... Succeeded

Checking for the http_proxy environment variable Succeeded
I ar the Eb( \TE_DIR. nm bl e

[Actual Result: The http_proxy environment variable is not set, = 2 Tal
| Check complete. The overall result of this check is: Passed

: Checking for the EMCLI_STATE_DIR environment variable.
Description:
| Checks far the EMCLI_STATE_DIR environment variable.

| Expected rezult: The EMCLI_STATE_DIR environment wariable should not be set.
| Actual Result: Variable is not set.
_Check complete. The overall result of this checkis: Paszed

Help = Back ﬂext> t : Cancél

On the Prerequisite Checks screen, check the status of the prerequisite checks run
by the installation wizard, and verify whether your environment meets all the
minimum requirements for a successful installation.

The installation wizard runs the prerequisite checks automatically when you
come to this screen. It checks for the required operating system patches, operating
system packages, and so on.

The status of the prerequisite check can be either Warning, Failed, Succeeded,
Not Executed, In Progress, or Pending.

¢ If some checks result in Warning or Failed status, then investigate and correct
the problems before you proceed with the installation. The screen provides
details on why the prerequisites failed and how you can resolve them. After
you correct the problems, return to this screen and click Rerun to check the
prerequisites again.

* However, all package requirements must be met or fixed before proceeding
any further. Otherwise, the installation might fail.

Click Next.
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Note:

If a prerequisite check fails reporting a missing package, then make sure you
install the required package, and click Rerun. The installation wizard
validates the package name as well as the version, so make sure you install the
packages of the minimum versions mentioned in Package, Kernel Parameter,
and Library Requirements for Enterprise Manager Cloud Control. To
understand the logic the installation wizard uses to verify these packages, see
About the Logic Used by the Enterprise Manager Cloud Control Installation
Wizard to Verify the Packages.

10. Select Installation Type.

[®] oracie Enterprise Manager Cloud Control 13c Installation - Step 4 of 10

Installation Types ORACLE Enterprise Manager Cloud Control 13¢
@) Create a new Enterprise Manager System

l @ Simple

¥ Prerequizite Checks cldianced
):‘K Installation Types Install software anly

| N )

T (el B {Installs only the software binaries. Allows you configure or upgrade at a later stage.)

Mezzages:
Help = Back Mext = Cancel

On the Installation Types screen, select Create a new Enterprise Manager system,
then select Simple.

11. Click Next.

12. Enter Installation Details.
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racle Enterprise Manager Cloud Control 13c Installation - Step 5 of 10

Installation Details ORACLE Enterprise Manager Cloud Control 13c

T Middleware Home Location | /u0l/software/emn/middleware | | Browse..
l Agent Base directory | /01 /software/em/agent Browse...
] Host Mame | emhost.example.com

Installation Types

s

fw Installation Details
|

T Configuration Details

Mezzages:
Help < Back Mext > ] Cancel

On the Installation Details screen, do the following;:

a. Enter the Middleware home where you want to install the OMS and other

core COl’l’lpOl’lel’ltS.

For example, / u01/ sof t war e/ eml3c/ or acl ehone
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b.

C.

Note:

¢ The Enterprise Manager Cloud Control Installation Wizard installs Oracle
WebLogic Server 12¢ Release 1 (12.1.3.0) and JDK 1.7.0_80 by default in
this middleware home directory you enter here. A preinstalled JDK or
Oracle WebLogic Server is not supported from 13c Release 1 onwards.

¢  Ensure that the number of characters in the middleware home path does
not exceed 70 characters for Unix platforms and 25 characters for
Microsoft Windows platforms.

For example, the middleware home path C: \ Or acl e\ MY EMcontaining
only 15 characters is acceptable. However, C: \ Or acl eSof t war e

\ Oracl eM ddl ewar e\ Or acl eEnt er pri seManager \ OVS

\ newr el ease\ ons containing more than 25 characters is not acceptable
for Microsoft Windows platforms.

* By default, the OMS instance base directory ( gc_i nst) is created
outside the middleware home, and at the same parent level as the
middleware home. For example, if you enter u01/ sof t war e/ or acl e/
m ddl ewar e as the middleware home, then the instance base directory is
created as u01/ sof t war e/ or acl e/ gc_i nst.

However, if you are installing on an NFS-mounted drive and creating the
OMS instance base directory (gc_i nst) on that NFS-mounted drive,
then after you install, move the lock files from the NFS-mounted drive to
a local file system location. Modify the lock file location in the httpd.conf
file to map to a location on a local file system. For instructions, refer to
Performing Postinstallation Tasks After Installing an Enterprise Manager
System.

Enter the absolute path to the agent base directory, a location outside the
Oracle Middleware home where the Management Agent can be installed. For
example, if the middleware home is / u01/ sof t war e/ enl3c/

oracl enonme, then you can specify the agent base directory as / u01/

sof t war e/ eml3c/ agent basedi r.

Ensure that this location is empty and has write permission. Also ensure that
it is always maintained outside the middleware home.

Note:

Ensure that the number of characters in the middleware home path does not
exceed 70 characters for Unix platforms and 25 characters for Microsoft
Windows platforms.

For example, the middleware home path C: \ Or acl e\ MY EMcontaining only
15 characters is acceptable. However, C: \ Or acl eSof t war e

\ O acl eM ddl ewar e\ Or acl eEnt er pri seManager\ OVS\ newr el ease

\ o1 containing more than 25 characters is not acceptable for Microsoft
Windows platforms.

Validate the name of the host where you want to configure the OMS.

The host name appears as a fully qualified name. The host name can also
appear as a virtual host name if your host is configured with virtual machine.
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You can choose to accept the default host name and proceed with the
installation. Alternatively, you can change the name if it is incorrect, or enter
another host name for this host. Ensure that the host name you enter is
accessible from other hosts in the network (other hosts must be able to ping
this host).

The host name appears as a fully qualified name, or as a virtual host name if
your host is configured with virtual machine. If the installation wizard was
invoked with a value for ORACLE_HOSTNAME, then this field is prepopulated
with that name.

Accept the default host name, or enter a fully qualified domain name that is
registered in the DNS and is accessible from other network hosts, or enter an
alias host name that is defined in the / et ¢/ host s file on all the OMS
instances at this site.

Note:

The host name must resolve to the local host or virtual host because the host
name is used for the local Oracle WebLogic Server as well as the Oracle
Management Service. Do not provide a remote host or a load balancer virtual
host in this field. Do not enter an IP address. Do not use underscores in the
name. Short names are allowed, but you will see a warning, so Oracle
recommends that you enter a fully qualified domain name instead.

13. Click Next.

14. Enter Configuration Details.

Configuration Details ORACLE Enterprise Manager Cloud Control 13¢c
rAdministrator Passward

l Create Administrator Passuord (sessssss

l Confirm Administrator Password eessssss
A The pazsword is common for Weblogic Server administration, Mode Manager, MDS

] | llation Detail administration, SYSMAN uzer account, and OMS registration. The password for each of these

T Installation Details accounts can be changed after the installation.

e Configuration Details

| . .

T Shared N catidniDetails rDatabase Connection Details

] Databaze Host Mame |dbhost.example.com

[ Fort |1521

i Service/SID dbd

575 Password eessssss
Mezzages:
Help = Back Mext = Cancel

On the Configuration Details screen, do the following:
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a. Enter an administrator password, which can be used as a common password
for configuring the Enterprise Manager Cloud Control.

Note:

The passwords used here must follow the conventions required for the
SYSMAN account. The SYSMAN account password must begin with a letter,
and can only contain uppercase or lowercase letters, numbers and the
following characters: $, #, _

Table 5-4 describes what the administrator password is used for.

Table 5-4 Usage of Administrator Password
|

Purpose Description

Creates SYSMAN User  The user account is used as the super administrator for

Account configuring the SYSMAN schema in the Management
Repository.

Creates Default The user account is used as the administrator for creating

WebLogic User Account the default WebLogic domain GCDomai n.

webl ogi ¢

Creates Default Node The user account is automatically created during the

Manager User Account  configuration of Enterprise Manager Cloud Control.

nodenanager A Node Manager enables you to start, shut down, or

restart an Oracle WebLogic Server instance remotely,
and is recommended for applications with high
availability requirements.

Authenticates New The agent registration password is used for

Management Agents authenticating new Management Agents that join
Enterprise Manager system, where the communication
between the OMS and the Management Agent is secure.

b. Provide details of the existing, certified database where the Management
Repository needs to be created. If you have already created a database
instance with a preconfigured Management Repository using the database
templates offered by Oracle, then provide details about that database
instance.

The installer uses this information to connect to the existing database for
creating the SYSMAN schema and plug-in schemas. If you provide details of
a database that already has a preconfigured Management Repository, then
the installer only creates plug-in schemas.
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Note:

For information about creating a database instance with a preconfigured
Management Repository using the database templates offered by Oracle,
refer to Creating a Database Instance with Preconfigured Repository
Using Database Templates.

If you connect to a database instance that was created using the database
template offered by Oracle, then the password assigned to user accounts
SYSMAN, SYSMAN_MDS, SYSMAN_APM, and SYSMAN_OPSS, which
were created while preconfiguring the Management Repository, are
automatically reset with the administrator password you enter here on
this screen. We also unlock all these user accounts.

To identify whether your database is a certified database listed in the
certification matrix, follow the steps outlined in Accessing the Enterprise
Manager Certification Matrix.

If you are providing the details of a pluggable database (PDB), then use
the full service name instead of the alias. For example, pdb.example.com.
If you are providing the details of a lone-pluggable database (Lone-PDB),
then use the full service name. For example, pdb.example.com. If you are
providing the details of a non-container database (Non-CDB), then use the
SID.

If you are providing the details of an Oracle RAC database that is
configured with Single Client Access Name (SCAN), then enter the SCAN
name as the host name.

For information on all the database initialization parameters that are set,
and all the prerequisite checks that are run, and for instructions to run the
prerequisite checks manually if they fail, see Overview of the EM
Prerequisite Kit .

15. Click Next.
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Note:

* If you are connecting to an Oracle RAC database, and if you have
specified the virtual IP address of one of its nodes, then the installation
wizard prompts you with a Connection String dialog and requests you to
update the connection string with information about the other nodes that
are part of the cluster. Update the connection string and click OK. If you
want to test the connection, click Test Connection.

e If your Oracle RAC database 11.2 or higher is configured with Single
Client Access Name (SCAN) listener, then you can enter a connection
string using the SCAN listener.

e If you are connecting to an Oracle Database that is configured with CDB
or PDB, then make sure you open the PDB before you provide the PDB
details on this screen.

¢ If you see an error stating that the connection to the database failed with
ORA-01017 invalid user name/password, then follow these steps to
resolve the issue:

(1) Verify that SYS password provided is valid.

(2) Verify that the database initialization parameter
REMOTE_LOG N_PASSWORDFI LE is set to Shared or Exclusive.

(3) Verify that password file with the file name or apw<SI D> exists in the
<ORACLE_HOVE>/ dbs directory of the database home. If it does not,
create a password file using the ORAPWD command.

16. Configure Shared Locations.

Oracle Enterprise Manager Cloud Control 13c Installation - Step 7 of 10

Enterprise Manager Shared Location Details ORACLE Enterprise Manager Cloud Control 13¢
I | Configure Oracle Software Library
T Software Library Location | fntwlshrd, swlib1 Browse...
] If you are planning to have a multi-OMS setup, then enter a shared location that iz accessible from all the OMS
,I\ instances.
¢ Configuration Details +| Configure a Shared Location for Oracle Bl Publisher
I Config Wolume i i
o Shared Location Details g Jrtwkshrd fhip/fconfig Browse...
+ Reviews Cluster ¥olume | /ntwdkshrd /hip/ cluster Browse. ..
] Sets up the shared storage for Bl Publisher, in preparation for adding an OMS5 fahich will also contain a
& scaled-out Bl Publisher). Adding an OMS will also add a Bl Publisher server that will function in a High Availability
ervironment. Therefore, Bl Publisher will support both redundancy and scalability.
Config wolume contains the Bl Publisher repozitory and configuration files.
Cluster volume contains storage required for the Bl Publisher scheduler to operate in a HA environment
Enable Bl Publizher
«| Enable Qracle Bl Publisher
Meszages:
Help < Back Mext = Cancel

5-30 Oracle Enterprise Manager Cloud Control Basic Installation Guide



Installing an Enterprise Manager System for a Demonstration Site (Simple Configuration)

Note:

When you invoke the installer on Microsoft Windows, the Enterprise Manager
Shared Location Details screen does not show the Config Volume and Cluster
Volume options. This is an expected behavior.

On the Enterprise Manager Shared Location Details screen, do the following:

a.

(Optional) Configure Oracle Software Library.

Oracle Software Library (Software Library) is a feature within Enterprise
Manager Cloud Control that acts as a repository to store software entities
such as software patches, virtual appliance images, reference gold images,
application software, and their associated directive scripts. You require the
Software Library for operations such as provisioning, patching, and so on.

Select Configure Oracle Software Library, and enter the absolute path
leading up to a unique directory name. By default, the storage location that is
configured is the OMS Shared File System location, so Oracle strongly
recommends that the location you enter is a mounted location on the OMS
host. This helps when you install additional OMS instances that can use the
same mounted Software Library location.

Note:

Software Library supports two types of storage locations, mainly OMS Shared
File System location and OMS Agent File System location. To understand these
storage locations, see Upload File Locations in the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

For some reason, if you are unable to configure an OMS Shared File System
location, then configure an OMS Agent Storage location. For instructions, see
the section on configuring an OMS Agent file system location in Configuring an
OMS Agent File system Location in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide.

Note:

* Configuring the Software Library at the time of installation is optional.
Even if you do not select this option and configure it now, your
installation will succeed. You always have the option of configuring the
Software Library later using the Initial Setup Console or the Software Library
Administration Console (available within the Enterprise Manager Cloud
Control Console). However, Oracle strongly recommends that you select
this option and configure it at the time of installation so that the installer
can automatically configure it for you. This saves time and effort, and
enables you to install an additional OMS, immediately after the first OMS,
and configure it to use the same Software Library location.

®  Once the Software Library is configured, you can view the location details
in the Software Library Administration Console. To access this console, from
the Setup menu, select Provisioning and Patching, then select Software
Library.
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b. (Optional) Configure a shared location for Oracle BI Publisher that is installed
and configured by default. The shared storage location will act as a common
location for storing the report catalog and associated management
information for the first OMS you are installing now and also for the
additional OMS you plan to install in the future.

(i) Identify a shared location that you can use for Oracle BI Publisher.

If you do not have an existing shared location, create a new one and ensure
that it is visible on the host where you are installing the first OMS and also on
other hosts where you plan to install additional OMS instances.

At install time, for the installation to be successful, you can reserve
approximately 400 MB of hard disk space for the shared directory. However,
Oracle recommends that you scale it to at least 10 GB eventually, and ensure
that it can be extended further in the future because the space utilization
increases over a period of time as you install additional plug-ins and create
more reports.

Caution:

If you already have a shared location that you were using for the Software
Library or for staging gold images in the previous release of Enterprise
Manager, then you can choose to use the same location. However, ensure that
the directories within the shared location are unique for Oracle BI Publisher,
Software Library, and staged gold images. For example, if you already are
using the shared location / u01/ sof t war e/ exanpl ehost / shrd/ where the
Software Library is configured in / u01/ sof t war e/ exanpl ehost/

shrd/ SW then you can use the same location, but make sure the directory
within this shared location for Oracle BI Publisher is / u01/ sof t war e/
exanpl ehost/ shrd/ Bl P.

(ii) On this screen, select Configure a Shared Location for Oracle BI
Publisher. Enter the following directory paths. Ensure that the user account
that you are using to install the first OMS has read and write permission on
these paths.

Note:

When you invoke the installer on Microsoft Windows, the Enterprise Manager
Shared Location Details screen does not show the Config Volume and Cluster
Volume options. This is an expected behavior.

For Config Volume, enter the path leading up to the / conf i g directory on
the shared storage location where Oracle BI Publisher repository and
configuration files can be stored. For example, / nt wkshr d/ bi p/ confi g

For Cluster Volume, enter the path leading up to the / cl ust er directory on
the shared storage location where Oracle BI Publisher scheduler storage can
be maintained for Oracle BI Publisher to operate in a high-availability
environment. For example, / nt wkshr d/ bi p/ cl uster.
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WARNING:

Do not delete these directories after the installation. The directories are
required for proper functioning of Oracle BI Publisher, and therefore are
required during the installation and also after the installation.

(Optional) Enable or disable the installed and configured Oracle BI Publisher.
Enabling Oracle BI Publisher starts the software and keeps it ready for use
within the Enterprise Manager system. Disabling Oracle BI Publisher leaves
the software as it is without starting it.

To enable Oracle BI Publisher, select Enable Oracle BI Publisher.

Note:

If you choose to disable Oracle BI Publisher during the installation, then you
can enable it after the installation by running the following EM CTL command
from the bi n directory of the Oracle home.

$<ORACLE_HOME>/ bi n/ entt| config ons -enable_bip

The command only enables Oracle BI Publisher, but does not start it. To start
it, run the following command from the bi n directory of the Oracle home.

$<ORACLE _HOVE>/ bi n/ entt| start ons -bip_only

17. Click Next.

18.

19.

Review and Install.

On the Review screen, review the details you provided for the selected installation
type.

If you want to change the details, click Back repeatedly until you reach the
screen where you want to make the changes.

After you verify the details, if you are satisfied, click Install to begin the
installation process.

Track the Progress.

On the Install Progress screen, view the overall progress (in percentage) of the
installation and the status of each of the configuration assistants. Configuration
assistants are run for configuring the installed components of Enterprise Manager
Cloud Control.
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20.

21.

Note:

e If a configuration assistant fails, the installer stops and none of the
subsequent configuration assistants are run. Resolve the issue and retry
the configuration assistant.

For more information, see Troubleshooting Configuration Data Collection
Tools in the Oracle Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.

¢ If you accidently exit the installer before clicking Retry, then do NOT
restart the installer to reach the same screen; instead, invoke the
runConfi g. sh script from the Oracle home to rerun the Configuration
Assistant in silent mode. For Microsoft Windows platforms, invoke
runConfi g. bat script.

$<ORACLE_HOME>/ oui / bi n/ runConfi g. sh
ORACLE_HOVE=<absol ute_path_to_Oracl e_home>
MODE=per f or m ACTI ON=confi gure
COVPONENT_XML={encap_ons.1 0_0_0_0.xm}

If the r unConf i g. sh script fails, then clean up your environment and
redo the installation.

Run Scripts.

Once the software binaries are copied and configured, you are prompted to run
theal | r oot . sh script, and the or al nst Root . sh script if this is the first Oracle
product installation on the host. Open another window, log in as r oot , and
manually run the scripts.

If you are installing on Microsoft Windows operating system, then you will NOT
be prompted to run this script.

End the Installation.

On the Finish screen, you should see information pertaining to the installation of
Enterprise Manager. Review the information and click Close to exit the
installation wizard.

For more information about this installation, refer to the following file in the
Oracle home of the OMS:

$<ORACLE HOVE>/i nst al | / set upi nf o. t xt
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Note:

If a Server Load Balancer (SLB) is configured in your environment, and the
upload port is locked, then configure the SLB for JVMD Engines, and then
secure the OMS.

If an SLB is configured in your environment, but the upload port is unlocked,
then decide whether you want to route the JVMD traffic through the SLB. If
you do, then configure the SLB for JVMD Engines, and then secure the OMS.

To secure the OMS, run the following command:

<ORACLE_HOME>/ bi n/ entt| secure oms -host <SLB host >-
slb_ jvnd_http port <JVMD SLB HTTP_ Port> -
slb_jvnd_https_port <JVMD SLB HITPS Port> -sysnan_pwd
<system password> -reg_pwd <agent regi stration_password>

Note:

If the installation fails for some reason, review the log files. For more
information, see Overview of the Installation and Configuration Log Files in the
Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide.

Note:

If you have run the installation wizard and let the installation wizard take
corrective actions to correct the repository settings, and if you have exited the
wizard without completing the installation process, then remember that the
repository settings might not reset to their original values because you
abruptly ended the installation. In this case, before invoking the installation
wizard again, run the EM Prerequisite Kit to manually reset the values. To do
so, see Overview of the EM Prerequisite Kit .

5.5 Installing an Enterprise Manager System for a Production Site
(Advanced Configuration)

To install Enterprise Manager Cloud Control in a production environment, use the
Advanced installation type. This installation type offers custom or advanced
configuration options that enable you to customize your installation to suit your

needs.

This installation type provides the following benefits:

Offers an option to select the deployment size (small, medium, or large) of your
choice, and depending on the deployment size you select, configures with the
required memory. The deployment size essentially indicates the number of targets
you plan to monitor, the number of Management Agents you plan to have, and
the number of concurrent user sessions you plan to have.

Allows you to use a database where the Management Repository is preconfigured
using the database templates offered by Oracle.

Installing Oracle Enterprise Manager Cloud Control 5-35



Installing an Enterprise Manager System for a Production Site (Advanced Configuration)

Deploys the mandatory plug-ins such as Oracle Database plug-in, Oracle Fusion
Middleware plug-in, Oracle Exadata plug-in, Oracle Cloud Framework plug-in,

and Oracle System Infrastructure plug-in. In addition, enables you to select and

deploy other optional plug-ins of your choice.

Allows you to change the name of the default user account weblogic for the
WebLogic domain GCDomain.

Prompts for separate, distinct passwords for WebLogic Server administration,
Node Manager, SYSMAN user account, and Management Agent registration.

Allows you to change the name of the default OMS instance base directory
(gc_inst) to a name of your choice, and creates that directory outside the
Middleware home.

Allows you to change the locations of the tablespaces for management,
configuration data, and JVM diagnostics data.

Allows you to customize the ports according to your environment.

To install Enterprise Manager Cloud Control for a production site, follow these steps:

Note:

Oracle recommends you to run the EM Prerequisite Kit before invoking the
installer to ensure that you meet all the repository requirements beforehand.
Even if you do not run it manually, the installer anyway runs it in the
background while installing the product. However, running it manually
beforehand sets up your Management Repository even before you can start
the installation or upgrade process. For information on the kit, to understand
how to run it, and to know about the prerequisite checks it runs, see Overview
of the EM Prerequisite Kit .

However, if you plan to use a database instance that was created with a
preconfigured Management Repository using the database templates
offered by Oracle, then make sure you pass the following parameter while
invoking the EM Prerequisite Kit.

- conmponent Vari abl es
repository: EXECUTE CHECKS NOSEED DB FOUND: f al se

Invoke the Enterprise Manager Cloud Control Installation Wizard.

Invoke the installation wizard as a user who belongs to the oi nst al | group you
created following the instructions in Creating Operating System Groups and
Users for Enterprise Manager Cloud Control.

<Sof t war e_Locati on>/ eml3200_<pl at f or . bi n

For example, for Linux platform, run/ ul/ sof t war e/ enf
enl3200_| i nux64. bi n.
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Note: If you have downloaded the 13.2 PG software binaries from OTN page,
then invoke the installer using the following:

For Linux platforms:
<Sof t war e_Locat i on>/ eml3200p1_<pl at f or n®. bin

For example, run / u01/ sof t war e/ enm’ eml3200p1_I i nux64. bi n.

Note:

¢ To invoke the installation wizard on UNIX platforms, run
eml3200_<pl at f or . bi n. To invoke on Microsoft Windows
platforms, run set up_enml3200_wi n64. exe.

* The installer requires about 10 GB of hard disk space in the temporary
directory. If your temporary directory does not have this space, then pass
the - J- Dj ava. i 0. t npdi r parameter and provide an alternative
directory where there is 10 GB of space.

The directory specified by this parameter will also be used as the location
for the Provisioning Advisor Framework (PAF) staging directory, which
is used for copying the Software Library entities related to the
deployment procedures. The PAF staging directory is used only for
provisioning activities — entities are copied for a deployment procedure,
and then, deleted once the deployment procedure ends.

For example,

./ eml3200 | i nux64. bin -J-D ava.io. tnpdir=/u0l/
sof t war e/ eml3c/ st age/

*  Ensure that there are no white spaces in the name of the directory where
you download and run the Enterprise Manager Cloud Control software
from. For example, do not download and run the software from a
directory titled EM Sof t war e because there is a white space between the
two words of the directory name.

2. (Optional) Enter My Oracle Support Details.
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My Oracle Support Details ORACLE Enterprise Manager Cloud Control 13c
. Provide your email address to be informed of security issues, install the product
w! My Oracle Support Details and initiate configuration manager. Wiew details,
T Software Updates Em ail: mark.andersond@example.com

Easier for you if you use your My Oracle Support email addressfusername.

-,

N « | Iwmizh to receive security updates via My Cracle Support.

My Cracle Support Passuord: esssssss

|
[
[
[
l
[
[
[

Help Mext = Cancel

(Optional) On the My Oracle Support Details screen, enter your My Oracle Support
credentials to enable Oracle Configuration Manager. If you do not want to enable
Oracle Configuration Manager now, go to Step (3).

If the host from where you are running the installation wizard does not have a
connection to the Internet, then enter only the e-mail address and leave the other
fields blank. After you complete the installation, manually collect the
configuration information and upload it to My Oracle Support. For instructions, see
What Are the Enterprise Manager Cloud Control Software Updates? in the Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration Guide.

3. Click Next.

4. (Recommended) Install Software Updates.
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Software Updates ORACLE Enterprise Manager Cloud Control 13c
¥ My Oracle Support Details skip
\:_.. Software Updates @) Search for Updates {Prerequisites, Critical Patches, Interim Patches, Plug-ins, etc.)
I ;
T Prerequisite Checks Cocalligecton) Browse...
/l\ @ My Qracle Support {Requires Internet Connection)
l User Mame mark.anderson@example.com
l Passuword [ITTTTTT]
] search for Updates
Mezzages:
Help = Back Mext > Cancel

On the Software Updates screen, select Search for Updates, and then select one of
the following options to apply the latest software updates:

* Local Directory, if you do not have Internet connectivity on your host, and
want to download the updates in offline mode and apply them while
performing the installation.

* My Oracle Support, if you have Internet connectivity on your host, and want
to connect to My Oracle Support directly via the installer to download the
updates in online mode and apply them while performing the installation.

For more information on these options, and for instructions to download and
apply the software updates using these options, see Are the Software Updates
Applied Automatically Even for Databases That Have Oracle Management Repository
Preconfigured? in the Oracle Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.

Note:

The Software Updates screen uses the built-in feature Auto Update to
automatically download and deploy the latest recommended patches while
installing or upgrading Enterprise Manager Cloud Control. This way, you do
not have to keep a manual check on the patches released by Oracle. All
patches required by the installer for successful installation and upgrade are
automatically detected and downloaded from My Oracle Support, and
applied during the installation or upgrade, thus reducing the known issues
and potential failures. Oracle strongly recommends using this feature, and
applying the software updates while the installation is in progress. For more
information, see What Is a Software Update? in the Oracle Enterprise Manager
Cloud Control Advanced Installation and Configuration Guide.
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Note:

During installation, you will be prompted for the details of a database where
Oracle Management Repository can be configured. If you plan to provide the
details of a database that already has an Oracle Management Repository
preconfigured using the database templates offered by Oracle, then the
software updates selected on this screen cannot be automatically applied. In
such a case, you must manually download and apply these software updates
after the installation.

Note:

Despite providing the My Oracle Support credentials, if you are unable to
download the software updates, then exit the installer, and invoke the installer
again passing the - showPr oxy parameter in the following way:

<Sof t war e_Locat i on>/ eml3200_<pl at f or n>. bi n SHOW PROXY=t r ue

5. Click Next.

If Enterprise Manager Cloud Control is the first Oracle product you are installing
on the host that is running on UNIX operating system, then the Oracle Inventory
screen appears. For details, see step (6). Otherwise, the Check Prerequisites screen
appears. For details, see step (8).

If Enterprise Manager Cloud Control is the first Oracle product you are installing
on the host that is running on Microsoft Windows operating system, then the
Oracle Inventory screen does not appear. On Microsoft Windows, the following is
the default inventory directory:

<systemdrive>\Program Fil es\Oracl e\l nventory

6. Enter Oracle Inventory Details.

On the Oracle Inventory screen, do the following. You will see this screen only if
this turns out to be your first ever installation of an Oracle product on the host.

a. Enter the full path to a directory where the inventory files and directories can
be placed.
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Note:

e If this is the first Oracle product on the host, then the default central
inventory location is <hore di r ect ory>/ or al nvent ory. However, if
you already have some Oracle products on the host, then the central
inventory location can be found in the or al nst . | oc file. The
oral nst. | oc file is located in the / et ¢ directory for Linux and AIX,
and in the / var/ opt / or acl e directory for Solaris, HP-UX, and Tru64.

e Ensure that you have read, write, and execute permissions on the default
inventory directory. If you do not have the required permissions, then exit
the installer, invoke the installer again with the | NVENTORY_LOCATI ON
parameter, and pass the absolute path to the alternative inventory
location.

For example,

<Sof twar e_Locati on>/ enl3200_<pl atforn. bin
| NVENTORY_LOCATI ON=<absol ute_path_to_inventory directo
ry>

Alternatively, invoke the installer with the - i nvPt r Loc parameter, and
pass the absolute path to the or al nst . | oc file that contains the
alternative inventory location.

For example,

<Sof t ware_Locati on>/ enml3200_<platforne. bin -invPtrLoc
<absolute path_to _oralnst.|oc>

However, note that these parameters are supported only on UNIX
platforms, and not on Microsoft Windows platforms.

b. Select the appropriate operating system group name that will own the Oracle
inventory directories. The group that you select must have write permissions
on the Oracle Inventory directories.

7. Click Next.

8. Check Prerequisites.
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[®] Oracle Enterprise Manager Cloud Control 13c Installation - Ste|

Prerequisite Checks ORACLE Enterprise Manager Cloud Control 13c

Prerequisite checks wverify that your environment meets all minimum requirements for installing and
configuring your selected product.

| Prerequisite Checks

| lgnore

T
|

v Software Updates
I =

i
|

i Installation Types
e

& T gt | Status (B
i / crroc S TG T T TG - - Tl
! Checking whether the required packages are installed on the host, Mot Executed
; |Checking whether the required glibc package is installed on the host, Mot Executed
T Checking for sufficient inventory directory space... Succeeded

Checking whether the software iz compatible with the current operatin... Succeeded
‘ Checking time zone settings... Succeeded E
T |Checking for the required kernel parameters. .. Mot Executed §
3 |Checking for sufficient physical memaory... lgnaored

|Checking for sufficient swap space... Succeeded

Checking for the LD_ASSUME_KERMEL environment variable... Succeeded

Checki Succeeded

ceeded

[Actual Result: The http_proxy environment variable is not set, = 2 Tal
| Check complete. The overall result of this check is: Passed

: Checking for the EMCLI_STATE_DIR environment variable.
Description:
| Checks far the EMCLI_STATE_DIR environment variable.

| Expected rezult: The EMCLI_STATE_DIR environment wariable should not be set.

| Actual Result: Variable is not set.
Check complete. The overall result of this check is: Passed

Help = Back ﬂext> t : Cancél

On the Prerequisite Checks screen, check the status of the prerequisite checks run
by the installation wizard, and verify whether your environment meets all the
minimum requirements for a successful installation.

The installation wizard runs the prerequisite checks automatically when you
come to this screen. It checks for the required operating system patches, operating
system packages, and so on.

The status of the prerequisite check can be either Warning, Failed, Succeeded,
Not Executed, In Progress, or Pending.

If some checks result in Warning or Failed status, then investigate and correct the
problems before you proceed with the installation. The screen provides details on
why the prerequisites failed and how you can resolve them. After you correct the
problems, return to this screen and click Rerun to check the prerequisites again.

Note:

You can choose to ignore the checks with Warning status by clicking Ignore.
However, all package requirements must be met or fixed before proceeding
any further.

9. Click Next.
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Note:

If a prerequisite check fails reporting a missing package, then make sure you
install the required package, and click Rerun. The installation wizard
validates the package name as well as the version, so make sure you install the
packages of the minimum versions mentioned in Package, Kernel Parameter,
and Library Requirements for Enterprise Manager Cloud Control. To
understand the logic the installation wizard uses to verify these packages, see
About the Logic Used by the Enterprise Manager Cloud Control Installation
Wizard to Verify the Packages.

10. Select Installation Type.

[®] oracle Enterprise Manager Cloud Control 13c Installation - Step 4 of 10

Installation Types ORACLE' Enterprise Manager Cloud Control 13c

@) Create a new Enterprise Manager System

@) Simple
I -
@ Prerequisite Checks Advanced
. );.\ Installation Types Install software only

| 3 7 N )
‘T’ Installation Details {Installs only the software binaries. Allows you configure or upgrade at a later stage.)

Mezzages:

On the Installation Types screen, select Create a new Enterprise Manager system,
then select Advanced.

11. Click Next.

12. Enter Installation Details.
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Installation Details ORACLE Enterprise Manager Cloud Control 13c
T Middleware Home Location | /u0l/software/emn/middleware | | Browse..
l Agent Base directary | full/software/em/fagent Browse...
] Host Mame | emhostexample.com

/-T-\ Installation Types

fw Installation Details
|
T Select Plug-ins

Mezzages:
4 B »
Help = Back Mext > Cancel

On the Installation Details screen, do the following:

a. Enter the Middleware home where you want to install the OMS and other
core components. This is essentially the Oracle home.

Note:

® The Enterprise Manager Cloud Control Installation Wizard installs Oracle
WebLogic Server 12¢ Release 1 (12.1.3.0) and JDK 1.7.0_80 by default in
this middleware home directory you enter here. A preinstalled JDK or
Oracle WebLogic Server is not supported from 13c Release 1 onwards.

* Ensure that the number of characters in the middleware home path does
not exceed 70 characters for Unix platforms and 25 characters for
Microsoft Windows platforms.

For example, the middleware home path C: \ Or acl e\ MY EMcontaining
only 15 characters is acceptable. However, C: \ Or acl eSof t war e

\ O acl eM ddl ewar e\ Or acl eEnt er pri seManager \ OVS

\ newr el ease\ ons containing more than 25 characters is not acceptable
for Microsoft Windows platforms.

b. Enter the absolute path to the agent base directory, a location outside the
middleware home where the Management Agent can be installed. For
example, if the middleware home is / u01/ sof t war e/ enil3c/
or acl ehone, then you can specify the agent base directory as/ u01/
sof t war e/ eml3c/ agent basedir.

Ensure that this location is empty and has write permission. Also ensure that
it is always maintained outside the Oracle Middleware home.
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Note:

Ensure that the number of characters in the middleware home path does not
exceed 70 characters for Unix platforms and 25 characters for Microsoft
Windows platforms.

For example, the middleware home path C: \ Or acl e\ MY EMcontaining only
15 characters is acceptable. However, C: \ Or acl eSof t war e

\ O acl eM ddl ewar e\ Or acl eEnt er pri seManager \ OVS\ newr el ease

\ o1s containing more than 25 characters is not acceptable for Microsoft
Windows platforms.

c. Validate the name of the host where you want to configure the OMS.

The host name appears as a fully qualified name, or as a virtual host name if
your host is configured with virtual machine. If the installation wizard was
invoked with a value for ORACLE_HOSTNAME, then this field is
prepopulated with that name.

Accept the default host name, or enter a fully qualified domain name that is
registered in the DNS and is accessible from other network hosts, or enter an
alias host name that is defined in the / et ¢/ host s file on all the OMS
instances at this site.

Note:

The host name must resolve to the local host or virtual host because the host
name is used for the local Oracle WebLogic Server as well as the Oracle
Management Service. Do not provide a remote host or a load balancer virtual
host in this field. Do not enter an IP address. Do not use underscores in the
name. Short names are allowed, but you will see a warning, so Oracle
recommends that you enter a fully qualified domain name instead.

13. Click Next.

14. Deploy Plug-Ins.
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Select Plug-ins ORACLE Enterprise Manager Cloud Control 13c
Plugins provide management capabilities tailored to specific types of targets or solution areas and
l typically have their own lifecycle independent of the Enterprise Manager core platfarm. Select the
l management plugins yvou wish to configure,
] Select Mame Wersion
ey Oracle Cloud Framewark 15.1.1.00 |~ |
] Installation Details Oracle Database 15.1.1.00
T —— Oracle Exadata 13.1.1.0.0
o Select Plug-ins Oracle Fusion Middleware 13.1.1.0.0
\.i,/ Wehlogic Server Configuration iypsat:::_;;:?a‘tmcwre Eiigg
|BM DEZ Database 12.1.0.3.0
l Microzaoft Met Framewark 15.1.1.00
] Microzoft Active Directory 13.1.1.0.0
Microzaoft IS 15.1.1.00
l Microzoft SQLServer Database 12.1.0.5.0
] Oracle Audit Vault 15.1.1.00 §
Oracle Audit Vault and Database Firewall 15.1.1.00 B
l Oracle Big Data Appliance 13.1.1.00
] Dracle Cloud Application 13.1.1.0.0
’ Oracle Consolidation Planning and Chargeback 13.1.1.0.0
Oracle Engineered System Healthchecks 13.1.1.0.0
Oracle Fusion Applications 13.1.1.0.0
Oracle ORAchk Healthchecks 15.1.1.00
Oracle Siebel 15.1.1.00
Oracle Storage Management Framework 13.1.1.0.0
Oracle Virtual Infrastructure 15.1.1.00
Oracle Wirtual Networking 12.1.0.2.0 [N
Oracle Virtualization 15.1.1.00
[ » Sybase ASE Database 12.1.0.3.0 hd
Help = Back Mext > Cancel

On the Plug-In Deployment screen, select the optional plug-ins you want to install
from the software kit (DVD, downloaded software) while installing the Enterprise
Manager system.

Plug-Ins are pluggable entities that offer special management capabilities
customized to suit specific target types or solution areas.

The pre-selected rows are mandatory plug-ins that will be installed by default.
Select the optional ones you want to install.

Note:

If you select a deprecated plug-in that is supported only in 13c Release 2 but
not in any of the future releases, then you are prompted to evaluate your
selection and decide whether or not you want to proceed with the deployment
of such plug-ins.

Note:

During installation, if you want to install a plug-in that is not available in the
software kit, then refer to Advanced Installer Options Supported for Installing
an Enterprise Manager System for a Production Site (Advanced Installation)
for the point that describes how you can install additional plug-ins.

15. Click Next.

16. Enter WebLogic Server Configuration Details.
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WebLogic Server Configuration Details ORACLE Enterprise Manager Cloud Control 13¢
] WeblLogic Domain Mame ccpomain
] WweblLogic User Mame wehlagic
] Weblogic Passuword eessssss
’]\ Confirm Passnword |sesssses
] Mode Manager User Name npgemanager
o Select Plug-ins
T Mode Manager Passunord ssssssss
w! Weblogic Server Configuratio
i Confirm Pazsnord |essssses
T Databasze Connection Details
T OMS Instance Base Location | f0l/software/gc_inst Browise...
Mezzages:
4 B »
Help = Back Mext = Cancel

On the WebLogic Server Configuration Details screen, enter the credentials for the
WebLogic Server user account and the Node Manager user account, and validate
the path to the Oracle Management Service instance base location. Ensure that the
Oracle Management Service instance base location is outside the middleware
home. By default, the WebLogic user name is webl ogi c. If you want, you can
modify it.

Note:

Ensure that your password contains at least 8 characters without any spaces,
begins with a letter, and includes at least one numeric value.

Note:

* Ensure that the Oracle Management Service instance base location is
outside the middleware home.

¢ If you are installing on an NFS-mounted drive and creating the OMS
instance base directory (gc_i nst) on that NFS-mounted drive, then
after you install, move the lock files from the NFS-mounted drive to a
local file system location. Modify the lock file location in the httpd.conf
file to map to a location on a local file system. For instructions, see
Performing Postinstallation Tasks After Installing an Enterprise Manager
System.

By default, the WebLogic Domain name is GCDonai n, and the Node Manager
name is nodemanager . These are non-editable fields. The installer uses this
information for creating Oracle WebLogic Domain and other associated
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components such as the admin server, the managed server, and the node
manager. A Node Manager enables you to start, shut down, or restart an Oracle
WebLogic Server instance remotely, and is recommended for applications with
high availability requirements.

Note:

On Microsoft Windows, a Node Manager service is NOT created. This is an
expected behavior.

17. Click Next.

18. Enter Database Connection Details.

Database Connection Details ORACLE Enterprise Manager Cloud Control 13¢c

l Databaze Host Mame | ghhost.example.com
I Fort |1521
] Service/SID dh4

575 Passumnrd ssssssss

ST

Deployment 5ize | cpyn | w

¥ Weblogic Server Canfiguration
I

@ Database Connection Details
|

T Enterprize Manager Configurat

[
[
[
[

Mezzages:

w0 >

Help < Back MNext > Cancel

On the Database Connection Details screen, do the following;:

a. Provide details of the existing, certified database where the Management
Repository needs to be created. If you have already created a database
instance with a preconfigured Management Repository using the database
templates offered by Oracle, then provide details about that database
instance.

The installer uses this information to connect to the existing database for
creating the SYSMAN schema and plug-in schemas. If you provide details of
a database that already has a preconfigured Management Repository, then
the installer only creates plug-in schemas.
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Note:

If you connect to a database instance that was created using the database
template offered by Oracle, then note that the password assigned to the
user accounts SYSMAN_MDS, SYSMAN_APM, and SYSMAN_OPSS,
which were created while preconfiguring the Management Repository,
are automatically reset with the SYSMAN password you enter on the
Enterprise Manager Configuration Details screen (as described in Step

(20)).

If you are providing the details of a pluggable database (PDB), then use
the full service name instead of the alias. For example, pdb.example.com.
If you are providing the details of a lone-pluggable database (Lone-PDB),
then use the full service name. For example, pdb.example.com. If you are
providing the details of a non-container database (Non-CDB), then use the
SID.

For more information on creating a database instance with Preconfigured
Repository using database templates for CDB and PDB, refer Creating a
Database Instance with Preconfigured Repository Using Database
Templates for CDB and PDB.

If you are providing the details of an Oracle RAC database that is
configured with Single Client Access Name (SCAN), then enter the SCAN
name as the host name.

Select the deployment size from the Deployment Size list to indicate the
number of targets you plan to monitor, the number of Management Agents
you plan to have, and the number of concurrent user sessions you plan to
have.

Table 5-5 describes each deployment size.

Table 5-5 Deployment Size

Deployment Size  Targets Count Management Concurrent User
Agents Count Session Count
Small Up to 999 Up to 99 Up to 10
Medium Between 1000 and ~ Between 100 and Between 10 and 24
9999 999
Large 10,000 or more 1000 or more Between 25 and 50
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Note:

If the database you are connecting to is a database instance created with a
preconfigured Management Repository using the database templates offered
by Oracle (as described in Creating a Database Instance with Preconfigured
Repository Using Database Templates), then make sure the deployment size
you select on this screen matches with the deployment size you selected in the
Oracle Database Configuration Assistant (DBCA) while creating the database
instance.

If you want to select a deployment size different from the deployment size
you had selected while creating the database instance using DBCA, then do
one of the following:

®  Select the deployment size of your choice on this screen, and click Next.
When you see errors, fix the parameters in the database, then return to
this screen to continue with the installation. To automatically fix the
parameters using Oracle-supplied SQL scripts, see Automatically Setting
Database Parameters and Converting the Management Repository to
Support a Deployment Size (Large, Medium, or Small).

* Minimize the installer, create another database instance with a template
for the desired deployment size, then return to this screen and select the
matching deployment size. For instructions, see Creating a Database
Instance with Preconfigured Repository Using Database Templates.

Note:

For more information on deployment sizes, the prerequisite checks that are
run, the database parameters that are set, and how you can modify the
deployment size after installation, see What is a Deployment Size for Enterprise
Manager Cloud Control in an Advanced Configuration? in the Oracle Enterprise
Manager Cloud Control Advanced Installation and Configuration Guide.

19. Click Next.
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Note:

If you are connecting to an Oracle RAC database, and if you have
specified the virtual IP address of one of its nodes, then the installation
wizard prompts you with a Connection String dialog and requests you to
update the connection string with information about the other nodes that
are part of the cluster. Update the connection string and click OK. If you
want to test the connection, click Test Connection.

If your Oracle RAC database 11.2 or higher is configured with Single
Client Access Name (SCAN) listener, then you can enter a connection
string using the SCAN listener.

If you are connecting to an Oracle Database that is configured with CDB
or PDB, then make sure you open the PDB before you provide the PDB
details on this screen.

If you use ACEFS, then ensure that you have the following parameters in
the cluster where you mount the ACFS disk and start the install / et ¢/
f st ab file:

<nmount _poi nts_of ACFS storage> nfs
rw, bg, hard, i ntr, nol ock, rsi ze=32768, wsi ze=32768, t cp, noa
cl,vers=3,ti neo=300, acti meo=120

For example,

exanpl e. com / enf s/ npoi nt/ onsl /scratch/u01/oms nfs
rw, bg, hard, intr, nol ock, rsi ze=32768, wsi ze=32768, t cp, noa
cl,vers=3,ti meo=300, acti meo=120

If you see an error stating that the connection to the database failed with
ORA-01017 invalid user name/password, then follow these steps to
resolve the issue:

(1) Verify that SYS password provided is valid.

(2) Verify that the database initialization parameter
REMOTE_LOG N_PASSWORDFI LE is set to Shared or Exclusive.

(3) Verify that password file with the file name or apw<SI D> exists in the
<ORACLE_HOVE>/ dbs directory of the database home. If it does not,
create a password file using the ORAPVD command.

For information on all the database initialization parameters that are set,
and all the prerequisite checks that are run, and for instructions to run the
prerequisite checks manually if they fail, see Overview of the EM
Prerequisite Kit .

20. Enter Enterprise Manager Configuration Details.
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Enterprise Manager Configuration Details ORACLE Enterprise Manager Cloud Control 13¢

Create STSMAN Passuord sesssses

Confirm Password essssses

Agent Registration Password ssssssss

-

Z

Confirm Password |essssses

Management Tablespace | /01 fsofmware/oradara/dbd/dararile/ mgrnt dbf

Configuration Data Tablespace i
Databace Connection Details Lonfig p oftware/oradata/dbd/datafile/mgzmt_scm_depotl.dbf

T ) )
I Wt Diagnostics Data Tablespace 1 i
© Enterprise Manager Configura I ) P 1/softwareforadata/dbd fdatafilefmgmt_deepdive.dbf
|
T Shared Location Details hessligDeiauly
Mezzages:
4 B »
Help = Back Mext = Cancel

On the Enterprise Manager Configuration Details screen, do the following:

a. For SYSMAN Password, enter a password for creating the SYSMAN user
account. The SYSMAN user account is used for creating the SYSMAN
schema, which holds most of the relational data used in managing Enterprise
Manager Cloud Control. SYSMAN is also the super administrator for
Enterprise Manager Cloud Control.

Note:

¢ The SYSMAN account password must begin with a letter, and can only
contain uppercase or lowercase letters, numbers and the following
characters: $, #, _

Examples of valid passwords: Welcomel, oracle_User

Examples of invalid passwords: Welcome!, 123oracle, #Oracle

e If you connect to a database instance that was created using the database
template offered by Oracle, then note that the password assigned to the
user accounts SYSMAN_MDS, SYSMAN_APM, and SYSMAN_OPSS,
which were created while preconfiguring the Management Repository,
are automatically reset with the SYSMAN password you enter on this
screen.

b. For Registration Password, enter a password for registering the new
Management Agents that join the Enterprise Manager system.
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Note:

Ensure that your password contains at least 8 characters without any spaces,
begins with a letter, and includes at least one numeric value.

c. For Management Tablespace, enter the full path to the location where the
data file for management tablespace (mgnt . dbf ) can be stored. The installer
uses this information for storing data about the monitored targets, their
metrics, and so on. Ensure that the specified path leads up to the file name.

For example, / u01/ or acl e/ pr od/ or adat a/ ngnt . dbf

If the database is on Oracle Automatic Storage Management (Oracle ASM) or
ACEFS, then the path must look like: +<di sk_gr oup>/ <si d>/
<subdir_path_if_any>/<dat afil enane>. dbf.

For example, +DATA/ oenr sp01d/ dat af i | e/ ngnt . dbf

d. For Configuration Data Tablespace, enter the full path to the location where
the data file for configuration data tablespace (mgnt _ecm depot 1. dbf ) can
be stored. This is required for storing configuration information collected
from the monitored targets. Ensure that the specified path leads up to the file
name.

For example, / u01/ or acl e/ pr od/ or adat a/ ngnt _ecm depot 1. dbf

If the database is on Oracle Automatic Storage Management (Oracle ASM),
then the path must look like: +<di sk_gr oup>/ <si d>/
<subdi r _pat h_i f _any>/ <dat af i | ename>. dbf

For example, +DATA/ oent sp01d/ dat afi | e/ ngnt _ecm depot 1. dbf

e. For JVM Diagnostics Data Tablespace, enter the full path to a location where
the data file for JVM Diagnostics data tablespace (mgnt _deepdi ve. dbf ) can
be stored. Ensure that the specified path leads up to the file name. Enterprise
Manager Cloud Control requires this data file to store monitoring data related
to JVM Diagnostics and Application Dependency Performance (ADP).

For example, / u01/ or acl e/ pr od/ or adat a/ ngnt _deepdi ve. dbf .

If the database is on Oracle Automatic Storage Management (Oracle ASM),
then the path must look like: +<di sk_gr oup>/ <si d>/
<subdir_pat h_i f _any>/ <dat af i | enanme>. dbf

For example, +DATA/ oenr sp01d/ dat af i | e/ ngnt _deepdi ve. dbf.
21. Click Next.

22. Configure Shared Locations.
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|§| Oracle Enterprise Manager Cloud Control 13c Installation - Step 10 of 14

Enterprise Manager Shared Location Details ORACLE Enterprise Manager Cloud Control 13¢

l « | Configure Oracle Software Library

] Software Library Location | ¢scratch/sudib Browse...

] If you are planning to have a multi-OMS setup, then enter a shared location that is acceszible fram all the
/I\ OMS instances.

l «| Configure a Shared Location for Oracle Bl Publisher

] Config Valume | /ntwkshrd/bip/config Browse...

I Cluster Molume | fntwhkshrd/bip/cluster Browse...
] Ent ise bl Confi u

T AR AR SR T A Setz up the shared storage for Bl Publisher, in preparation for adding an OMS fahich will also contain a
! Shared Location Details scaled-out Bl Publizher) Adding an OM5 will alzo add a Bl Publizher server that will function in a High

I Availability environment. Therefare, Bl Publizher will support both redundancy and scalability.
Port Configuration Details

T Config wolume contains the Bl Publisher repository and configuration files,

Cluster volume contains storage required forthe Bl Publisher scheduler to operate in a HA environment.

! Enable Bl Publizsher
+| Enable Oracle Bl Publisher

Messages:

o aw | d

Help < Back Mext > Cancel

Note:

When you invoke the installer on Microsoft Windows, the Enterprise Manager
Shared Location Details screen does not show the Config Volume and Cluster
Volume options. This is an expected behavior.

On the Enterprise Manager Shared Location Details screen, do the following:

a. Configure Oracle Software Library. Oracle Software Library (Software
Library) is a feature within Enterprise Manager Cloud Control that acts as a
repository to store software entities such as software patches, virtual
appliance images, reference gold images, application software, and their
associated directive scripts. You require the Software Library for operations
such as provisioning, patching, and so on.

by selecting Configure Oracle Software Library. Enter the absolute path
leading up to a unique directory name. By default, the storage location that is
configured is the OMS Shared File System location, so Oracle strongly
recommends that the location you enter is a mounted location on the OMS
host. This helps when you install additional OMS instances that can use the
same mounted Software Library location.
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Note:

Software Library supports two types of storage locations, mainly OMS Shared
File System location and OMS Agent File System location. To understand these
storage locations, see Upload File Locationsin the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

For some reason, if you are unable to configure an OMS Shared File System
location, then configure an OMS Agent Storage location. For instructions, see
the section on configuring an OMS Agent file system location in Configuring an
OMS Agent File system Location in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide.

Note:

¢  Configuring the Software Library at the time of installation is optional.
Even if you do not select this option and configure it now, your
installation will succeed. You always have the option of configuring the
Software Library later using the Initial Setup Console or the Software Library
Administration Console (available within the Enterprise Manager Cloud
Control Console). However, Oracle strongly recommends that you select
this option and configure it at the time of installation so that the installer
can automatically configure it for you. This saves time and effort, and
enables you to install an additional OMS, immediately after the first OMS,
and configure it to use the same Software Library location.

*  Once the Software Library is configured, you can view the location details
in the Software Library Administration Console. To access this console, from
the Setup menu, select Provisioning and Patching, then select Software
Library.

Configure a shared location for Oracle BI Publisher that is installed and
configured by default. The shared storage location will act as a common
location for storing the report catalog and associated management
information for the first OMS you are installing now and also for the
additional OMS you plan to install in the future.

(i) Identify a shared location that you can use for Oracle Bl Publisher.

If you do not have an existing shared location, create a new one and ensure
that it is visible on the host where you are installing the first OMS and also on
other hosts where you plan to install additional OMS instances.

At install time, for the installation to be successful, you can reserve
approximately 400 MB of hard disk space for the shared directory. However,
Oracle recommends that you scale it to at least 10 GB eventually, and ensure
that it can be extended further in the future because the space utilization
increases over a period of time as you install additional plug-ins and create
more reports.
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Caution:

If you already have a shared location that you were using for the Software
Library or for staging gold images in the previous release of Enterprise
Manager, then you can choose to use the same location. However, ensure that
the directories within the shared location are unique for Oracle BI Publisher,
Software Library, and staged gold images. For example, if you already are
using the shared location / u01/ sof t war e/ exanpl ehost / shr d/ where the
Software Library is configured in / u01/ sof t war e/ exanpl ehost/

shrd/ SW then you can use the same location, but make sure the directory
within this shared location for Oracle BI Publisher is / u01/ sof t war e/
exanpl ehost/ shrd/ Bl P.

(ii) On this screen, select Configure a Shared Location for Oracle BI
Publisher. Enter the following directory paths. Ensure that the user account
that you are using to install the first OMS has read and write permission on
these paths.

Note:

When you invoke the installer on Microsoft Windows, the Enterprise Manager
Shared Location Details screen does not show the Config Volume and Cluster
Volume options. This is an expected behavior.

For Config Volume, enter the path leading up to the / conf i g directory on
the shared storage location where Oracle BI Publisher repository and
configuration files can be stored. For example, / nt wkshr d/ bi p/ confi g.

For Cluster Volume, enter the path leading up to the / cl ust er directory on
the shared storage location where Oracle BI Publisher scheduler storage can
be maintained for Oracle BI Publisher to operate in a high-availability
environment. For example, / nt wkshr d/ bi p/ cl uster.

WARNING:

Do not delete these directories after the installation. The directories are
required for proper functioning of Oracle BI Publisher, and therefore are
required during the installation and also after the installation.

c. Enable or disable the installed and configured Oracle BI Publisher. Enabling
Oracle BI Publisher starts the software and keeps it ready for use within the
Enterprise Manager system. Disabling Oracle BI Publisher leaves the software
as it is without starting it.

To enable Oracle BI Publisher, select Enable Oracle BI Publisher.
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Note:

If you choose to disable Oracle BI Publisher during the installation, then you
can enable it after the installation by running the following EM CTL command
from the bi n directory of the Oracle home.

$<ORACLE_HOME>/ bi n/ entt| config ons -enable_bip

The command only enables Oracle BI Publisher, but does not start it. To start
it, run the following command from the bi n directory of the Oracle home.

$<ORACLE_HOVE>/ bi n/ entt| start onms -bip_only

23. Click Next.

24. Customize Ports.

Port Configuration Details ORACLE Enterprise Manager Cloud Control 13c
Configuration of the Enterprize Manager system requires the allocation of several ports to facilitate internal
l communication between system components and to provide access to the console via a browser. The table
l below contains the ports that wdll be allocated, along with the recommended port ranges, for each
component. By default, the first available port in the specified port range has been chosen,
l Import staticports.ini file...
/I\
Component Name Recommended Port Range Port
l Enterprize Manager Upload Http Port 4559-4593 4590
] Enterprise Manager Upload Http S5L Port 1159,4599-4905 4901
OHS Http Port 9788,9751-9500 9751
l Bl Publizher Http Port 9701,9701-9750 9702
] Enterprize Manager Central Console Http 550 Port F799-7809 7501
] Mode Manager Http S50 Port 7401-7500 7404
L chared Location Details Bl Publizher Http S5L Port 9801,9501-2550 9504
T OHS Http S50 Port 9599,9551-92900 9852
& Port Configuration Details Managed Server Http Port F20l-7300 7203
_I_ Feviews Oracle Management Agent Port 3872,1530-1549 1830
T Enterprize Manager Central Console Http Port F7EE-7795 7759
Wdmin Server Http S50 Port 7101-7z200 710z
l Managed Server Http S5L Port 7301-7400 7302
Mezzages:
] B »
Help = Back Mext = Cancel

On the Port Configuration Details screen, customize the ports to be used for
various components.

Note:

If all the ports on this screen appear as -1, then it indicates that the installer is
unable to bind the ports on the host. To resolve this issue, exit the installer,
verify the host name and the IP configuration of this host (ensure that the IP
address of the host is not being used by another host), restart the installer, and
try again.

You can enter a free custom port that is either within or outside the port range
recommended by Oracle.

Installing Oracle Enterprise Manager Cloud Control 5-57



Installing an Enterprise Manager System for a Production Site (Advanced Configuration)

25.

26.

27.

To verify if a port is free, run the following command:

e  On Unix:

netstat -an | grep <port no>

¢ On Microsoft Windows:
netstat -an|findstr <port_no>

However, the custom port must be greater than 1024 and lesser than 65535.
Alternatively, if you already have the ports predefined ina st ati cports. i ni
file and if you want to use those ports, then click Import staticports.ini file and
select the file.

Note:

If thestaticports.ini fileis passed during installation, then by default,
the ports defined in the st ati cports. i ni file are displayed. Otherwise, the
first available port from the recommended range is displayed.

The stati cports.ini fileis available in the following location:

<Sof t ware_Extracted_Locati on>/response

Click Next.

Review and Install.

On the Review screen, review the details you provided for the selected installation

type.

¢ If you want to change the details, click Back repeatedly until you reach the
screen where you want to make the changes.

* After you verify the details, if you are satisfied, click Install to begin the
installation process.

Track the Progress.

On the Install Progress screen, view the overall progress (in percentage) of the
installation and the status of each of the Configuration Assistants. Configuration
Assistants are run for configuring the installed components of Enterprise Manager
Cloud Control.
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28.

29.

Note:

e If a configuration assistant fails, the installer stops and none of the
subsequent configuration assistants are run. Resolve the issue and retry
the configuration assistant.

For more information, see Troubleshooting Configuration Data Collection
Tools in the Oracle Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.

¢ If you accidently exit the installer before clicking Retry, then do NOT
restart the installer to reach the same screen; instead, invoke the
runConfi g. sh script from the Oracle home to rerun the Configuration
Assistant in silent mode. For Microsoft Windows platforms, invoke
runConfi g. bat script.

$<ORACLE_HOME>/ oui / bi n/ runConfi g. sh
ORACLE_HOVE=<absol ute_path_to_Oracl e_home>
MODE=per f or m ACTI ON=confi gure
COVPONENT_XML={encap_ons.1 0_0_0_0.xm}

If the r unConf i g. sh script fails, then clean up your environment and
redo the installation.

Run Scripts.

Once the software binaries are copied and configured, you are prompted to run
the al | r oot . sh script, and the or al nst Root . sh script if this is the first Oracle
product installation on the host. Open another window, log in as r oot , and
manually run the scripts.

If you are installing on Microsoft Windows operating system, then you will NOT
be prompted to run this script.

End the Installation.

On the Finish screen, you should see information pertaining to the installation of
Enterprise Manager. Review the information and click Close to exit the
installation wizard.

For more information about this installation, refer to the following file available in
the Oracle home:

$<ORACLE HOVE>/ i nst al | / set upi nf o. t xt
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Note:

If a Server Load Balancer (SLB) is configured in your environment, and the
upload port is locked, then configure the SLB for JVMD Engines, and then
secure the OMS.

If an SLB is configured in your environment, but the upload port is unlocked,
then decide whether you want to route the JVMD traffic through the SLB. If
you do, then configure the SLB for JVMD Engines, and then secure the OMS.

To secure the OMS, run the following command:

<ORACLE_HOVME>/ bi n/ entt| secure oms -host <SLB host >-
slb_ jvnd_http port <JVMD SLB HTTP_ Port> -
slb_jvnd_https_port <JVMD SLB HITPS Port> -sysnan_pwd
<system password> -reg_pwd <agent regi stration_password>

Note:

If the installation fails for some reason, review the log files listed in Overview of
the Installation and Configquration Log Files in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

Note:

If you have run the installation wizard and let the installation wizard take
corrective actions to correct the repository settings, and if you have exited the
wizard without completing the installation process, then remember that the
repository settings might not reset to their original values because you
abruptly ended the installation. In this case, before invoking the installation
wizard again, run the EM Prerequisite Kit to manually reset the values. To do
so, see Overview of the EM Prerequisite Kit

5.5.1 Advanced Installer Options Supported for Installing an Enterprise Manager
System for a Production Site (Advanced Installation)

The following are some additional, advanced options you can pass while invoking the
Enterprise Manager Cloud Control installer:

By default, GCDonai n is the default name used for creating the WebLogic
Domain. Custom WebLogic Domain name, is not supported.

By default, a Provisioning Advisor Framework (PAF) staging directory is created
for copying the Software Library entities related to the deployment procedures.
By default, this location is the scratch path location (/ t np). The location is used
only for provisioning activities—entities are copied for a deployment procedure,
and then, deleted once the deployment procedure ends.

If you want to override this location with a custom location, then invoke the
installer with the - J- Dj ava. i 0. t npdi r option, and enter a unique custom
location.

For example,
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./ eml3200 | i nux64. bin -J-Djava.io.tnpdir=/u00/install/en
STACGE/

¢ During installation, if you want to install some plug-ins that are not in the
software kit (DVD, downloaded software), then do the following:

1. Manually download the required plug-ins from the following location:

http:/ /www.oracle.com/technetwork/oem/enterprise-manager/
downloads/oem-plugins-3237574.html

In addition, if you want to download any partner or customer plug-ins, then
download from the following location:

htt ps://apex. oracl e. com pl s/ apex/f?p=53891: 1

2. Invoke the installer with the following option and pass the location where the
additional plug-ins have been downloaded:

On UNIX platforms:

./ eml3200 <platfornpk. bin
PLUG N_LOCATI ON=<absol ute_path to _plugin _software | ocatio
n>

On Microsoft Windows platforms:

setup_eml3200_ wi n64. exe
PLUG N_LOCATI ON=<absol ute_path to plugin _software | ocatio
n>

This displays a list of plug-ins available in the software kit (DVD,
downloaded software) as well as the plug-ins available in this custom
location. You can choose the ones you want to install.

* After the installation ends successfully, the OMS and the Management Agent start
automatically. If you do not want them to start automatically, then invoke the
installer with START_OMS and START_AGENT options, and set them to t r ue or
f al se depending on what you want to control.

For example, if you do not want the Management Agent to start automatically,
then run the following command:

./ eml3200_<pl atforne. bin START_OVS=true START_AGENT=f al se

To understand the limitations involved with this advanced option, see Limitations
with the Advanced Options Supported for Installing an Enterprise Manager
System for a Production Site (Advanced Installation).

5.5.2 Limitations with the Advanced Options Supported for Installing an Enterprise
Manager System for a Production Site (Advanced Installation)

When you use START_OV5 and START_AGENT as advanced options to control the way
the OMS and the Management Agent start up automatically, sometimes the
Management Agent and the host on which it was installed do not appear as targets in
the Cloud Control console.

Table 5-6 lists the different combinations of these advanced options, and describes the
workaround to be followed for each combination:
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Table 5-6 Advanced Options and Workarounds
- - - |

Advanced Option Workaround

START_OVS=f al se

START AGENT=f al se 1. Start the OMS:

$<ORACLE_HOVE>/ bi n/ entt| start oms

2. Secure the Management Agent:
$<AGENT_HOVE>/ bi n/ entt| secure agent

3. Start the Management Agent:
$<AGENT_HOME>/ bi n/ entt| start agent

4. Add the targets:

$<AGENT_HOME>/ bi n/ entt| config agent
addi nternal targets

5. Upload the targets:
$<AGENT_HOME>/ bi n/ entt| upl oad agent

START_OMVB=t r ue Start the Management Agent:
START_ACGENT=f al se $<AGENT_HOVE>/ bi n/ entt| start agent

START_OVS=f al se

START_AGENT=t r ue 1. Start the OMS:

$<ORACLE_HOVE>/ bi n/ entt| start oms

2. Secure the Management Agent:
$<AGENT_HOME>/ bi n/ enct| secure agent

3. Add the targets:

$<AGENT_HOVE>/ bi n/ entt|l config agent
addi nternal targets

4. Upload the targets:
$<AGENT_HQOVE>/ bi n/ entt| upl oad agent

5.5.3 Automatically Setting Database Parameters and Converting the Management
Repository to Support a Deployment Size (Large, Medium, or Small)

If the database you are connecting to is a database instance created with a
preconfigured Management Repository using the database templates offered by
Oracle (as described in Creating a Database Instance with Preconfigured Repository
Using Database Templates), then you should make sure the deployment size you
select on the Database Connection Details screen of the installer matches with the
deployment size you selected in the Oracle Database Configuration Assistant (DBCA)
while creating the database instance.

If you want to select a deployment size different from the deployment size you had
selected while creating the database instance using DBCA, then you must first fix the
parameters in the database, then return to the Database Connection Details screen of
the installer to continue with the installation.

To automatically set the parameters using the Oracle-supplied SQL scripts, follow
these steps:
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1. Login to SQL Plus as SYSMAN.

2. Depending on the deployment size for which you want to install Enterprise
Manager, run one of the following scripts. To download these scripts, follow Step
(2) and Step (3) outlined in Creating a Database Instance with Preconfigured
Repository Using Database Templates.

Deployment Size Scripts

Small <DB_HOVE>/ assi st ance/ dbca/ t enpl at es/
set_repo_param 12.1.0.2. 0_Dat abase_SQ.__for_EML3_2
_0_0_0_Snal | _depl oynent . sql

Medium <DB_HOVE>/ assi st ance/ dbca/ t enpl at es/
set_repo_param 12.1.0. 2. 0_Dat abase_SQ__for_EML3_2
_0_0_0_Medi um depl oynent . sql

Large <DB_HOVE>/ assi st ance/ dbca/ t enpl at es/
set_repo_param 12.1.0.2. 0_Dat abase_SQ._for_EML3_2
_0_0_0_Large_depl oynent . sql

3. Restart the database.

Note:

For information on deployment sizes, the prerequisite checks that are run, the
database parameters that are set, and how you can modify the deployment
size after installation, see What is a Deployment Size for Enterprise Manager Cloud
Control in an Advanced Configuration? in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

5.6 Enabling Hybrid Cloud Management

Enterprise Manager Cloud Control provides you with a single pane of glass for
monitoring and managing both your on-premise and Oracle Cloud deployments, all
from the same management console. By deploying Hybrid Cloud Agents onto the
Oracle Cloud virtual hosts serving your Oracle Cloud services, you are able to manage
Oracle Cloud targets just as you would any other.

For more information on Hybrid Cloud Management and for instructions to enable the
feature, see Enabling Hybrid Cloud Management in the Oracle Enterprise Manager Cloud
Control Administrator’s Guide.

5.7 Performing Postinstallation Tasks After Installing an Enterprise
Manager System

After you install an Enterprise Manager system, perform the following postinstallation
tasks:

1. (Only for UNIX Operating Systems) If you did not run the al | r oot . sh script when
the installer prompted you to do so, then run it manually now:

o If this is the first Oracle product you just installed on the host, then run the
or al nst root . sh script from the inventory location specified in the
oral nst. | oc file that is available in the Management Agent home.
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For example, if the inventory location specified in the or al nst . | oc file is
$HOWE/ or al nvent ory, then run the following command:

$HOVE/ or al nvent ory/ or al nst Root . sh

Note:

If you are not a root user, then use SUDO to change to a root user. For example,
run the following command:

/usr/local /bin/sudo $HOVE/ or al nvent ory/ or al nst Root . sh

Run the al | r oot . sh script from the Oracle home:
$<ORACLE_HOVE>/ al | r oot . sh

Note:

If you are not a root user, then use SUDO to change to a root user. For example,
run the following command:

{usr/1ocal /bin/sudo $<ORACLE_HOME>/ al | root . sh

2. Verify the installation:

a.

Navigate to the Oracle home and run the following command to see a message
that confirms that OMS is up and running.

$<ORACLE_HOVE>/ bi n/ entt| status ons
For example,

/ u01/ sof t war e/ eml3c/ or acl ehone/ bi n/ entt| status ons

Navigate to the Management Agent home and run the following command to
see a message that confirms that the Management Agent is up and running.
$<AGENT_HOME>/ bi n/ entt| status agent

For example,

/ u01/ sof t war e/ emL3c/ agent basedi r/ agent _13. 2. 0. 0. 0/ bi n/
enct| status agent

Navigate to the Management Agent home and run the following command to
see a message that confirms that EMD upload completed successfully.
$<AGENT_HOME>/ bi n/ entt| upl oad agent

For example,

/ u01/ sof t war e/ emL3c/ agent basedi r/ agent _13. 2. 0. 0. 0/ bi n/
enct!| upl oad agent
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Note:

By default, you can access Enterprise Manager Cloud Control only using the
HTTPS protocol. If you want to use the HTTP protocol, then unlock it by
running the following command from the Oracle home of the OMS:

enct|l secure unlock -consol e

3. Verity if all the plug-ins were installed successfully. To do so, access the following
log file from the Management Agent home, and make sure the sentence
WARN:Plugin configuration has failed is not present in the file. If the sentence is not
present, it is an indication that all plug-ins were installed successfully.

$<AGENT | NSTANCE HOVE>/ i nstal | /| ogs/
agent pl ugi ndepl oy_<ti nest anp>. | og

For example,

/u0l/ sof t war e/ emL3c/ agent basedi r/ agent _13. 2. 0. 0. 0/
cfgtool | ogs/ cf gf w Cf nLogger - <ti nest anp>. | og

If you find the sentence, then it is an indication that the plug-in installed failed for
some plug-ins. In this case, resolve the issue by running the
Agent Pl ugi nDepl oy. pl script from the Management Agent home.

$<AGENT_HQOVE>/ per |/ bi n/ per| <AGENT_HOVE>/ bi n/

Agent Pl ugi nDepl oy. pl -oracl eHone <AGENT_HOVE> -agentDir
<AGENT_BASE_DI R> - pl ugi nl dsl nf oFi | e <AGENT_BASE_DI R>/

pl ugins.txt -action configure -entStateDir

<AGENT_| NSTANCE_HOVE>

For example,

/u0l/ sof t war e/ emL3c/ agent basedi r/ agent _13. 2. 0. 0. 0/ perl/bin/
perl /u0l/software/enl3c/agent basedir/agent 13.2.0.0.0/bin/
Agent Pl ugi nDepl oy. pl -oracl eHone /u01/software/ eml3c/

agent basedir/agent _13.2.0.0.0/ -agentDir /uOl/software/enl3c/
agent basedir -pluginldslnfoFile /u0l/software/eml3c/

agent basedir/plugins.txt -action configure -enStateDir /u01/
agent/agent _i nst

4. (Optional) If the repository prerequisites had failed, and if you had manually run
the EM Prerequisite Kit and taken corrective actions to meet the repository
requirements, then run the kit again to reset the repository settings to what it had
originally. To do so, run the EM Prerequisite Kit from the Oracle home of the OMS
host (that is, the middleware home).

<CRACLE_HOME>/i nstal | / requi si t es/ bi n/ enpreregkit

executi onType=i nstal |

prerequi siteXM_Root Di r =<prereq_xm rootdir_I ocation>

connect Stri ng="<connect_string>" dbUser =SYS dbPassword=password
reposUser=sysman dbRole=sysdba runPrerequisites=true
runPostCorrectiveActions=true
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Note:

If you had run the installation wizard and let the installation wizard take
corrective actions to correct the repository settings, and if you had exited the
wizard without completing the installation process, then remember that the
repository settings might not reset to their original values because you
abruptly ended the installation. In this case, before invoking the installation
wizard again, run the aforementioned command to manually reset the values.

5. By default, the following targets get automatically discovered and monitored in the
Enterprise Manager Cloud Control Console:

®  Oracle WebLogic Domain (for example, GCDomai n)
*  Oracle WebLogic AdminServer

¢ Oracle WebLogic Server

*  Oracle Web Tier

e Application deployments, one for the Enterprise Manager Cloud Control
console and one for the platform background services.

*  Oracle Management Service
¢ Oracle Management Repository
¢ Oracle Management Agent

¢ The host on which you installed Enterprise Manager Cloud Control

However, the other targets running on that host and other hosts do not get
automatically discovered and monitored. To monitor the other targets, you need to
add them to Enterprise Manager Cloud Control either using the Auto Discovery
Results page, the Add Targets Manually page, or the discovery wizards offered for
the targets you want to monitor.

For information about discovering targets in Enterprise Manager Cloud Control,
see Discovering and Adding Host and Non-Host Targets in the Oracle Enterprise
Manager Cloud Control Administrator’s Guide.

6. If you installed on an NFS-mounted drive and created the OMS instance base
directory (gc_i nst) on that NFS-mounted drive, then move the lock files from
the NFS-mounted drive to a local file system location. To do so, modify the lock
files location in the ht t pd. conf file to map to a location on a local file system.

a. Stop the OMS:
<ORACLE_HOME>/ bi n/ entt| stop ons

b. Open the following file in the staging directory:

Note:

Oracle recommends you to take a backup of this file before editing it.
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<WEBTI ER | NSTANCE_HOVE>/ user _pr oj ect s/ domai ns/ GCDorai n/
confi g/ f mwconfi g/ conponent s/ OHS/ ohs<#>/ htt pd. conf

For example,

/u0l/ sof t war e/ emL3c/ gc_i nst/user _proj ects/domai ns/ GCDorai n/
confi g/ f mwconfi g/ conponent s/ OHS/ ohs1/ htt pd. conf

c. Search for sections related to the modules npm pr ef or k_nodul e and
nmpm wor ker _nodul e. In both these sections, modify the value for the
LockFi | e parameter so that the path leads to a location on the local file system.
If the directory does not already exist, then create it first, and then provide the
path to that directory.

<I f Mbdul e npm pr ef or k_nmodul e>

Start Servers 5

M nSpareServers 5

MaxSpar eServers 10

MaxCl i ents 150

MaxRequest sPerChild 0

Accept Mutex fentl

LockFil e /u01/enf ohs_| ocks/http_l ock
</ | f Modul e>

<| f Mbdul e npm wor ker _modul e>
StartServers 2

Maxd i ents 150

M nSpar eThreads 25

MaxSpar eThreads 75

ThreadsPer Child 25

MaxRequest sPerChild 0

Accept Mutex fentl

LockFil e /u01/enf ohs_| ocks/http_l ock
</ | f Modul e>b

d. Save the changes.
e. Copy the htt pd. conf file from the staging directory to the runtime directory:

cp <WEBTI ER | NSTANCE HOVE>/ user _proj ect s/ domai ns/ GCDorai n/
confi g/ f mwconfi g/ conponent s/ OHS/ ohs<#>/ htt pd. conf

<WEBTI ER | NSTANCE_HOVE>/ user _pr oj ect s/ domai ns/ GCDorai n/
confi g/ f mconfi g/ conponent s/ OHS/ i nst ances/ ohs<#>/ htt pd. conf

For example,

cp /u0l/software/ em3c/gc_inst/user_projects/domai ns/
GCDhonuai n/ confi g/ f mmconfi g/ conponent s/ OHS/ ohs1/

htt pd. conf /u01/software/ enl3c/gc_inst/user_projects/

domai ns/ GCDonai n/ confi g/ f mmconfi g/ conponent s/ CHS/ i nst ances/
ohs1/ htt pd. conf

f. Start the OMS:
<ORACLE_HOMVE>/ bi n/ enttl start ons

7. Configure your proxy as described in Configuring Proxies for OMS and Management
Agent Communication in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.
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8.

10.

11.

(Optional) If you want to change the SYSMAN password, then shut down the OMS,
run the following command from the Oracle home of the OMS, and then start the
OMS. You will be prompted to enter the old and the new password.

<ORACLE_HOVE>/ bi n/ entt| config oms -change_repos_pwd

Note:

This command concurrently changes the passwords in both the OMS
configuration and the database for these affected user accounts. Therefore, it is
sufficient to run this command just once.

After running the command, do not connect to SQL Plus and update the new
password for the SYSMAN user. The command updates the SYSMAN
password in the Management Repository for you.

An encryption key is generated to encrypt sensitive data in the Management
Repository. If this key is lost, all encrypted data in the Management Repository
become unusable. Therefore, back up the Management Service configuration
including the emkey, and maintain the backup on another host.

To back up the Management Service configuration including the emkey, run the
following command:

<ORACLE_HOME>/ bi n/ entt| exportconfig ons -dir
<pat h_t o_backup_l ocati on>

Before accessing the Enterprise Manager Cloud Control Console in a browser,
install a security certificate from a trusted certification authority on the browser.

This it to ensure that the Enterprise Manager Cloud Control Console that you are
accessing over HTTPS protocol is recognized as a genuine and secure Web site.

For instructions to install a security certificate on your browser and avoid security
certificate alerts, see EMCTL Secure Commands in the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

(Optional) If you had not configured a shared storage location for Oracle BI
Publisher while installing the OMS, then configure it now.

a. Create a shared directory on any server, and ensure that it is mounted and
made visible on the host where you installed the OMS and also made visible on
other hosts where you plan to install additional OMS instances.

Ensure that you reserve approximately 400 MB of hard disk space for the shared
directory. However, Oracle recommends that you scale it to at least 10 GB
eventually, and ensure that it can be extended further in the future because the
space utilization increases over a period of time as you install additional plug-
ins and create more reports.

b. Configure the shared storage location by running the following command.
Provide the path to the shared storage location you just created. Ensure that the
shared location you provide is owned by the user account that was used for
installing the first OMS. Also ensure that the user account has read and write
permission to the shared location. You will be prompted for administrator user
account password and SYSMAN account password.
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enctl config ons -bip_shared _storage -cluster_vol une
<shared_l ocati on> -config_vol une <shared_I| ocati on>

For example,

enctl config ons -bip_shared_storage -cluster_volunme /
scrat ch/ ai me/ exanpl ehost/ Bl P/ cl uster -config vol unme /
scrat ch/ ai ne/ exanpl ehost/ Bl P/ confi g

. (Optional) If you had not enabled Oracle BI Publisher while installing the OMS,
then enable it now. To do so, run the following command from the bi n
directory of the Oracle home:

$<ORACLE_HOME>/ bi n/ entt| config ons -enable_bip
For example,

/u01l/ sof t war e/ emL3c/ or acl ehone/ bi n/ enttl config ons -
enabl e bip

The preceding command only enables Oracle BI Publisher, but does not start it.
To start it, run the following command from the bi n directory of the Oracle
home.

$<ORACLE_HOVE>/ bi n/ entt!| start ons -bip_only
For example,

/u01/ sof t war e/ emL3c/ or acl ehone/ bi n/ enct| start ons -
bip_only
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Installing Oracle Management Agents

Oracle Management Agent (Management Agent) is one of the core components of
Enterprise Manager Cloud Control that enables you to convert an unmanaged host to
a managed host in the Enterprise Manager system. The Management Agent works in
conjunction with the plug-ins to monitor the targets running on that managed host.

This chapter describes how you can install Management Agent on unmanaged hosts
and convert them to managed hosts. In particular, this chapter covers the following:

¢ Overview of Installing Management Agents Using Agent Gold Images
¢ Installing Management Agents Using Agent Gold Images

® Troubleshooting Management Agents

Note:

The Management Agent software for the platform on which the OMS is
deployed, is available by default on the OMS host. For example, if the
platform on which the OMS is deployed is Linux x86-64, then the
Management Agent software for the Linux x86-64 platform is available by
default on the OMS host. You need not manually download the Management
Agent software for that platform. However, if you plan to install a
Management Agent on a platform that is different from the platform on which
the OMS is deployed, then you must manually download the Management
Agent software for the intended platform using Self Update. For instructions,
see Meeting the Management Agent Software Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLL

Note:

13.1 Management Agents are not supported to be installed against fresh 13.2
Oracle Management Service (OMS).

6.1 Overview of Installing Management Agents Using Agent Gold Images

At any point in time, if you want to monitor a target running on a host, you must first
convert that unmanaged host to a managed host by installing a Management Agent,
and then you must discover and promote the targets running on that managed host so
that they are added to the Enterprise Manager Cloud Control Console.

Oracle recommends that you install Management Agents using Agent Gold Images. This
section introduces you to Agent Gold Images and familiarizes you with important
concepts that you must know before you begin installing Management Agents. In
particular, this section covers the following;:
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* Overview of Agent Gold Images
e Components of an Agent Gold Image Version

* Advantages of Provisioning, Upgrading, and Updating Management Agents
Using a Gold Image Version

6.1.1 Overview of Agent Gold Images

You can install Oracle Management Agents using Agent Gold Images. An Agent Gold
Image represents the ideal state of a Management Agent in a data center managed by
Enterprise Manager, having a customized configuration of the desired versions of the
Management Agent software, the desired versions of the monitoring plug-ins, and the
desired patches.

An Agent Gold Image version is created by an Enterprise Manager user, using a live
reference Management Agent that is thoroughly tested and tuned. An Agent Gold
Image version can be used to provision new Management Agents or update existing
Management Agents on a large number of hosts.

Note:

You cannot install, update, or upgrade a Shared Agent (NFS Agent) using an
Agent Gold Image. For information about Shared Agents, see Overview of
Installing Shared Agents in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

In addition, you cannot use an unsecure Management Agent to create an
Agent Gold Image version. Therefore, always use only a secure Management
Agent as the source for creating an Agent Gold Image version.

6.1.2 Components of an Agent Gold Image Version

An Agent Gold Image version consists of the following software components that are
stored in Oracle Software Library (Software Library):

e Management Agent software

*  Oracle Home monitoring plug-in

e Discovery plug-ins

¢  Monitoring plug-ins

e Management Agent and plug-in patches

¢ Configuration information

* Deploy scripts for performing the install or update

6.1.3 Advantages of Provisioning, Upgrading, and Updating Management Agents Using
a Gold Image Version

The following are the advantages of provisioning, upgrading, and updating
Management Agents using a gold image version:
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Since an Agent Gold Image version consists of the desired Management Agent
software, plug-ins, and patches, provisioning and updating Management Agents
using a gold image version is a single point solution to managing the
Management Agent lifecycle of a data center, that is, a user need not upgrade
Management Agents using the Agent Upgrade Console, apply patches using
patch plans, manage plug-ins using the plug-in lifecycle application, and so on.

Using an Agent Gold Image version, you can provision a large number of
Management Agents, all of which have the same versions of Management Agent
software, plug-ins, and patches, and also have the same set of configuration
properties.

Using an Agent Gold Image version to provision, upgrade, and update
Management Agents is a highly scalable approach.

Management Agents that are provisioned or updated using a gold image version
are stable, well tested, and have a standardized configuration.

Management Agents that are provisioned or updated using a gold image version
can be tracked easily, based on a recommended configuration.

6.2 Installing Management Agents Using Agent Gold Images

At any point in time, if you want to monitor a target running on a host, you must first
convert that unmanaged host to a managed host by installing a Management Agent.
This section describes how you can install Management Agents using Agent Gold
Images. In particular, this section covers the following;:

Getting Started with Installing Management Agents Using an Agent Gold Image
Version

Installing a Standalone Oracle Management Agent Using Add Host Targets
Wizard or EM CLI

Creating an Agent Gold Image
Creating an Agent Gold Image Version
Setting a Particular Agent Gold Image Version as the Current Version

Installing Management Agents Using an Agent Gold Image

6.2.1 Getting Started with Installing Management Agents Using an Agent Gold Image

Version

To get started with installing Management Agents using Agent Gold Images, follow
these steps:

1.

Ensure that you have a standalone Oracle Management Agent 13c Release 2
installed in your environment.

If you do not have a standalone Oracle Management Agent 13¢ Release 2 installed,
then install one now. See Installing a Standalone Oracle Management Agent Using
Add Host Targets Wizard or EM CLLI. If you have a Management Agent of any
earlier release, then upgrade it to 13c Release 1. See Upgrading Oracle Management
Agents in the Oracle Enterprise Manager Cloud Control Upgrade Guide.
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Note:

An Agent Gold Image can be created only using a standalone Management
Agent of 13c release, and not using a central agent of 13c release or a
standalone Management Agent of any other release. A central agent is a
Management Agent that is deployed by default with the first OMS on the
OMS host; you cannot use this central agent to create an Agent Gold Image.

Create an Agent Gold Image. See Creating an Agent Gold Image.
Create an Agent Gold Image version. See Creating an Agent Gold Image Version.

Set a particular Agent Gold Image version as the current version that can be used
for deployment. See Setting a Particular Agent Gold Image Version as the Current
Version.

Install the standalone Management Agent on the destination host using the Agent
Gold Image. See Installing Management Agents Using an Agent Gold Image.

Note:

You cannot install, update, or upgrade a Shared Agent (NFS Agent) using an
Agent Gold Image. For information about Shared Agents, see Overview of
Installing Shared Agents in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

In addition, you cannot use an unsecure Management Agent to create an
Agent Gold Image version. Therefore, always use only a secure Management
Agent as the source for creating an Agent Gold Image version.

6.2.2 Installing a Standalone Oracle Management Agent Using Add Host Targets Wizard

or EM CLI

An Agent Gold Image can be created only using a standalone Management Agent of
13c release, and not using a central agent of 13c release or a standalone Management
Agent of any other release. This section describes how you can install such a
standalone Management Agent of 13c release. In particular, this section covers the
following:

Overview of Installing Standalone Management Agents Using Add Host Targets
Wizard or EM CLI

Before You Begin Installing Standalone Management Agents Using Add Host
Targets Wizard or EM CLI

Meeting the Generic Prerequisites for Installing Standalone Management Agents
Using Add Host Targets Wizard or EM CLI

Meeting the Management Agent Software Prerequisites for Installing Standalone
Management Agents Using Add Host Targets Wizard or EM CLI

Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLI

After Installing Standalone Management Agents Using Add Host Targets Wizard
or EM CLI
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6.2.2.1 Overview of Installing Standalone Management Agents Using Add Host
Targets Wizard or EM CLI

To install a standalone Management Agent, use the Add Host Targets Wizard that is
accessible from within the Enterprise Manager Cloud Control console, or use EM CLI.
The Add Host Targets Wizard is an application that offers GUI-rich, interactive
screens. Oracle recommends that you use this wizard, or EM CLI, for the mass-
deployment of Management Agents. For more information about the Add Host
Targets Wizard, see What Is an Add Host Target Wizard? in the Oracle Enterprise Manager
Cloud Control Advanced Installation and Configuration Guide.

Note:

This section only describes how you can deploy a fresh Management Agent
using the Add Host Targets Wizard. For information on cloning an existing
instance and deploying a Management Agent using a shared instance, see
Installing Oracle Management Agent in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

When you install a standalone Management Agent on a host, you will see the
following default contents in the agent base directory:

<agent _base_directory>

___agent _13.2.0.0.0
| shin

| OrPatch

| agent.rsp

| bin

| cfgtoollogs

| config

| install

| instalclient

[

agent _i nst

| i
___agentlnstall.rsp
___agentimge. properties

Note:

You can repoint your existing Management Agents to a new Oracle
Management Service (OMS). For information on how to do this, see Redirecting
Oracle Management Agent to Another Oracle Management Service in the Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration Guide.

When you repoint your existing Management Agents to a new OMS, you
cannot move the targets monitored by the Management Agents, the target
history, and the Management Agent history. The monitored targets and the
history data is lost.
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6.2.2.2 Before You Begin Installing Standalone Management Agents Using Add Host
Targets Wizard or EM CLI

Before you begin installing a Management Agent using the Add Host Targets Wizard,
or EM CLI, keep these points in mind:

The Add Host Targets Wizard and EM CLI convert an unmanaged host to a
managed host in the Enterprise Manager system by installing a Management
Agent.

Oracle recommends you to use the Add Host Targets Wizard or EM CLI to mass-
deploy Management Agents in your environment.

To install a Management Agent on a host, you must download and apply the
required version of the Management Agent software for the host platform, using
Self Update. Only the Management Agent software for the OMS host platform is
downloaded and applied by default.

To access Self Update, from the Setup menu, select Extensibility, then select Self
Update.

For information on how to download and apply the Management Agent software
for a platform, see Meeting the Management Agent Software Prerequisites for
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

Oracle Management Agent 13c communicates only with Oracle Management
Service 13c and not with any earlier release of Enterprise Manager.

When you use the Add Host Targets Wizard, or EM CLI, you can install only the
latest Management Agent version on a platform, for which the Management
Agent software is downloaded and applied. For example, if the 13¢c Management
Agent software for a particular platform is downloaded and applied, then you can
install only a 13c Management Agent on that platform, and not a 12c Management
Agent.

For information about the compatibility between 12c and 13c releases of
Management Agents and the OMS, see Table 5-2.

If you have multiple hosts, sharing a common mounted drive, then install the
Management Agents in two different phases:

1. Inthe Add Host Targets Wizard, select the deployment type Fresh Agent
Install, and install a Management Agent on the host where the drive is
shared. Alternatively, you can select the deployment type Clone Existing
Agent, and clone the Management Agent to the host where the drive is
shared.

For more information on cloning a Management Agent, see Cloning Oracle
Management Agents in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.

2. Inthe Add Host Targets Wizard, select the deployment type Add Host to
Shared Agent, and install a Management Agent on all other hosts that access
the shared, mounted drive. (Here, you will select the Management Agent you
installed in the previous step as the master agent or shared agent.)
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For more information on shared agents, see Installing Shared Agents in the
Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide.

If you have an Oracle RAC Cluster with multiple nodes, then you must install a
Management Agent on each of the nodes separately. In other words, in the Add
Host Targets Wizard, you must add each node explicitly as a destination host.

In Enterprise Manager Cloud Control 13c, you can save the Management Agent
one-off patches that you want to apply on a particular version of the Management
Agent software, such that these patches are automatically applied on the software
whenever a new Management Agent of the same version is deployed, or an old
Management Agent is upgraded to that version.

For information on how to do this, see Applying Patches to Oracle Management
Agents While Deploying or Upgrading Them in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

Also, you can apply one-off patches on a plug-in and create a custom patched
plug-in, such that this custom patched plug-in is deployed on all the new
Management Agents that you deploy, and all the old Management Agents that
you upgrade.

For information on how to do this, see Managing Plug-Ins in the Oracle Enterprise
Manager Cloud Control Administrator’s Guide.

The Add Host Targets Wizard supports the per mi ssi ve and enf or ci ng
options for Security-Enhanced Linux (SELinux).

The Add Host Targets Wizard uses SSH to establish connectivity between Oracle
Management Service (OMS) and the remote hosts where you want to install the
Management Agents.

Only SSH1 (SSH version 1) and SSH2 (SSH version 2) protocols offered by
OpenSSH are supported for deploying a Management Agent.

The Add Host Targets Wizard supports Named Credentials that enable you to use
a set of credentials registered with a particular name specifically for this
operation, by your administrator. This ensures an additional layer of security for
your passwords because as an operator, you can only select the named credential,
which is saved and stored by an administrator, and not know the actual user
name and password associated with it.

In case the named credential you select does not have the privileges to perform
the installation, then you can set the named credential to run as another user
(locked user account). In this case, the wizard logs in to the hosts using the named
credential you select, but performs the installation using the locked user account
you set.

For example, you can create a named credential titled User_A (the user account
that has remote login access), and set it to run as User_X (the Management Agent
install user account for which no di r ect | ogi n is set) that has the required
privileges. In this case, the wizard logs in to the hosts as User_A, but installs as
User_X, using the privilege delegation setting (sudo or PowerBroker) specified in
the named credential.

The sudo, pbrun, sesu, and su privilege delegation tools are supported in Cloud
Control.
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* Named credentials support SSH public key authentication and password based
authentication. So you can use an existing SSH public key authentication without
exposing your passwords.

Note: If the target host runs on Microsoft Windows, SSH Credentials are not
supported. You must use Host Preferred Credentials using password based
authentication. To set SSH credentials as preferred credential, see Setting Up
Host Preferred Credentials Using SSH Key Credentials in the Oracle®
Enterprise Manager Cloud Control Security Guide.

To set up SSH public key authentication for a named credential, follow these
steps:

Note:

— If you have already set up SSH public key authentication for a named
credential and the SSH keys are already created, then upload the SSH
keys to Enterprise Manager, as mentioned in Step (4) of the following
procedure.

- Enterprise Manager Cloud Control does not support the format of the
SSH key that is generated using the Tectia SSH client. However, if you are
generating the SSH key using the Tectia SSH client, then as a prerequisite,
convert the format of that key to OpenSSH format. To do so, run the
following command.

ssh- keygen --inport-private-key
<i nput _private_key_fil ename> <out put _fil ename> --key-
format openssh2

After converting the format, use the content of the output_filename and
upload it as a private key while registering it as a Named Credential in
Enterprise Manager.

1. Navigate to the following location in the Oracle home:
$<ORACLE_HOVE>/ oui / prov/ resour ces/scripts
For example,

/ u01/ sof t war e/ emL3c/ or acl ehomne/ oui / prov/ resources/ scripts

2. If the OMS host runs on Oracle Solaris, edit the sshUser Set up. sh script to
change the following:

"Sun0s") SSH="/usr/local / bin/ssh" SSH KEYGEN="/ usr/
| ocal / bi n/ ssh- keygen"

to
"Sun0s") SSH="/usr/bin/ssh" SSH KEYGEN="/usr/ bi n/ ssh-
keygen"

3. If the OMS host runs on any Unix based operating system, run the
sshUser Set up. sh script on the OMS host as the OMS install user, and pass
the Management Agent install user name and the fully qualified name of the
target hosts:
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sshUser Set up. sh -setup -user <agent _install _user_nanme> -
hosts "<target_ hosts>"

For example, sshUser Set up. sh -setup -user oracle -hosts
"abcl. exanpl e. com abc?2. exanpl e. com abc3. exanpl e. coni'.
Ensure that you use a space to separate the target host names.

The following SSH keys are created:

$HOVE/ . ssh/id_rsa
$HOWVE/ . ssh/id_rsa_pub

Here, $HOVE refers to the home directory of the OMS install user.

If the OMS host runs on Microsoft Windows, install Cygwin on the OMS host
(described in Installing Cygwin and Starting the SSH Daemon), then run the
sshUser Set upNT. sh script on the OMS host as the OMS user, and pass the
Management Agent install user name and the fully qualified name of the
target hosts:

sshUser Set upNT. sh -setup -user <agent _install_user_nanme>
-hosts <target hosts>

Upload the SSH keys to Enterprise Manager.

From the Setup menu, select Security, then select Named Credentials. Click
Create. For Credential Name, specify the name of the credential, for
Credential Type, select SSH Key Credentials, and for Scope, select Global. If
you do not select the Global option, you cannot use the SSH named
credential to install Management Agents using the Add Host Targets Wizard.

To upload one of the private SSH keys created in Step 3, in the Credential
Properties section, specify the location of the private SSH key as a value for
the Upload Private Key field. Click Save.

To upload one of the public SSH keys created in Step 3, in the Credential
Properties section, specify the location of the public SSH key as a value for the
Upload Public Key field. Click Save.

Figure 6-1 describes how to upload SSH keys to Enterprise Manager.

Figure 6-1 Uploading SSH Keys to Enterprise Manager

Create Credential

~| General Properties

| * Credential name | aracle_ssh |

Credential description | ssh keys For user oracle

* Authenticating Target Type | Host h:

|* Credertisltype | S5H Key Credentials (™ |

Scope (O Target 3 Global

~| Credential Properties
* Userbame | gracle

———BEGIN RSA PRIVATE KEY— =
MIICHATEAAKBOQC+HHE4p0fer TFSn2F2rGligg

OMnloQsuzhHbkGlEMH2 +MZF4g+g .

*

SeHPrivate K2y | o anDRmicInFY Ry mildo FCWLAZLE TN Upload Private Key [ Browse.. |
Sal Msyx G20 kehyluFet A6 IMD ~
bdHgzwarulrvwZeBlvlzRofrouaaTLoodEZHA
ssh-rsa A
ABAABINzaC 1y ZEAAAABIMAAATEAVI4OK

3 dP3K03+atnxlIDjZ9aELLEoRZSEpYzEMvG

*SH Public Koy |tz |up\oadpuhhc key [ [(Browse.. | |
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Run Priviege | Mane v
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If you have already set up SSH public key authentication for a named credential,
you can use the named credential while installing Management Agents using the
Add Host Targets Wizard.

*  You can mass deploy Management Agents on a number of hosts in a rolling
manner, using the Add Host Targets Wizard or EM CLI. In this method, the
deployment proceeds continuously from one deployment phase to another, after
ignoring the failed hosts in each deployment phase. The deployment process does
not stop when a host fails a deployment phase.

To deploy Management Agents in a rolling manner, ensure that you set the

oracl e. sysman. pr ov. agent push. conti nuel gnori ngFai | edHost
property to t r ue in the $<ORACLE_HOME>/ sysman/ pr ov/ agent push/

agent push. properti es file, then use the Add Host Targets Wizard, or EM CLI
to deploy the Management Agents.

* By default, the Add Host Targets Wizard configures only the following types of
plug-ins:

- All discovery plug-ins that were configured with the OMS from where the
Management Agent software is being deployed.

—  Oracle Home discovery plug-in
—  Oracle Home monitoring plug-in

*  You must have read privileges on the Oracle WebLogic Server's alert log
directories for the Support Workbench (Incident) metrics to work properly. You
must also ensure that the Management Agent that is monitoring this Oracle
WebLogic Server target is running on the same host as the Oracle WebLogic
Server.

¢ If you have a common mount point in your organization, then ensure that it is
generic and ensure that you install the Management Agent in this generic mount
point. This guideline helps when you upgrade your Management Agents to
higher releases in the future within the same mount point, and not acquire new
mount points each time.

For example, have a mount point such as / or acl e/ product / agent and install
the Management Agent in there so that it appears as / or acl e/ pr oduct /

agent / agent 13c. Do not install the Management Agent directly in the mount
point because it breaks the upgrade path and causes problems with cleanup
operations.

e Upgrading a lower release of Solaris by applying a kernel patch or a patch bundle
is not equivalent to installing the actual Solaris 5.10 Update 10+ . Oracle
Management Agent 13c was built, tested, and certified on a minimum update
version of Solaris 5.10 Update 10+, so Oracle recommends that you install Oracle
Management Agent only on Solaris 5.10 Update 10+, and not on any release that
was upgraded using patches.
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Note:

Instead of installing a Management Agent using the Add Host Targets
Wizard, or EM CLI, you can choose to install the Management Agent
manually, in silent mode. For information on installing a Management Agent
in silent mode, seelnstalling Oracle Management Agent in Silent Mode in the
Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration

Guide.

6.2.2.3 Meeting the Generic Prerequisites for Installing Standalone Management
Agents Using Add Host Targets Wizard or EM CLI

Table 6-1 lists the generic prerequisites you must meet before installing standalone
Management Agents using the Add Host Targets Wizard or EM CLL

Table 6-1 General Prerequisites for Installing Standalone Oracle Management

Agent

Requirement

Description

Hardware Requirements

Ensure that you meet the hard disk space, swap space,
temp directory space, stage directory space, and
physical memory requirements as described in
Hardware Requirements for Enterprise Manager Cloud
Control.

Software Requirements

(For Microsoft Windows) Ensure that you have installed
Cygwin 1.7 on the destination host as described in
Installing Cygwin and Starting the SSH Daemon.

Note: While running cygw n. bat in Microsoft
Windows Server 2008 and Microsoft Windows Vista,
ensure that you invoke it in administrator mode. To do
this, right-click the cygwi n. bat file and select Run as
administrator.

If you do not want to install Cygwin to deploy
Management Agents on Microsoft Windows hosts
using the Add Host Targets Wizard or EM CLI, you
can choose to deploy Management Agents on these
hosts using the PsExec process utility. For information
on how to deploy Management Agents on Microsoft
Windows hosts using PsExec, see Installing
Management Agents on Microsoft Windows Target
Hosts Without Using Cygwin.

Operating System Requirements

Ensure that you install the Management Agent only on
certified operating systems as mentioned in the
Enterprise Manager certification matrix available on
My Oracle Support. To access the Enterprise Manager
certification matrix, follow the steps outlined in
Accessing the Enterprise Manager Certification Matrix.

For information about platforms receiving future
support, refer to My Oracle Support note 793512.1.
Note: If you use Oracle Solaris 10, then ensure that you
have update 10+ or higher installed. To verify whether
it is installed, run the following command:

cat /etc/rel ease
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description

File System Requirements Ensure that the file system mounted on the destination
host does not permit buffered writes.

File Descriptor Requirements *  Ensure that the maximum user process limit is set
to 13312 or greater.

To verify the current value set, run the following
command:

ulimt -u
If the current value is not 13312 or greater, then

contact your system administrator to set it to at
least 13312.

*  Ensure that you set the soft limit of file descriptor
to a minimum of 4096 and hard limit less then or
equal to 16384.

To verify the current value set, run the following
commands:

For Soft Limit:

/bin/fsh -¢c "ulimt -n"

For Hard Limit:

/bin/sh -c "ulimt -Hn"

If the current value is not 4096 or greater, then as a

root user, update the / et c/ securi ty/
l'imts. conf file with the following entries:

<Ul D> soft nofile 4096
<U D> hard nofile 16384

Package Requirements Ensure that you install all the operating system-specific
packages as described in Package, Kernel Parameter,
and Library Requirements for Enterprise Manager

Cloud Control.

User and Operating System Group  Ensure that you create the required operating system

Requirement groups and users as described in Creating Operating
System Groups and Users for Enterprise Manager
Cloud Control.

Privilege Requirements Ensure that the Enterprise Manager user has the

CREATE_TARGCET privilege. If the Enterprise Manager
user does not have this privilege, ensure that this
privilege is granted to the user.

Super administrators, such as the sysman user, have
the CREATE_TARGET privilege by default.

etc/hosts File Requirements (Only for Microsoft Windows) Ensure that the entry for
local host in the et ¢/ host s file is always against
127.0.0.1 and against any other address.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent

Requirement

Description

Destination Host Requirements

Ensure that the destination hosts are accessible from
the host where the OMS is running.

If the destination host and the host on which OMS is
running belong to different network domains, then
ensure that you update the / et ¢/ host s file on the
destination host to add a line with the IP address of
that host, the fully qualified name of that host, and the
short name of the host.

For example, if the fully-qualified host name is
exanpl e. comand the short name is mypc, then add
the following line in the / et ¢/ host s file:

172.16. 0. 0 exanpl e.com nmypc

Destination Host Credential
Requirements

If all the destination hosts are of the same platform,
then they must have the same set of credentials. For
example, all the destination hosts running on Linux
operating system must have the same set of credentials.

The wizard installs the Management Agent using the
same user account. If you have hosts running on the
same operating system but with different credentials,
then have two different deployment sessions.

Permission Requirements

e  Ensure that the agent base directory you specify is
empty and has the write permission for the install
user.

*  Ensure that the instance directory is empty and
has the write permission for the install user.

Destination Host Time Zone
Requirements

Ensure that the time zones of the destination hosts
have been set correctly. To verify the time zone of a
destination host, log in to the OMS host, and run the
following command:

ssh -1 <install_user>
<desti nati on_host _nane> /bin/sh -c 'echo
$T7Z

Note: If you had ignored a prerequisite check warning
about wrong time zone settings during the
Management Agent install, you must set the correct
time zone on the destination hosts after installing the
Management Agents. For information on setting time
zones post install, refer After Installing Standalone
Management Agents Using Add Host Targets Wizard
or EM CLL
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description

Time Zone Requirements If the time zone displayed is incorrect, log in to the
destination host, and follow these steps:

1. Run the following commands to set the time zone
on the destination host:

¢  For Korn shell:
TZ=<val ue>
export TZ
e For Bourne shell or Bash shell:
export TZ=<val ue>
e  For Cshell:
setenv TZ <val ue>

For example, in the Bash shell, run the following
command to set the time zone to America/
New_York:

export TZ=' Aneri cal/ New_Yor k'

To set the time zone on a destination host that
runs on Microsoft Windows, from the Start menu,
select Control Panel. Click Date and Time, then
select the Time Zone tab. Select your time zone
from the displayed drop down list.

To view a list of the time zones you can use, access
the support edt zs. | st file present in the
<AGENT_HOVE>/ sysman/ admi n directory of the
central agent (that is, the Management Agent
installed on the OMS host).

2. Restart the SSH daemon.

If the destination host runs on a UNIX based
operating system, run the following command:

sudo /etc/init.d/sshd restart

If the destination host runs on a Microsoft
Windows operating system, run the following
commands:

cygrunsrv -E sshd

cygrunsrv -S sshd

3. Verify whether the SSH server can access the TZ
environment variable by logging in to the OMS
host, and running the following command:

ssh -1 <install _user>
<destinati on_host_nane> /bin/sh -c
"echo $T7Z
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description
sudo/pbrun/sesu/su SSH (Only for UNIX)
Requirements Ensure that you set the

oracl e. sysman. prov. agent push. enabl ePty
property to t r ue in the $<ORACLE_HOVE>/ sysman/
prov/ agent push/ agent push. properti es file, if
the privilege delegation tool you are using requires a
pseudo terminal for remote command execution via
SSH. Most privilege delegation tools such as pbrun,
sesu, and su require a pseudo terminal for remote
command execution, by default.

Alternatively, you can use the - enabl ePt y additional
parameter while installing Management Agents using
the Add Host Targets Wizard (as described in
Installing Standalone Management Agents Using Add
Host Targets Wizard), or EM CLI (as described in
Installing Standalone Management Agents Using EM
CLI). For more information about this parameter, see
Supported Additional Parameters for Installing
Standalone Management Agents Using Add Host
Targets Wizard or EM CLIL

Note: If you are using sudo as your privilege
delegation tool, and you do not want to set the
oracl e. sysman. prov. agent push. enabl ePty
property tot rue, do one of the following:

¢ Include Defaul ts visi bl epwinthe /etc/
sudoer s file, or enter the sudo command with
the - Soption for Privileged Delegation Setting
on the Installation Details page.

For information on how to access the Installation
Details page, see Installing Standalone
Management Agents Using Add Host Targets
Wizard or EM CLIL

e CommentoutDefaults requirettyin
the / et ¢/ sudoer s file.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description
sudo/pbrun/sesu/su (Only for UNIX)
Requirements (for executing ¢  The installing user must have the privileges to

commands as the roof user) invoke the i d command. As part of agent

deployment process the agent should be able to
run the agent depl oyr oot . sh script as root. To
ensure this, grant the privileges in the
configuration file of your privilege delegation tool.

For example, if you are using sudo as your
privilege delegation tool, include the following in
the / et ¢/ sudoer s file to grant the required
privileges:

<install _user>

ALL=(root) /usr/bin/id,

<agent _hone>/ */ agent depl oyr oot . sh

For example, or acl e ALL=(root) /usr/bin/
id, /hone/oracle/agentibd/*/
agent depl oyr oot . sh

Here, or acl e is the installing user, and / hone/
oracl e/ agenti bd is the Management Agent
home, that is, the agent base directory.

*  You do not require the following entry in
the / et ¢/ sudoer s file for installing a
Management Agent. However, the entry is
required for performing provisioning and
patching operations in Enterprise Manager.
Therefore, if you are removing this entry before
installing a Management Agent, then ensure that
you bring back the entry after installing the
Management Agent.

In Enterprise Manager Cloud Control 13¢c
Release 2:

(root) /<AGENT_HOVE>/ sbi n/ nnbsudo

In Enterprise Manager Cloud Control 12¢
Release 2 (12.1.0.2), Release 3 (12.1.0.3), Release 4
(12.1.0.4), Release 5 (12.1.0.5), and Enterprise
Manager 13c¢ Release 1:

(root) /<AGENT_BASE DI RECTORY>/ shi n/
nnosudo

In Enterprise Manager Cloud Control 12¢
Release 1 (12.1.0.1) [with Bundle Patch 1]:

(root) /
<AGENT_| NSTANCE_DI RECTORY>/ bi n/
nmosudo
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent

Requirement

Description

sudo/pbrun/sesu/su
Requirements (for executing
commands as the locked account
user)

(Only for UNIX)

Ensure that the installing user has the privileges to
invoke / bi n/ sh as the locked account user. Grant the
privileges in the configuration file of your privilege
delegation tool.

For example, if you are using sudo as your privilege
delegation tool, include the following in the / et ¢/
sudoer s file to grant the required privileges:

I ogin_userl ALL=(oracle) /bin/sh

Here, | ogi n_user 1 is the SSH log in user, and
or acl e is the locked account and install user.

If you do not want to grant privileges to the installing
user to invoke / bi n/ sh as the locked account user, set
the

oracl e. sysman. prov. agent push. pdpShel | Qut E
nabl ed property to f al se, and ensure that the
installing user has the privileges to invoke i d,

chnmod, cp, nkdir, rm tar, enctl,

agent Depl oy. sh, runlnstaller, andunzipas
the locked account user. Grant the privileges in the
configuration file of your privilege delegation tool.

For example, if you are using sudo as your privilege
delegation tool, include the following in the / et ¢/
sudoer s file to grant the required privileges:

| ogi n_userl1l ALL=(oracle) /usr/bin/

id, /bin/chmod, /bin/cp, /bin/

nkdir, /bin/rm /bin/tar, /hone/oracle/
agent i bd/ agent _i nst/bin/enctl, /hone/
oracl e/ agenti bd/ */ agent Depl oy. sh, /hone/
oracl e/ agenti bd/ */ prereq_st age/

agent _13.1.0.0.0/oui/bin/runlnstaller, /
hone/ or acl e/ agenti bd/ */ unzi p, /homne/
oracl e/ agenti bd/ */ unzi pTnp/ unzi p, /hone/
oracl e/ agenti bd/ */ agentcore. bin

Here, | ogi n_user 1 is the SSH log in user, or acl e is
the locked account and install user, and / home/
or acl e/ agent i bd is the agent base directory.

Locked Account Requirements

Ensure that the locked account user (oracle) has read
permission on the home directory of the login user.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent

Requirement

Description

Default SSH Port Requirements

Ensure that the SSH daemon is running on the default
port (that is, 22) on all the destination hosts. To verify
the SSH port on a Unix host, run the following
command:

netstat -anp | grep -i sshd

For example, the output of this command may be the
following:

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 3188/

sshd

The above output indicates that the SSH daemon is
running on port 22.

Also, on a Unix host, you can run the following
command to verify the SSH port:

cat /etc/ssh/sshd_config

For a Microsoft Windows host, the SSH port value is
mentioned in the C: \ cygwi n\ et c\ sshd_confi g
file.

If the SSH port is a non-default port, that is, any port
other than 22, then update the SSH_PORT property in
the following file:

$<ORACLE_HQOVE>/ oui / pr ov/ r esour ces/
Pat hs. properties

PATH Environment Variable
Requirements

On the destination host, ensure the following;:

e (For Microsoft Windows) Ensure that the Cygwin
software location appears before other software
locations in the PATH environment variable. After
making it the first entry, restart the SSH daemon
(sshd).

Also, ensure that the PATH environment variable
does not exceed 1024 characters.

e (For UNIX) On the destination host, ensure that
the SCP binaries (for example, /usr/bin/scp) are
in the PATH environment variable.

CLASSPATH Environment Variable
Requirements

Unset the CLASSPATH environment variable. You can
always reset the variable to the original value after the
installation is complete.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent

Requirement

Description

Software Availability Requirements

Ensure that the software of the Management Agent you
want to install is downloaded and applied using Self
Update.

If you want to install Oracle Management Agent
13c on a host that runs on the same platform as the
one on which Oracle Management Service 13c is
running, then the Management Agent software for
that release and platform is downloaded and
applied by default. Therefore, no action is
required from your end.

If you want to install Oracle Management Agent
13c on a host that does not run on the same
platform as the one on which Oracle Management
Service 13c¢ is running, then ensure that the
Management Agent software for the intended
platform is downloaded and applied using Self
Update.

For information about how to download and
apply Management Agent software using Self
Update, see Meeting the Management Agent
Software Prerequisites for Installing Standalone
Management Agents Using Add Host Targets
Wizard or EM CLIL

Path Validation Requirements

Validate the path to all command locations as
described in Validating Command Locations.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description

Agent Base Directory Requirements ¢  Ensure that the agent base directory you provide
is empty.
If a previously run deployment session had failed
for some reason, then you might see an
ADATMP_<timestamp> subdirectory in the agent
base directory. In this case, either delete the
subdirectory and start a new deployment session,
or retry the failed session from the Add Host
Status page.

¢  Ensure that the directory name does not contain
any spaces.

*  The install user owns the agent base directory. The
agent base directory and the parent directories of
the agent base directory have read, write, and
execute permissions for the install user. Ensure
that the install user or the root user owns all the
parent directories of the agent base directory, and
that the parent directories have read and execute
permissions for the install user group and all the
other users. Also, ensure that the root user owns
the root directory.

For example, if the agent base directory is /
scrat ch/ Oracl eHones/ agent , and oracle is the
install user, then the / scr at ch/ Or acl eHones/
agent directory must be owned by oracle,
directories scr at ch and Or acl eHones must be
owned by either oracle or the root user, and the
root directory (/) must be owned by the root user.
e (For Microsoft Windows hosts) Ensure that the
number of characters in the agent base directory
path does not exceed 25 characters.
e If the agent base directory is mounted, then ensure
that it is mounted with the set ui d turned on.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent

________________________________________________________________________|
Description

Requirement

Central Inventory (oralnventory)
Requirements

Ensure that you allocate 100 MB of space for the
Central Inventory.

Ensure that you have read, write, and execute
permissions on or al nvent or y on all remote
hosts. If you do not have these permissions on the
default inventory (typically specified by / et c/
or al nst. | oc) on any remote host, then ensure
that you specify the path to an alternative
inventory location by using one of the following
options in the Additional Parameters field of the
Add Host Targets Wizard. However, note that
these parameters are supported only on UNIX
platforms, and not on Microsoft Windows
platforms.

| NVENTORY_LOCATI ON=<absol ute_path_to_
i nventory_directory>

-invPtrLoc
<absol ute_path_to_oral nst.| oc>

Ensure that you use | NVENTORY_LOCATI ON only
when the target host does not already have a
central inventory.

Installing User Requirements

If the central inventory owner and the user
installing the Management Agent are different,
then ensure that they are part of the same group.
Also ensure that the inventory owner and the
group to which the owner belongs have read and
write permissions on the inventory directory.

For example, if the inventory owner is abc and the
user installing the Management Agent is xyz, then
ensure that abc and xyz belong to the same group,
and they have read and write access to the
inventory.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description

Agent User Account Permissions (For Microsoft Windows) If you are installing the

and Rights (For Microsoft Management Agent on a Microsoft Windows-based

Windows) operating system, then ensure that the agent user
account has permissions and rights to perform the
following:

*  Actas part of the operating system.
¢ Adjust memory quotas for a process.
*  Replace process level token.

* Log on as a batch job.

To verify whether the agent user has these rights,
follow these steps:

1. Launch the Local Security Policy.

From the Start menu, click Settings and then
select Control Panel. From the Control Panel
window, select Administrative Tools, and from
the Administrative Tools window, select Local
Security Policy.

2. In the Local Security Policy window, from the tree
structure, expand Local Policies, and then expand

User Rights Assignment.
Permissions for cmd.exe (For (For Microsoft Windows) If you are installing the
Microsoft Windows) Management Agent on a Microsoft Windows-based

operating system, then ensure that you grant the

cnd. exe program Read and Execute permissions for
the user account that the batch job runs under. This is a
restriction from Microsoft.

For more information on this restriction and to
understand how you can grant these permissions,
access the following URL to Microsoft Web site:

http://support.mcrosoft. conm kb/
867466/ en- us

Runtime Library File Requirements  (For Microsoft Windows) If you are installing the

(For Microsoft Windows) Management Agent on a Microsoft Windows-based
operating system, then ensure that the Msvcp71. dl |
and Msvcr 71. dl | runtime library files are present in
c:\w ndows\ syst enB2.

Preinstallation/Postinstallation Ensure that the preinstallation and postinstallation

Scripts Requirements scripts that you want to run along with the installation
are available either on the OMS host, destination hosts,
or on a shared location accessible to the destination
hosts.

Browser Requirements Ensure that you use a certified browser as mentioned
in the Enterprise Manager certification matrix available
on My Oracle Support. To access the Enterprise Manager
certification matrix, follow the steps in Accessing the
Enterprise Manager Certification Matrix.
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Table 6-1 (Cont.) General Prerequisites for Installing Standalone Oracle

Management Agent
]

Requirement Description

IPv6 Host Requirements To support the deployment of an IPv6-enabled host, set
the following property to t r ue in the
$<ORACLE_HOVE>/ sysnan/ pr ov/ agent push/
agent push. properti es file:

oracl e. sysman. prov. agent push. | Pv6

6.2.2.4 Meeting the Management Agent Software Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLI

To install a standalone Management Agent on a host, the Management Agent software
for the host platform must be downloaded and applied using Self Update.

This section describes how to download and apply the Management Agent software
for different platforms using Self Update. In particular, it contains the following:

*  Acquiring the Management Agent Software in Online Mode

® Acquiring the Management Agent Software in Offline Mode

Note:

The Management Agent software for the OMS host platform is downloaded
and applied by default, so if the host on which you want to install a
Management Agent runs on the same platform as that of the OMS host, you
do not need to download and apply the Management Agent software for this
platform.

6.2.2.4.1 Acquiring the Management Agent Software in Online Mode

If Enterprise Manager has access to My Oracle Support via the Internet, it is said to
run in Online Mode.

To verify that Enterprise Manager is running in Online Mode, access the Offline
Patching page. To access this page, from the Setup menu, select Provisioning and
Patching, then select Offline Patching.

To download and apply the Management Agent software using Self Update when
Enterprise Manager is running in Online Mode, follow these steps:

1. Ensure that you have set up Self Update.

For information on setting up Self Update, see Using Self Update in the Oracle
Enterprise Manager Cloud Control Administration Guide.

2. From the Setup menu, select Extensibility, then select Self Update.

3. For Type, select Agent Software, then select Open from the Actions menu. The
Agent Software Updates page appears to show the Management Agent software
available for different platforms.

4. Select an update from the list of available updates. All entries other than the one
that matches the platform of the OMS host should show their status as Available.
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5. Click Download. The Schedule Download dialog opens.

Note:

The Download button is enabled only in the following cases:

You must have the privilege to download and apply in Self Update
Console.

You must have selected at least one Management Agent software row in
the table, and the Management Agent software must be in Available or
Download Failed status.

You must have configured the Software Library.
You must have configured the Self Update staging area.

You must have enabled the online mode for Self Update and set the My
Oracle Support credentials.

6. Select when to download the update. The following options are available:

* Immediately

¢ Later (specified time)

*  Whether or not to send a notification when the download is complete

7. Click Select. An Enterprise Manager job is created to download the Management
Agent software to Software Library.

Enterprise Manager starts downloading the archive from the Oracle Enterprise
Manager store. Wait for the download to complete (when in offline mode, the
system starts reading from the specified location).

When the download is complete, Enterprise Manager displays the Confirmation

page.

8. Once the download is complete, select the Management Agent, then click Apply.
This step will stage the Management Agent software in Software Library and make
it available to the Add Host Targets wizard, which you will use to install
Management Agents on hosts.

6.2.2.4.2 Acquiring the Management Agent Software in Offline Mode

If Enterprise Manager is not connected to My Oracle Support via the Internet, it is said
to run in Offline Mode.

To verify that Enterprise Manager is running in Offline Mode, access the Offline
Patching page. To access this page, from the Setup menu, select Provisioning and
Patching, then select Offline Patching.

From an Internet-enabled computer, download the catalog file using the following
URL: https:/ /updates.oracle.com/download/em_catalog.zip

Note: Upload the file using the options displayed in the Offline Patching
page.
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To download and apply the Management Agent software using Self Update when
Enterprise Manager is running in Offline Mode, follow these steps:

1. Ensure that you have set up Self Update.

For information on setting up Self Update, see Using Self Update in the Oracle
Enterprise Manager Cloud Control Administration Guide.

2. From the Setup menu, select Extensibility, then select Self Update.

3. On the Self Update home page, click Check Updates. A message is displayed that
contains the URL to be accessed to download a catalog of all updates.

4. Copy the downloaded file to either of the following:
¢ To any host that has a Management Agent and EM CLI installed

* To the Oracle Management Service (OMS) host (EM CLI is configured out of
box on the OMS host machine, so no setup is required)

5. Navigate to <OV5_HOVE> and log in to EM CLI, running the command as the
install user, for example:

./entli |ogin -usernane=sysnan
6. Synchronize EM CLI:
.lencli sync

7. Runtheentli inport_update_catal og command to import the archive into
the Oracle Management Service instance or the Management Agent you want to
update. For example:

.lenctli inport_update_catalog -onslocal -file=zip file absolute path

Before running this command, ensure that you have set up Software Library in
Cloud Control. For information on how to do this, see Setting Up Oracle Software
Library in the Oracle Enterprise Manager Lifecycle Management Administrator’s Guide.

Tip:

For a multi-OMS setup, runencl i hel p i nport _updat e_cat al og for
more options.

8. Return to the Self Update home page and do a refresh to see a count of new
updates in the Available Updates column.

9. For Type, select Agent Software, then select Open from the Actions menu. The
Agent Software Updates page appears to show the Management Agent software
available for different platforms.

10. Select an update from the list of available updates. All entries other than the one
that matches the platform of the OMS host should show their status as Available.

11. Click Download. A message displays with a URL and instructions.

12. From an Internet-enabled computer, download the file from the URL displayed in
Step 12. Do one of the following:
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e Copy the file to a Management Agent host and follow the instructions
displayed in Step 12.

¢ Copy the file to Oracle Management Service host and follow the instructions
displayed in Step 12.

At this stage, the update will show up in a downloaded state in the Self Update
home page.

13. Once the download is complete, select the Management Agent, then click Apply.
This step will stage the Management Agent software in Software Library and make
it available to the Add Host Targets wizard, which you will use to install
Management Agents on hosts.

6.2.2.5 Installing Standalone Management Agents Using Add Host Targets Wizard or
EM CLI

This section describes the actions involved in installing standalone Management
Agents. It consists of the following:

e Installing Standalone Management Agents Using Add Host Targets Wizard
¢ Format of the Host List File

¢ Installing Standalone Management Agents Using EM CLI

* Installing 12c Standalone Management Agents Using EM CLI

e Supported Additional Parameters for Installing Standalone Management Agents
Using Add Host Targets Wizard or EM CLI

Note:

If the OMS host is running on Microsoft Windows, and the OMS software was
installed in a drive other than C: \ , then update the SCRATCH _PATH variable
in $ORACLE_HOWVE\ oui \ prov\ resour ces

\ ssPat hs_nspl ats. properties.

For example, if the OMS software was installed in D: \ , ensure that you
update the SCRATCH_PATH variable to D: \ t npada

6.2.2.5.1 Installing Standalone Management Agents Using Add Host Targets Wizard

This section describes how to install 13c Management Agents using the Add Host
Targets Wizard.

To install fresh Management Agents using the Add Host Targets Wizard, follow these
steps:

1. Ensure that you have downloaded and applied the Management Agent software
for the platforms of the hosts on which you want to install Management Agents.

For information on how to download and apply the Management Agent software
for a platform, see Meeting the Management Agent Software Prerequisites for
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

2. In Cloud Control, do one of the following:
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From the Setup menu, select Add Target, then select Auto Discovery
Results. On the Auto Discovery Results page, under the Servers, Storage and
Network tab, select a host that you want to monitor from the displayed list,
then click Promote.

From the Setup menu, select Add Target, then select Add Targets Manually.
On the Add Targets Manually page, select Install Agent on Host.

3.  On the Host and Platform page, do the following:

a.

Accept the default name assigned for this session or enter a unique name of
your choice. The custom name you enter can be any intuitive name, and need
not necessarily be in the same format as the default name. For example,
add_host _operation_1.

* Session Mame | ADD_HOST_GUEST_SUPER_ADMIN May_10_2011 5:45:06_AM_UTC

A unique deployment activity name enables you to save the installation
details specified in this deployment session and reuse them in the future
without having to enter all the details all over again in the new session.

From the Add menu, select Manually to enter the fully qualified name and
select the platform of the host on which you want to install the Management
Agent.

The host names that are retrieved from the system for the installation may
include IP addresses and short names. However, it is recommended that you
provide fully qualified host names, such as f 00. mydomai n. com which
persist over the life of the host targets. This is recommended for ease of
maintenance and overall security.

Add Host Targets: Host and Platform

[ wizard enables you to nstall anagement Age

* SessionName ADD_HOST_SYSMAN_May_19_2016_3:5159_PM_UTC

b Agent Software Options

- Add v I Remove Platform  Differant for Each Host v

+ Manually Platform

& FromFile Linux x86-64

 Discovered Hosts
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Note:

*  Oracle recommends you to enter the fully qualified domain name of the
host. For monitoring purpose, Enterprise Manager Cloud Control adds
that host and the Management Agent with the exact name you enter here.

*  You must enter only one host name per row. Entering multiple host
names separated by a comma is not supported.

*  You must ensure that the host name does not contain underscores('_").

e If the platform name is appended with Agent Software Unavailable, then it
indicates that the software for that platform is not available on the OMS
host, and that you must download and apply it using Self Update. To
access Self Update, from the Setup menu, select Extensibility, then click
Self Update.

For more information on using Self Update to download and apply the
latest software, see Meeting the Management Agent Software
Prerequisites for Installing Standalone Management Agents Using Add
Host Targets Wizard or EM CLI.

Alternatively, from the Add menu, you can select either From File to add the
host names stored in a file, or Discovered Hosts to add the host names from a
list of hosts discovered by Enterprise Manager. For information on how the
host name entries must appear in the host file, see Format of the Host List
File.

Note:

When you select Discovered Hosts from the Add menu, and add hosts from a
list of discovered hosts, the host's platform is automatically detected and
displayed. The platform name is detected using a combination of factors,
including hints received from automated discovery and the platform of the
OMS host. This default platform name is a suggestion, so Oracle strongly
recommends you to verify the platform details before proceeding to the next
step.

If you are correcting the platform names, and if all the hosts run on the same
platform, then set the platform for the first host in the table and from the
Platform list, select Same for All Hosts. This will ensure that the platform
name you selected for the first host is also set for the rest of the hosts in the
table.

If you are correcting the platform names, and all the hosts run on different
platforms, from the Platform list, select Different for Each Host. Select the
correct platform for each host.
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Note:

If you reach this page (Host and Platform page) from the Auto Discovery
Results page, then the hosts you selected on that page automatically
appear in the table. In this case, you need to only validate the host names
and their platforms.

If you are installing a Management Agent on a platform that is different
from the platform on which the OMS is running, then ensure that you
have the software for that platform. If you do not have that software, then
go to the Self Update console within Enterprise Manager Cloud Control,
download the software, then apply it. For more information, see Meeting
the Management Agent Software Prerequisites for Installing Standalone
Management Agents Using Add Host Targets Wizard or EM CLI.

c. Click Next.

4. On the Installation Details page, do the following;:

a. In the Deployment Type section, select Fresh Agent Install.

4 Deployment Type: Fresh Agent Install

Selectthe type of deployment vou want to perform.

& Fresh Agent Install

Clone Existing Agent

Add Hostto Shared Agent

Platform

Agent Software

Version Hosts

Note:

If you have multiple hosts sharing a common mounted drive, then install the
Management Agents in two different phases:

In the Add Host Targets Wizard, select the deployment type Fresh Agent
Install, and install a Management Agent on the host where the drive is
shared.

In the Add Host Targets Wizard, select the deployment type Add Host to
Shared Agent, and install a Management Agent on all other hosts that
access the shared, mounted drive. (Here, you will select the Management
Agent you installed in the previous step as the master agent or shared
agent.)

b. From the table, select the first row that indicates the hosts grouped by their
common platform name.
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L

In the Installation Details section, provide the installation details common to
the hosts selected in Step 3 (b). For Installation Base Directory, enter the
absolute path to the agent base directory where you want the software
binaries, security files, and inventory files of the Management Agent to be
copied.

For example, / u01/ sof t war e/ eml3c/ agent basedi r/

If the path you enter does not exist, the application creates a directory at the
specified path, and copies the Management Agent software binaries, security
files, and inventory files there.

Note:

The Installation Base Directory is essentially the agent base directory. Ensure
that the directory you provide is empty. If a previously run deployment
session had failed for some reason, then you might see an
ADATMP_<timestamp> subdirectory in the agent base directory. In this case,
either delete the subdirectory and start a new deployment session, or retry the
failed session from the Add Host Status page.

For Instance Directory, accept the default instance directory location or enter
the absolute path to a directory of your choice where all Management Agent-
related configuration files can be stored.

For example, / u01/ sof t war e/ enmil3c/ agent basedi r/ agent _i nst

If you are entering a custom location, then ensure that the directory has write
permission. Oracle recommends you to maintain the instance directory inside
the agent base directory.

If the path you enter does not exist, the application creates a directory at the
specified path, and stores all the Management Agent-related configuration
files there.

From Named Credential list, select an appropriate profile whose credentials
can be used for setting up the SSH connectivity between the OMS and the
remote hosts, and for installing a Management Agent on each of the remote
hosts.

* Installation Base Directory

* Instance Directory
* Named Credential  Select v dap

Root Credential ~ Select v db
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Note:

* If you do not have a credential profile, or if you have one but do not see it
in the Named Credential list, then click the plus icon against this list. In
the Create New Named Credential window, enter the credentials and
store them with an appropriate profile name so that it can be selected and
used for installing the Management Agents. Also set the run privilege if
you want to switch over from the Named Credential you are creating, to
another user who has the privileges to perform the installation.

¢ If the plus icon is disabled against this list, then you do not have the
privileges to create a profile with credentials. In this case, contact your
administrator and either request him/her to grant you the privileges to
create a new profile or request him/her to create a profile and grant you
the access to view it in the Named Credential list.

e If you have manually set up SSH public key authentication between the
OMS and the remote hosts for a named credential, as described in Before
You Begin Installing Standalone Management Agents Using Add Host
Targets Wizard or EM CLIL you can select this credential from the Named
Credential list.

From the Root Credential list, select an appropriate root credential to obtain
privileges of a root user. This is an optional field. You may use this option
only when your credentials do not have certain privileges as that of a root
user. Use this along with your credentials.

For Privileged Delegation Setting, validate the Privilege Delegation setting
to be used for running the root scripts. By default, it is set to the Privilege
Delegation setting configured in Enterprise Manager Cloud Control.

For example, you can specify one of the following for the Privileged
Delegation Setting field:

lusr/bin/sudo -u YRUNAS% YCOVMMAND%

lusr/bin/sudo -u -S YRUNAS% YCOMMAND% (i f a pseudo terminal is required for
renote command execution via SSH)

lusr/bin/sesu - YRUNAS% - ¢ " %COMVANDYS

[usr/ bin/ pbrun %PROFI LE% - u %RUNAS% YUCOVVANDY%

lusr/bin/su - Y%RUNAS% -c " %COMVANDYS

If you leave the Privileged Delegation Setting field blank, the root scripts
will not be run by the wizard; you will have to run them manually after the
installation. For information about running them manually, see After
Installing Standalone Management Agents Using Add Host Targets Wizard
or EM CLL

This setting will also be used for performing the installation as the user set in
the Run As attribute of the selected Named Credential if you had set the user
while creating that Named Credential.

Note:

In the Privilege Delegation setting, the %RUNAS%is honored as the root user
for running the root scripts and as the user set in the Run As attribute of the
Named Credential for performing the installation.
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h. For Port, accept the default port (3872) that is assigned for the Management
Agent to communicate, or enter a port of your choice.

The custom port you enter must not be busy. If you are not sure, you can
leave this field blank. Enterprise Manager Cloud Control automatically
assigns the first available free port within the range of 1830 - 1849.

i.  (Optional) In the Optional Details section, enter the absolute path to an
accessible location where the preinstallation and postinstallation scripts you
want to run are available. Note that only shell scripts are supported, and only
one preinstallation or one postinstallation script can be specified.

If you want to run the script as r oot , then select Run as Root. If the script is
on the host where OMS is running and is not on the host where you want to
install the Management Agent, then select Script on OMS. In this case, the
script will be copied from the OMS host to the destination hosts, and then run
on the destination hosts.

j.  (Optional) For Additional Parameters, enter a whitespace-separate list of
additional parameters that you want to pass during the installation. For a
complete list of supported additional parameters, see Table 6-2.

For example, if you want to provide the inventory pointer location file, then
enter - i nvPt r Loc followed by the absolute path to the file location.
However, note that this parameter is supported only on UNIX platforms, and
not on Microsoft Windows platforms.

k. Repeat Step 3 (b) to Step 3 (i) for every other row you have in the table.

I. Click Next.

5. If you want to deploy Management Agents on the selected hosts in a rolling
manner, such that the deployment proceeds continuously from one deployment
phase to another, ignoring the failed hosts in each deployment phase, specify the
following in the $ORACLE_HOVE/ sysman/ pr ov/ agent push/
agent push. properti es file:

oracl e. sysman. prov. agent push. conti nuel gnori ngFai | edHost =t r ue

For more information about this deployment method, see Before You Begin
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

6. On the Review page, review the details you have provided for the installation and
do one of the following:

¢ If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

¢ If you want to cancel the deployment session for some reason, click Cancel.
You are automatically taken to the Add Targets Manually page.

* If you are satisfied with the details, then click Deploy Agent to install the
Management Agent. You are automatically taken to the Add Host Status page
that enables you to monitor the progress of the deployment session.

If you want to cancel a running deployment session, then on the Add Host
Targets page, click Cancel. Note that once you cancel the session, you cannot
track or resume the session in any way. However, the currently launched
commands on the remote hosts will continue to run until they are completed.
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To view the details or track the progress of all the Add Host sessions using
the Add Host Targets Wizard, from the Setup menu, select Add Target, then
click Add Targets Manually. On the Add Targets Manually page, click Install
Agent Results.

7. If a particular installation phase has failed or has a warning, review the details
provided for each phase in the Agent Deployment Details section of the Add Host
Status page, and do one of the following:

Note:

To find the cause of a failure, review the log files. One log file is generated per
host, so if you installed Management Agents on multiple hosts, then review all
the log files. For information on how to access the log files, refer to Overview of
the Installation and Configquration Log Files in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

e  Fix the problem by reviewing the error description carefully, understanding
its cause, and taking action as recommended by Oracle.

—  You can retry the deployment of Management Agents with the same
installation details.

To do so, on the Add Host Status page, click Retry and select Retry
Using Same Inputs.

- You can retry the deployment of Management Agents with modified
installation details.

To do so, on the Add Host Status page, click Retry and select Update
Inputs and Retry.

e Ignore the warning or failure, and continue with the session if you prefer.

—  You can choose to proceed with the deployment of Management Agents
only on those remote hosts that have successfully cleared the checks, and
you can ignore the ones that have Warning or Failed status.

To do so, on the Add Host Status page, click Continue and select
Continue, Ignoring Failed Hosts.

—  You can choose to proceed with the deployment of Management Agents
on all the hosts, including the ones that have Warning or Failed status.

Note that choosing this option will ignore the prerequisites in order to
allow the Management Agent installation to proceed. If you want to
proceed with this option, you must ensure that all the prerequisites are
met through manual methods. The practice of ignoring prerequisite
checks must be done only with the help of Oracle Support, or with a clear
understanding of the impact of bypassing these checks.

To do so, on the Add Host Status page, click Continue and select
Continue, All Hosts.

6.2.2.5.2 Format of the Host List File

In the Add Host Targets Wizard, you can click Load from File to add the hosts listed
in a file. However, ensure that the file you select has one of the following formats:
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*  Only the host name.
For Example,
host 1. exanpl e. com

host 2. exanpl e. com

Note:

If the host list file is in this format, ensure that you select the platform for each
added host from the drop down list.

¢ The host name followed by the platform name.
For Example,
host 1. exanpl e. com | i nux_x64
host 2. exanpl e. com ai x

The supported platform names are linux_x64, linux, solaris, hpunix, hpi,
linux64_zseries, aix, linux_ppc64, windows_x64, solaris_x64, and win32.

6.2.2.5.3 Installing Standalone Management Agents Using EM CLI

Note:

¢ Using EM CLI, you can install fresh Management Agents, install Shared
Agents, and clone existing Management Agents.

¢ Using EM CLI, you can install fresh Management Agents only on a single
platform in a single Add Host session. If you want to use EM CLI to
install fresh Management Agents on different platforms, then you must
create a separate Add Host session for each platform.

Note:

If the output of the EM CLI verbs mentioned in this section is misaligned or is
difficult to read, adjust your screen width by specifying an appropriate value
for the or acl e. sysman. prov. agent push. entl i Scr eenW dt h property
in the <ORACLE_HOVE>/ sysnan/ pr ov/ agent push/

agent push. properti es file.

To create an Add Host session and install fresh Management Agents using EM CLI,
follow these steps:

1. Log in to EM CLI from the / bi n directory present within the Oracle home:

$<ORACLE_HOVE>/ bi n/ enctli | ogin -usernane=<user_nane>

Once you run this command, EM CLI will prompt you for a password. Enter the
password for the user name you specified.

2. Synchronize EM CLI:

$<ORACLE_HOME>/ bi n/ entli sync
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3. Run the get _t ar get s verb to obtain the list of unmanaged hosts:

entli get_targets -unmanaged -targets="9% host" -format=nane:script

Make a note of the unmanaged hosts on which you want to install a Management
Agent.

To view more information on the syntax and the usage of the get _t ar get s verb,
run the following command:

$<ORACLE HOME>/ bin/entli help get _targets

4. Runthelist_add_host _pl at f or ms verb to obtain a list of the platforms for
which the Management Agent software is available in Software Library:

$<ORACLE_HOME>/ bin/entli |ist_add_host_platforns
[-all]
[ - noheader]
[-script | -format]

Note that the parameters mentioned in[ ] are optional.

For example, $<ORACLE_HOVE>/ bi n/ entli |ist_add_host_platforms -
al |

Figure 6-2 displays the output of this command.

Figure 6-2 Output of list_add_host_platforms -all

latform ID Platform Mame

26 Linux xB6-64

3 Oracle Solaris on SPARC (B4-bit) [Agent Software Unavailable]
B Linux =B85 [Agent Software Unavailable]

q HP-U¥ PA-RISC (B4-bit) [Agent Software Unawailablel

97 HP-U¥ Ttanium [Agent Software Unavailable]

11 IBM 54390 Based Linwx (21-bit) [PFoent Software Unawailable]

12 IBH ALY on POWER Systems (G4-bit) [Agent Software Unavailable]
e IEM: Lirwx on POWER Systems [Agent Software Unawvailable]

33 Microzoft Windows x64 (G4-bit) [Agent Software Unavailable]

E7 Oracle Solaris on x86-64 (G4-bit) [Agent Software Unavailable]
12 Hicrosoft Windows (32-bit) [Agent Software Unawailable]

09 [BM: Linux on System z [Agent Software Unawailablel

If the Management Agent software for a platform on which you want to install a
Management Agent is not available, download and apply it using Self Update. For
information on how to download and apply the Management Agent software for a
platform, see Meeting the Management Agent Software Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLL

Note:

If you want to install a Management Agent on a host that is running on the
Oracle Enterprise Linux 4.x 64-bit platform, Red Hat Enterprise Linux 4.x 64-
bit platform, or the SUSE Linux Enterprise 10 64-bit platform, ensure that the
32-bit version of the Management Agent software for the platform is
downloaded and applied using Self Update.

To view more information on the syntax and the usage of the
l'i st_add_host _pl at f or ms verb, run the following command:

$<ORACLE_HOVE>/ bi n/enctli help |ist_add_host_platforns
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5. If you want to deploy Management Agents on the selected hosts in a rolling
manner, such that the deployment proceeds continuously from one deployment
phase to another, ignoring the failed hosts in each deployment phase, specify the
following in the $<ORACLE_HQOVE>/ sysman/ pr ov/ agent push/
agent push. properti es file:

oracl e. sysnan. prov. agent push. cont i nuel gnori ngFai | edHost =t r ue

For more information about this deployment method, see Before You Begin
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

6. Run the submit _add_host verb to submit the Add Host session and install
Management Agents:

$<ORACLE_HOVE>/ bi n/ entli subnit_add_host
-host _nanmes="List of host nanes."
-platform="Platformid"
-installation_base_directory="Installation base directory."
-credential _name="Credential Nang"
-credential _owner="Credential Owner"]
-instance_directory="Instance directory"]
-port ="Agent port"]
-version_nanme="Col d | mage Version Nane"]
-imge_nanme="Col d | mage Nane"]
- sessi on_nanme="Depl oyment sessi on nane"]
-depl oynment _type="Type of agent depl oynment"]
-privilege_del egation_setting="Privilege delegation setting"]
-addi tional _parameters="paraneterl paranmeter2 ..."]
-sour ce_agent =" Sour ce agent"]
-mast er _agent ="Master agent"]
-input _file=properties_file:"Properties file"]
- predepl oy_script="Predepl oy script"]
- predepl oy_scri pt_on_ons]
-predepl oy_script_run_as_root]
-preinstallation_script="Preinstallation script"]
-preinstal lation_script_on_ons]
-preinstallation_script_run_as_root]
-postinstal | ation_script="Postinstallation script"]
-postinstall ation_script_on_ons]
-postinstal lation_script_run_as_root]
-configure_hybrid_cl oud_agent]
-hybrid_cl oud_gat eway_agent ="Hybrid C oud Gateway Agent"]
-hybrid_cl oud_gat eway_proxy_port="Hybrid C oud Gateway Proxy Port"]
-wait_for_conpletion]

— — — — — — —— — — — — — — — — — — — — — — — — —

Note that the parameters mentioned in[ ] are optional.

Note:

You can install a Shared Agent and clone a Management Agent by specifying
the - depl oynment _t ype option with the submi t _add_host verb. To install
a Shared Agent, specify - depl oyment _t ype=SHARED. To clone a
Management Agent, specify - depl oyment _t ype=CLONE. By default, the -
depl oynment _t ype option is set to FRESH, so if this option is not specified, a
fresh Management Agent is installed on the selected host.
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For example, $<ORACLE_HOME>/ bi n/ entli submi t_add_host -

host _nanes=exanpl e. com - pl at f or m=226 -
installation_base directory=/opt/agent -

credential _name=oracle -privilege_del egation_setting=sudo

This example installs a fresh Management Agent on the host exanpl e. com
having the platform ID 226, in the directory / opt / agent, using the named
credential or acl e.

The - pl at f or mparameter defines the platform ID. Every platform has a unique
platform ID associated with it. This association for various platforms is displayed
in the output of the | i st _add_host _pl at f or s verb, as shown in Figure 6-2.

The - cr edent i al _nane parameter defines the named credential that must be
used to install Management Agents on the specified hosts. If you have not created a
named credential, you can create one using the cr eat e_nanmed_cr edent i al
verb. For information on how to use this verb, seecreate_named_credential in the
Oracle Enterprise Manager Command Line Interface.

To view more information on the syntax and the usage of the submi t _add_host
verb, run the following command:

$<ORACLE _HOVE>/ bi n/ enctli hel p subm t_add_host

. Runthe get _add_host _st at us verb to view the status of the created Add Host
session:

$<ORACLE HOME>/ bin/entli get add host _status
-sessi on_nane

-detail s]

-show_only_fai | ed_host s]

-host _nane]

-noheader]

-script | -format]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enmL3c/ or acl ehome/ bi n/ enctl i
get _add_host _status -
sessi on_nane=ADD HOST_SYSMAN Dec 27 2012 3:02:28 AM PST

This example displays the status of the
ADD_HOST_SYSMAN Dec_17_2012_2: 02: 28_AM PST Add Host session.

To view the detailed Management Agent deployment status of a particular host,
run the get _add_host _st at us verb with the - host _namne parameter. For
example:

/u01l/ sof t war e/ emL3c/ or acl ehone/ bi n/ entli get _add_host _status
- sessi on_nanme=ADD_HOST_SYSMAN Dec_27_2012_3: 02: 28_AM PST -
host _nane=exanpl e. com

This command also displays the location of the log file for the deployment of a
Management Agent on the specified host. If the deployment failed, you can
investigate the failure by reviewing the log files. One log file is generated per host.

Figure 6-3 displays a sample output of the command.

Installing Oracle Management Agents 6-37



Installing Management Agents Using Agent Gold Images

Figure 6-3 Output of emcli get_add_host_status

adey[ piasanat_ade2uer ] [Piacanat@adsG160031 encoreld emcli get_add_host_status —session_nane=ADD_HOST_SYSHAN_Hay_20_2013_7:25:49_AH_PDT -host_nane= abcxyz example.com ¢
Host < Ahcoz examole com

PHS Log Locataon ¢ b xyz.example com &/ ader piaganat_adpevers aracledarkien/ ENGL_CHGL/ sysnans agentpushe s 2013-06-20_07 -25-43-AMt/prerealogs ]
Teploywent Phase  Desoription Status  Error
Initialization Remate Yalidations Succesded
Initial ization Transferring figent Software to Destination Host Suceeeded
Remote Prerequisite Is the software certified on the current operating systen? Sucreeded
Remote Prerequisite Are the required packages installed on the current operating sustew? Guccesded
Remote Prerequisite Is the softuare compatible with the current operating sustem? ucceedsd
Remote Prerequisite Checking for sufficient disk space in the Inventory Location Sucreeded
Remote Prerequisite Checking for write permissions on the inventory. Sucreeded
Remote Prerequisite Checking TineZore ssttings..,. Succesded
Remote Prerequisite Checking Agent Bass Directory Ounership,,, Sucsesded
Remote Prerequisite Checking for port availability and hostname validity... Suceeeded

Remote Prerequisite Checking old Dracle Home existence in the inventory... Succeeded
i Succesded

s ation ent_home already registered uith the inventory? Succeeded
Remote Prerequizite Can the host communicate with the OMS using HTTP(S)? Succeeded
Remote Prersquisite [oss the Privilege Dalegation tonl exist onjghe remste host? Succesded
Remote Prerequisite Do you have the privileges to run as root using the Privilege Delegation tool? Succesded

Alternatively, to know where the Management Agent log files are located, see
Owerview of the Installation and Configuration Log Files in the Oracle Enterprise
Manager Cloud Control Advanced Installation and Configuration Guide.

Runthel i st _add_host _sessi ons verb to view the details or track the progress
of all the Add Host sessions:

$<ORACLE_HOME>/ bin/entli |ist_add_host_sessions
[ - host _nane]
[ - sessi on_nane]
[-match_al ]
[ - noheader]
[-script | -format]

For example, $<ORACLE_HOME>/ bi n/ entli |ist_add_host _sessions -
host _nane=exanpl e. com

This example displays all the Add Host sessions that the host exanpl e. comwas a
part of.

To view more information on the syntax and the usage of the
get _add_host _status and thel i st _add_host _sessi ons verb, run the
following commands:

$<ORACLE_HOME>/ bi n/entli hel p get_add_host _status
$<ORACLE_HOME>/ bin/entli help Iist_add_host_sessions

8. If the output of the get _add_host _st at us EM CLI verb mentions that a
particular installation phase has failed or has a warning, do one of the following;:

¢  Fix the problem by reviewing the error description carefully, understanding its
cause, and taking action as recommended by Oracle.

—  You can retry the deployment of Management Agents with the same
installation details.

To do so using EM CLI, use ther et ry_add_host verb, with the -
retry_usi ng_same_i nput s option:

$<ORACLE_HOVE>/ bin/ emcli retry_add_host
-sessi on_nane
-retry_using_sanme_i nputs
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
retry_add_host -

sessi on_nane=' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -retry_using same_inputs
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—  You can retry the deployment of Management Agents with modified
installation details.

To do so using EM CLI, use ther et ry_add_host verb, with the -
updat e_i nput s_and_r et ry option:

$<ORACLE_HOVE>/ bin/encli retry_add_host

- sessi on_nane="sessi on_name"

-retry_using_sanme_inputs | -update_inputs_and retry"
-host _names="Host names"]
-platfornm="Platformid"]
-installation_base_directory="Installation base directory"]
-credential _nane="Credential Nange"]
-credential _owner="Credential Oner"]
-instance_directory="Instance directory"]
-port="Agent port"]
-depl oynent _type="Type of agent depl oyment"]
-privilege_del egation_setting="Privilege del egation setting"]
-addi tional _paraneters="paraneterl parameter2 ..."]
-sour ce_agent =" Sour ce agent"]
-mast er _agent ="Master agent"]
-preinstallation_script="Preinstallation script"]
-preinstal lation_script_on_ons]
-preinstallation_script_run_as_root]
-postinstal lation_script="Postinstallation script"]
-postinstal lation_script_on_ons]
-postinstal lation_script_run_as_root]
-configure_hybrid_cl oud_agent]
-hybrid_cl oud_gat eway_agent ="Hybrid C oud Gateway Agent"]
-hybrid_cl oud_gat eway_proxy_port="Hybrid C oud Gateway Proxy

Port"]
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
retry_add_host -

sessi on_nanme=' ADD HOST_SYSMAN Apr_21 2013_8: 02: 28_AM PS
T -update_inputs_and retry -credential name=oracl e2

This example retries the deployment of Management Agents for the
ADD HOST_SYSMAN_Apr_21_2013_8: 02: 28_AM PST Add Host
session, using the or acl e2 named credential.

To view more information on the syntax and the usage of the
retry_add_host verb, run the following command:

$<ORACLE _HOME>/ bin/entli help retry_add_host
Ignore the warning or failure, and continue with the session if you prefer.

—  You can choose to proceed with the deployment of Management Agents
only on those remote hosts that have successfully cleared the checks, and
you can ignore the ones that have Warning or Failed status.

To do so using EM CLI, use the cont i nue_add_host verb, with the -
conti nue_i gnoring_fail ed_host s option:

$<ORACLE_HQOVE>/ bi n/ encli continue_add_host
-sessi on_nane
-continue_ignoring_failed_hosts
[-wait_for_conpletion]
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Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
continue_add_host -

sessi on_nane=' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -continue_ignoring failed hosts.

You can choose to proceed with the deployment of Management Agents
on all the hosts, including the ones that have Warning or Failed status.

Note that choosing this option will ignore the prerequisites in order to
allow the Management Agent installation to proceed. If you want to
proceed with this option, you must ensure that all the prerequisites are
met through manual methods. The practice of ignoring prerequisite checks
must be done only with the help of Oracle Support, or with a clear
understanding of the impact of bypassing these checks.

To do so using EM CLI use the cont i nue_add_host verb, with the -
continue_al | _host s option:

$<ORACLE HOVE>/ bi n/emcli continue_add host
- sessi on_nane
-continue_all _hosts
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
continue_add_host -

sessi on_name=' ADD_HOST_SYSMAN Apr 21 2013 8:02:28 AM PS
T -continue_all_hosts

To view more information on the syntax and the usage of the
cont i nue_add_host verb, run the following command:

$<ORACLE_HOVE>/ bi n/ entli hel p continue_add_host

Note:

For more information on how to use the EM CLI verbs mentioned in this
section, refer EMCLI Overview and Concepts in the Oracle Enterprise Manager
Command Line Interface.

6.2.2.5.4 Installing 12¢ Standalone Management Agents Using EM CLI

Note:

You can install 12¢ (12.1.0.5 ) Management Agents certified only on Oracle
Enterprise Linux 5.x and RHEL 5.x.

Fresh 12c¢ Management Agent (12.1.0.5) deployment is not supported on
Windows, AIX, HPia64, and Solaris platforms.

Fresh 12c Management Agent deployment using Agent Gold Image is not
supported.

Plug-in bundle patch is not supported. Use only agent core patch.
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Note:

If the output of the EM CLI verbs mentioned in this section is misaligned or is
difficult to read, adjust your screen width by specifying an appropriate value
for the or acl e. sysman. prov. agent push. entl i Scr eenW dt h property
in the <ORACLE_HOVE>/ sysman/ pr ov/ agent push/

agent push. properti es file.

Starting from 13.2, you can install 12c Management Agents using EM CLI.

Note: Make sure that 12.1.0.5 Agent software is applied on OMS or available
in the software library. If the Agent software is not available, then download
the 12.1.0.5 Agent Software and apply it on OMS using Self Update.

To create an Add Host session and install fresh 12c Management Agents using EM
CLI, follow these steps:

1. Log in to EM CLI from the / bi n directory present within the Oracle home:

$<ORACLE_HOVE>/ bi n/ entli |ogin -usernane=<user_nane>

Once you run this command, EM CLI will prompt you for a password. Enter the
password for the user name you specified.

2. Synchronize EM CLI:
$<ORACLE_HOVE>/ bi n/ entli sync

3. Runthelist_add_host _pl atf or ms verb to obtain a list of the platforms for
which the Management Agent software is available in Software Library:

$<ORACLE_HOME>/ bin/entli |ist_add_host_platforns
[-all]
[ - noheader]
[-script | -format]

Note that the parameters mentioned in[ ] are optional.

For example, $<ORACLE_HOME>/ bi n/entli |ist_add_host _platforns -
al |

Figure 6-2 displays the output of this command.

Figure 6-4 Output of list_add_host_platforms -all
latform [0 Platform Mame

26 Linux xBE-64

3 Oracle Solariz on SPARC (B4-bit) [Agent Software Unavailable]
B Linux =86 [Agent Software Unavailable]

q HP-U¥ PA-RISC (B4-hit) [Agent Software Unawailable]

97 HP-U¥ Itanium [Agent Software Uhavailable]

11 IBM 5/390 Based Linux (31-bit) [PFgent Software Unawailable]

12 IBM AI¥ on POWMER Systems (Bd4-hit) [Agent Software Unawailable]
27 IBM: Linux on POWER Systems [Agent Software Unavailablel]

33 Hicrosoft Windows =64 (B4-bit) [PFgent Software Unawvailable]

E7 Oracle Solariz on xB6-64 (B4-bit) [Agent Software Unavailable]
12 Microsoft Windows (32-bit) [Agent Software Unawvailablel]

09 IBM: Lirux on System z [PAgent Software Unawvailable]
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If the Management Agent software for a platform on which you want to install a
Management Agent is not available, download and apply it using Self Update. For
information on how to download and apply the Management Agent software for a
platform, see Meeting the Management Agent Software Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLL

Note:

If you want to install a Management Agent on a host that is running on the
Oracle Enterprise Linux 4.x 64-bit platform, Red Hat Enterprise Linux 4.x 64-
bit platform, or the SUSE Linux Enterprise 10 64-bit platform, ensure that the
32-bit version of the Management Agent software for the platform is
downloaded and applied using Self Update. For more information on self
update, see Applying an Update in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide.

To view more information on the syntax and the usage of the
|'i st _add_host _pl at f or ns verb, run the following command:

$<ORACLE_HOVE>/ bi n/enctli help |ist_add_host_pl atforns

4. If you want to deploy Management Agents on the selected hosts in a rolling
manner, such that the deployment proceeds continuously from one deployment
phase to another, ignoring the failed hosts in each deployment phase, specify the
following in the $<ORACLE_HOVE>/ sysman/ pr ov/ agent push/
agent push. properti es file:

oracl e. sysman. prov. agent push. cont i nuel gnori ngFai | edHost =t r ue

For more information about this deployment method, see Before You Begin
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

5. Run the subnit _add_host verb to submit the Add Host session and install
Management Agents:

$<ORACLE_HOVE>/ bin/ encli submit_add_host
-host _names="List of host nanes."
-platform="Platformid"

-installation_base_directory="Installation base directory."
-credential _name="Credential Nang"
[-credential _owner="Credential Owner"]

[-port="Agent port"]
[-agent _version="Agent Version"]
[ - sessi on_nanme="Depl oyment sessi on nane"]
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

On UNIX Platforms:

For example, $<ORACLE_HOVE>/ bi n/ entli submit_add_host -

host _nanes=exanpl e. com - pl at f or m=226 -

installation_base _directory=/opt/agent -

credential _name=oracle -privil ege_del egation_setting=sudo -
agent _version="12.1.0.5.0"
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This example installs a fresh Management Agent on the host exanpl e. com
having the platform ID 226, in the directory / opt / agent, using the named
credential or acl e.

The - pl at f or mparameter defines the platform ID. Every platform has a unique
platform ID associated with it. This association for various platforms is displayed
in the output of the | i st _add_host _pl at f or s verb, as shown in Figure 6-2.

The - cr edent i al _nane parameter defines the named credential that must be
used to install Management Agents on the specified hosts. If you have not created a
named credential, you can create one using the cr eat e_nanmed_cr edent i al
verb. The - agent _ver si on parameter defines the agent version to be installed.
For information on how to use this verb, see Oracle Enterprise Manager Command
Line Interface.

On Microsoft Windows Platforms:

For example, / encl i submit_add_host -credential _name=oracle -
pl atform=233 -installation_base directory=C. \\basedir -
host _nanes=exanpl e. com -agent version="12.1.0.5.0"

To view more information on the syntax and the usage of the submi t _add_host
verb, run the following command:

$<ORACLE_HOME>/ bi n/ enctli hel p subm t_add_host

. Runthe get _add_host _st at us verb to view the status of the created Add Host
session:

$<ORACLE_HOVE>/ bi n/ encli get _add_host _status
-sessi on_nane

-details]

-show_only_fail ed_host s]

-host _nane]

-noheader ]

-script | -format]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ eniL3c/ or acl ehome/ bi n/ encl i
get _add_host _status -
sessi on_nane=ADD HOST_SYSMAN Dec 27 2012 3:02:28 AM PST

This example displays the status of the
ADD HOST_SYSMAN Dec_17_2012_2: 02: 28_AM PST Add Host session.

To view the detailed Management Agent deployment status of a particular host,
run the get _add_host _st at us verb with the - host _name parameter. For
example:

/u01/ sof t war e/ emL3c/ or acl ehone/ bi n/ entli get_add_host _stat us
-sessi on_nanme=ADD HOST _SYSMAN Dec 27 2012 3:02: 28 AM PST -
host _nane=exanpl e. com

This command also displays the location of the log file for the deployment of a
Management Agent on the specified host. If the deployment failed, you can
investigate the failure by reviewing the log files. One log file is generated per host.

Figure 6-3 displays a sample output of the command.
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Figure 6-5 Output of emcli get_add_host_status

adeyl piasanat_adp2ver ] [piacanat@adcGl60031 emcoreld emcli get_add_host_status —session_nane=ADD_HOST SYSHAN_HMay_20_2013_7:26:49_AH_PDT -host_nane= abexyz.example.com ¢
Host < Ahcoz examole com

DHE Tog Loataon ¢ abc Xz example com  §/aderpjaganat_adpEver oraceduorkem ENGL _OHGL/ sysnans agentpushe 7 201 3-05-20_07 - 25-43-A/prereqlogs ]
Teployment Phase  Description Status  Error
Initialization Remate Yalidations Succesded
Initialization Transferring fgent Softuare to Destination Host Succesded
Remote Prerequisite Is the software certified on the current operating systen? Sucreeded
Remote Prerequisite fre the required packages installed on the current operating sustew? Guccesded
Remote Prerequisite Is the softuare compatible with the current operating sustem? ucceedsd
Remote Prerequisite Checking for sufficient disk space in the Inventory Location Sucreeded
Remote Prerequisite Checking for write permissions on the inventory. Sucreeded
Remote Prerequisite Checking TineZore ssttings... Succesded
Remote Prerequisite Checking Agent Base Directory Ounership,,, Succesded
Remote Prerequisite Checking for port availability and hostname validity... Suceeeded

Femote Prerequisite Checking old Dracle Home existence in the inventory... Sucreeded
i

Succesded

i ilarning
ent_home already registered with the inventory? Succeeded

Is on
Femote Prerequisite Can the host communicate with the OMS using HTTRES)? Sucreeded
Remote Prerequizite Doss the Privilege Delegation tool sxist onlghe remote host? Succesded
Remote Prerequisite Do you have the privileges to run as root using the Privilege Delegation tool? Sucsesded

After executing the emcli submit add-hosts command, you can track the
deployment from Agent Push console by navigating to the following path:

a. From the Setup menu, select Add Targets, then select Add Targets Manually.

b. Click Install Agent Results.

Alternatively, to know where the Management Agent log files are located, see
Overview of the Installation and Configuration Log Files in the Oracle Enterprise
Manager Cloud Control Advanced Installation and Configuration Guide.

Runthel i st _add_host _sessi ons verb to view the details or track the progress
of all the Add Host sessions:

$<ORACLE_HOVE>/ bin/entli |ist_add_host_sessions
[-host _nane]
[ - session_nane]
[-match_alI]
[-noheader]
[-script | -format]
For example, $<ORACLE_HOME>/ bi n/ entli |ist_add_host _sessions -
host _nane=exanpl e. com

This example displays all the Add Host sessions that the host exanpl e. comwas a
part of.

To view more information on the syntax and the usage of the
get _add_host _status and thel i st _add_host _sessi ons verb, run the
following commands:

$<ORACLE_HOME>/ bi n/entli hel p get_add_host _status
$<ORACLE_HOVE>/ bin/entli help list_add_host_sessions

7. If the output of the get _add_host _st at us EM CLI verb mentions that a
particular installation phase has failed or has a warning, do one of the following;:

¢  Fix the problem by reviewing the error description carefully, understanding its
cause, and taking action as recommended by Oracle.

—  You can retry the deployment of Management Agents with the same
installation details.

To do so using EM CLI, use ther et ry_add_host verb, with the -
retry_usi ng_sanme_i nput s option:

$<ORACLE_HOVE>/ bi n/encli retry_add_host
-sessi on_nane
-retry_using_sane_i nputs
[-wait_for_conpletion]
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Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
retry_add_host -

sessi on_nane=' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -retry_using same_inputs

—  You can retry the deployment of Management Agents with modified
installation details.

To do so using EM CLIL use ther et ry_add_host verb, with the -
updat e_i nput s_and_r et ry option:

$<ORACLE_HOME>/ bin/entli retry add_host

-sessi on_nanme="sessi on_name"

-retry_using_same_inputs | -update_inputs_and_retry"
-host _names="Host names"]
-platform="Platformid"]
-installation_base_directory="Installation base directory"]
-credential _name="Credential Nane"]
-credential _owner="Credential Oaner"]
-instance_directory="Instance directory"]
-port ="Agent port"]
-depl oynment _type="Type of agent depl oyment"]
-privilege_del egation_setting="Privilege del egation setting"]
-addi tional _paraneters="paraneterl parameter2 ..."]
-sour ce_agent =" Sour ce agent"]
-mast er _agent ="Master agent"]
-preinstallation_script="Preinstallation script"]
-preinstallation_script_on_ons]
-preinstallation_script_run_as_root]
-postinstal | ation_script="Postinstallation script"]
-postinstal | ation_script_on_ons]
-postinstal lation_script_run_as_root]
-configure_hybrid_cl oud_agent]
-hybrid_cl oud_gat eway_agent ="Hybrid C oud Gateway Agent"]
-hybrid_cl oud_gat eway_proxy_port="Hybrid C oud Gateway Proxy

Port"]
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
retry_add _host -

sessi on_nanme=' ADD_HOST_SYSMAN Apr_21 2013_8: 02: 28_AM PS
T -update_inputs_and retry -credential name=oracl e2

This example retries the deployment of Management Agents for the
ADD_HOST_SYSMAN Apr_21_2013_8: 02: 28_AM PST Add Host
session, using the or acl e2 named credential.

To view more information on the syntax and the usage of the
retry_add_host verb, run the following command:

$<ORACLE _HOVE>/ bin/entli help retry_add_host
Ignore the warning or failure, and continue with the session if you prefer.

—  You can choose to proceed with the deployment of Management Agents
only on those remote hosts that have successfully cleared the checks, and
you can ignore the ones that have Warning or Failed status.
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To do so using EM CLI, use the cont i nue_add_host verb, with the -
continue_i gnoring_fail ed_hosts option:

$<ORACLE_HOME>/ bi n/ entli continue_add_host
-sessi on_nane
-continue_ignoring_failed_hosts
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
continue_add_host -

sessi on_nane="' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -continue_ignoring failed hosts.

- You can choose to proceed with the deployment of Management Agents
on all the hosts, including the ones that have Warning or Failed status.

Note that choosing this option will ignore the prerequisites in order to
allow the Management Agent installation to proceed. If you want to
proceed with this option, you must ensure that all the prerequisites are
met through manual methods. The practice of ignoring prerequisite checks
must be done only with the help of Oracle Support, or with a clear
understanding of the impact of bypassing these checks.

To do so using EM CLI use the cont i nue_add_host verb, with the -
continue_al | _host s option:

$<ORACLE HOVE>/ bin/enmcli continue_add host
-sessi on_nane
-continue_all _hosts
[-wait_for_conpletion]

Note that the parameters mentioned in[ ] are optional.

For example, / u01/ sof t war e/ enL3c/ or acl ehone/ bi n/ entl i
continue_add_host -

sessi on_name=' ADD HOST_SYSMAN Apr 21 2013 8:02:28 AM PS
T -continue_all_hosts

To view more information on the syntax and the usage of the
cont i nue_add_host verb, run the following command:

$<ORACLE_HOVE>/ bi n/ entli hel p continue_add_host

6.2.2.5.5 Supported Additional Parameters for Installing Standalone Management Agents Using
Add Host Targets Wizard or EM CLI

Table 6-2 lists the additional parameters supported for installing a new Management
Agent using the Add Host Targets Wizard or EM CLIL

Note that all the parameters mentioned in this section are case sensitive.
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Table 6-2 Supported Additional Parameters
- |

Parameter

Description

INVENTORY_LOCATION

Enter the absolute path to the Central Inventory
(oralnventory).

For example, | NVENTORY_LOCATI ON=$HOVE/
oral nventory

Important:

*  This parameter is supported only on Unix
platforms, and not on Microsoft Windows
platforms.

e  Ensure that you use this parameter only when no
other Oracle product is installed on the remote
host, and the Central Inventory
pointer / var / opt/ or acl e/ oral nst . | oc (for
Solaris and HP-UX platforms) or / et ¢/
oral nst. | oc (for other Unix platforms) does not
exist.

¢ If you use this parameter, ensure that you do not
use the - i nvPt r Loc parameter.

-invPtrLoc Enter the absolute path to the inventory file that has
the location of the Central Inventory (oralnventory).

For example, -i nvPtrLoc /tnp/oralnst.|oc

Important:

*  This parameter is supported only on Unix
platforms, and not on Microsoft Windows
platforms.

*  You can use this parameter even when another
Oracle product is already installed on the remote
host, and the Central Inventory
pointer / var / opt/ or acl e/ or al nst . | oc (for
Solaris and HP-UX platforms) or / et ¢/
oral nst. | oc (for other Unix platforms) exists.

e If you use this parameter, ensure that you do not
use the | NVENTORY_LOCATI ON parameter.

-enablePty Specify this parameter if the privilege delegation tool

you are using requires a pseudo terminal for remote
command execution via SSH. Most privilege delegation
tools such as pbrun, sesu, and su require a pseudo
terminal for remote command execution, by default.

You do not need to specify this parameter if you have
set the

oracl e. sysman. prov. agent push. enabl ePty
property to t r ue in the $<ORACLE_HOME>/ sysman/
prov/ agent push/ agent push. properti es file.

Ensure that you do not pass this parameter if the
Central Inventory exists.
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Table 6-2 (Cont.) Supported Additional Parameters
_______________________________________________________________________________|

Parameter Description
START_PRIORITY_LEVEL Use this parameter to specify the priority level of the
(For Unix based hosts only) Management Agent service when the host is

started. This parameter accepts values

between 0 and 99. However, Oracle recommends that
you provide a value between 91 and 99 for this
parameter.

For example, START_PRI ORI TY_LEVEL=95

If you do not include this parameter, it defaults to 98.

SHUT_PRIORITY_LEVEL Use this parameter to specify the priority level of the
Management Agent service when the host is shut
down. This parameter accepts values between 0 and
99.

For example, START_PRI ORI TY_LEVEL=95

If you do not include this parameter, it defaults to 19.

(For Unix based hosts only)

s_agentSrvcName (Only for Microsoft Windows) Enter a custom name for
the Management Agent service.

Every Management Agent appears as a service in
Microsoft Windows, and every Management Agent has
a default service name. If you want to assign a custom
name to identify it, then use this parameter.

For example, s_agent Sr vcNane=agent srvcl

Note: (For Microsoft Windows hosts) If you upgrade a
13.1.0.x Management Agent and you want to install
another Management Agent on the same host, which
points to a different OMS, ensure that you specify the
s_agent Sr vcName parameter while installing the
Management Agent, as described in the Installing
Oracle Management Agent in Silent Mode in the Oracle
Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.

START_AGENT=false Specify this parameter if you do not want the
Management Agent to start automatically once it is
installed and configured.

If you do not specify this parameter, the Management
Agent starts automatically once it is installed and
configured.
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Table 6-2 (Cont.) Supported Additional Parameters
_______________________________________________________________________________|

Parameter

Description

SCRATCHPATH

Specify this parameter if you do not have write
permission on /tmp or enough space on /tmp to use a
custom path for the software extraction other than /
tmp. Perform the following steps to override the /tmp
location:

e Update $OVB_HOVE/ oui / prov/ r esour ces/
ssPat hs_<pl at f or n». properti es for
SCRATCHPATH property. For example, if you
are deploying 13.2 agent on Linux x64 platform,
then you must update the property fil e -
ssPat hs_| i nuxx64. properti es with the
value SCRATCHPATH=/ u01/ app/ st age

¢  Inthe agent push console, pass
SCARTCHPATH=/ u01/ app/ st age in additional
parameter

b_secureAgent=false

Specify this parameter if you do not want the
Management Agent to be secured after the install. If
you do not specify this parameter, the Management
Agent is secured automatically after the install.

To secure the Management Agent manually after the
install, run the following command:

<AGENT_BASE_ DI RECTORY>/ agent _i nst/ bi n/
enctl/ secure agent

If you specify this parameter, ensure that you also
specify the OMS HTTP port, using the

EM _UPLOAD_PORT parameter.

For example, b_secur eAgent =f al se

EM UPLOAD PORT=4899

6.2.2.6 After Installing Standalone Management Agents Using Add Host Targets

Wizard or EM CLI

After you install a standalone Management Agent using the Add Host Targets Wizard

or EM CL], follow these steps:

1. Verify the installation on the Add Host Status page, or using the
get _add_host _st at us EM CLI verb. Review the progress made on each of the
phases of the deployment operation — Initialization, Remote Prerequisite Check,

and Agent Deployment.

In the Add Host Targets Wizard, after you click Deploy Agent to install one or
more Management Agents, you are automatically taken to the Add Host Status

page.

For information on using the get _add_host _st at us EM CLI verb, see Installing
Standalone Management Agents Using EM CLI.

2. If required, manually verify the installation:

a. Navigate to the Management Agent home and run the following command to
see a message that confirms that the Management Agent is up and running:

$<AGENT | NSTANCE_HOVE>/ bi n/ entt| status agent
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b. Navigate to the Management Agent home and run the following command to
see a message that confirms that EMD upload completed successfully:

$<AGENT_| NSTANCE_HQOVE>/ bi n/ entt| upl oad agent

c. From the Setup menu, select Manage Cloud Control, then select Agents. Verify
that the Management Agent you installed is up and running.

3. Verify whether all the plug-ins listed in $<AGENT_HOME>/ sysman/ i nstal | /
pl ugi ns. t xt were installed successfully. To do so, run the following command:

$<AGENT_| NSTANCE_HOVE>/ bi n/ entt| |istplugins agent -type all

4. If you have restrictive Privilege Delegation Provider (PDP) configuration settings,
enter the location of nnMbsudo in your PDP configuration file.

Enterprise Manager supports PDPs such as SUDO and PowerBroker that enable
administrators to restrict certain users from running certain commands.

In Enterprise Manager Cloud Control 13c, nmbsudo is located in the sbi n
directory that is in the agent home. For example, <AGENT_HOVE>/ sbi n/
nmosudo. In Enterprise Manager Cloud Control 12¢ Release 2 (12.1.0.2), Release 3
(12.1.0.3), Release 4 (12.1.0.4), Release 5 (12.1.0.5), nnosudo is located in the sbhi n
directory that is in the agent base directory. For example,

<AGENT_BASE_DI RECTORY>/ sbi n/ nnbsudo. In Enterprise Manager Cloud
Control 12¢ Release 1 (12.1.0.1) [with or without Bundle Patch 1], nnosudo is
located in the agent instance directory. For example,

<AGENT_| NSTANCE_HOME>/ bi n/ nnosudo.

Therefore, when you install a 13c Management Agent, you must modify your PDP
configuration file to update the new location of nnosudo.

For example, if you use SUDO as your PDP, the configuration file for SUDO is
typically / et c/ sudoer s. In this file, update the following entry with the new
location to nnmosudo.

sudouser ALL : oracle /eminstall/basedir/sbin/nnosudo *

5. (Only for UNIX Operating Systems) If you had ignored the prerequisite check
warning about not having root privileges, SUDO/PBRUN binaries, or SUDO/
PBRUN privileges, then manually run the following scripts as a root user from each
of the hosts where the installation was done. If you do not have SUDO/PBRUN

privileges, then request your Administrator who has the privileges to run these
scripts.

¢ If this is the first Oracle product you just installed on the host, then run the
or ai nst Root . sh script from the inventory location specified in the
oral nst. | oc file that is available in the Management Agent home.

For example, if the inventory location specified in the or al nst . | oc file is
$HOVE/ or al nvent ory, then run the following command:

$HOVE/ or al nvent ory/ or ai nst Root . sh

® Runtheroot. sh script from the Management Agent home:
$<AGENT_HOME>/ r oot . sh

6. If you had ignored a prerequisite check warning about wrong time zone settings,
run the following command and follow the steps it displays:
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$<AGENT_| NSTANCE_HQOVE>/ bi n/ entt| reset TZ agent

7. By default, the host and the Management Agent get automatically added to the
Enterprise Manager Cloud Control console for monitoring. None of the targets
running on that host get automatically discovered and monitored.

To monitor the other targets, you need to add them to Enterprise Manager Cloud
Control either using the Auto Discovery Results page, the Add Targets Manually
page, or the discovery wizards offered for the targets you want to monitor.

For information about discovering targets in Enterprise Manager Cloud Control,
refer to Overview of Discovering and Adding Targetsin the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

8. If you installed a Management Agent on a host that has Oracle Fusion Applications
deployed on it, the Management Agent must have access to a set of configuration
files for the business metrics feature to function properly. If the Management Agent
user is in the same group as the Oracle Fusion Applications install user, ensure that
the following files have 640 access:

<DOMAI N_HOME>/ confi g/ f mconfi g/ j ps-confi g-j se. xm
<DOVAI N_HOME>/ confi g/ f mconf i g/ pol i cy-accessor-config. xm
<DOVAI N_HOVE>/ confi g/ f muconf i g/ boot st rap/ cwal | et . sso

Note:

e If Oracle Management Agents 13c (13.2.0.x) hang frequently or do not
respond on Solaris 10ux operating systems, then refer to document ID
1427773.1 on My Oracle Support.

¢ To know the location where a Management Agent is deployed on a
Microsoft Windows host, that is, the Management Agent Oracle home,
access <| NVENTORY_LOCATI ON>\ i nvent ory. xm , then search for
HOVE NAME="agent 13c1". The value of the LOC parameter denotes the
Management Agent Oracle home.

For example, in the following line of C: \ Pr ogr am Fi | es\ Or acl e
\inventory. xnm, D:\agent 13cr 2\ agent _13. 2. 0. 0. 0 denotes the
Management Agent Oracle home:

<HOVE NAME="agent 13cl" LOC="D:
\'agent 13cr 2\ agent _13. 2. 0. 0. 0" TYPE="O' | DX="10">

*  You can repoint your existing Management Agents to a new Oracle
Management Service (OMS). For information on how to do this, see
Redirecting Oracle Management Agent to Another Oracle Management Service
in the Oracle Enterprise Manager Cloud Control Advanced Installation Guide.

When you repoint your existing Management Agents to a new OMS, you
cannot move the targets monitored by the Management Agents, the target
history, and the Management Agent history. The monitored targets and
the history data is lost.

6.2.2.7 Creating an Agent Gold Image

An Agent Gold Image represents the ideal state of a Management Agent in a data
center, having customized configurations of the desired versions of the Management

Installing Oracle Management Agents 6-51



Installing Management Agents Using Agent Gold Images

Agent software, the desired versions of the monitoring plug-ins, and the desired
patches.

You can create an Agent Gold Image, using either of the following methods:
¢ Creating an Agent Gold Image Using Gold Agent Images Home Page
® C(Creating an Agent Gold Image Using EM CLI

6.2.2.7.1 Creating an Agent Gold Image Using Gold Agent Images Home Page

To create an Agent Gold Image, follow these steps:

1. From the Setup menu, select Manage Cloud Control, then select Gold Agent
Images.

2. Click Manage All Images.
3. Click Create.

4. Specify the gold image name, a description (optional), and the platform of the
source Management Agent that you want to use to create the Agent Gold Image
versions. Ensure that you use only a standalone Management Agent as the source,
and not a central agent.

5. Click Submit.

6.2.2.7.2 Creating an Agent Gold Image Using EM CLI

When you create an Agent Gold Image version using EM CLI, the Agent Gold Image
gets automatically created.

To create an Agent Gold Image by creating an Agent Gold Image version using EM
CLL see Creating an Agent Gold Image Version Using EM CLL
6.2.3 Creating an Agent Gold Image Version

An Agent Gold Image is expected to undergo revisions whenever you plan to upgrade
your Management Agents, upgrade the plug-ins deployed on your Management
Agents, deploy new plug-ins on your Management Agents, or deploy new patches on
your Management Agents or plug-ins. Each of these sequential revisions of an Agent
Gold Image is termed as a Agent Gold Image version.

You can create an Agent Gold Image version, using either of the following methods:
* Creating an Agent Gold Image Version Using Gold Agent Images Home Page

e Creating an Agent Gold Image Version Using EM CLI

6.2.3.1 Creating an Agent Gold Image Version Using Gold Agent Images Home Page

To create an Agent Gold Image version, follow these steps:
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Note:

If the configuration properties of the source Management Agent were changed
for some reason in the emd.properties file, then before creating an agent gold
image version using that source Management Agent, reload the configuration
properties of that Management Agent. To do so, run the following command:

enct| rel oad agent

. From the Setup menu, select Manage Cloud Control, then select Gold Agent
Images.

. Click the name of the required Agent Gold Image.
. Click Manage Image Versions and Subscriptions.
. Select the Versions and Drafts tab, then from the Actions menu, select Create.

. Specify an image version name, and a description for the image version, if
required.

When you create an image version and update a Management Agent with it,
Enterprise Manager Cloud Control uses the image version name you provide here
to create a subdirectory in the agent base directory for the Management Agent
being updated.

For example, if the agent base directory of the Management Agent being updated
is/ u01/ sof t war e/ eml3c/ agent basedi r, and the agent home is / u01/

sof t war e/ emL3c/ agent basedi r/ agent _13. 2. 0. 0. 0, and if you provide
OPB_BP1 as the image version name, then when you update the Management
Agent with the image version, a new subdirectory / u01/ sof t war e/ enl3c/
agent basedi r/ Gol dl mage_OPB_BP1/ agent _13. 2. 0. 0. O is created. The
word limit for the image version name is 20 characters.

. If you want to create the gold image version using a source Management Agent, for
Create image by, select Selecting a source agent, then specify the source
Management Agent that you want to use. In this case, you can also specify the
following:

*  Work Directory: The working directory that must be used to create the Agent
Gold Image. The default working directory is $AGENT_| NSTANCE_HOVE/
i nstal | . Ensure that you have minimum 750MB space in this location.

* Configuration Properties: The Management Agent configuration properties
separated by ";" that must be captured while creating the Agent Gold Image.
The names of these properties can be found in the $AGENT_| NSTANCE_HOVE/

sysman/ confi g/ emd. properti es file.

*  Exclude Files: The list of files that you want to exclude from the Agent Base
Directory of the source agent while creating the Agent Gold Image. Ensure that
you provide the complete file path. If there are two or more files, then
separated them by a semicolon (;).

However, if you want to create the gold image version by importing an existing
gold image version, for Create image by, select Importing an image, then specify
the location of the gold image version that you want to import. In order to be able
to import an image, the image should already be staged. If you have not already
staged the image for this purpose, see Managing the Lifecycle of an Agent Gold Image
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in the Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide.

7. Click OK.

A job that creates the Agent Gold Image version is submitted to the Enterprise
Manager job system. You can view the status of this job on the Gold Agent Image
Activities page, in the Image Activities tab.

6.2.3.2 Creating an Agent Gold Image Version Using EM CLI
To create an Agent Gold Image version using EM CLI, follow these steps:

Note:

If the configuration properties of the source Management Agent were changed
for some reason in the emd.properties file, then before creating an agent gold
image version using that source Management Agent, reload the configuration
properties of that Management Agent. To do so, run the following command:

enct| rel oad agent

1. Log in to EM CLI from the / bi n directory present within the Oracle home:

$<ORACLE_HOVME>/ bi n/ entli | ogin -usernane=<user_nane>

Once you run this command, EM CLI will prompt you for a password. Enter the
password for the user name you specified.

2. Synchronize EM CLI:
$<ORACLE _HOME>/ bi n/ entli sync

3. Runthecreate_gol d_agent _i mage verb to create an Agent Gold Image using
the specified source Management Agent or by importing an already created image
from another Enterprise Management System:

<ORACLE_HOME>/ bi n/entli create_gol d_agent _i mage

-i mage_nane="gol d_i mage_nane"

-versi on_nanme="gol d_i mage_versi on_nang"

-source_agent | -import_l ocation="source_agent|inport_| ocation"
-gol d_i mage_descri ption="gol d_i mage_description"]
-wor ki ng_di rect ory="working_directory_| ocati on"]
-config_properties= "agent_configuration_properties"]
-exclude files= "list_of files_directories_to_exclude"]

—_————

Note that the parameters mentioned in[ ] are optional.

Table 6-3 lists and describes the parameters supported for creating an Agent Gold
Image version using EM CLL

Table 6-3 Supported Parameters for Creating an Agent Gold Image Version

Parameter Description
-i mage_nane Agent Gold Image name to which the created Agent Gold
Image must be added.
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Table 6-3 (Cont.) Supported Parameters for Creating an Agent Gold Image

Version

Parameter

Description

-versi on_nane

Version name of the Agent Gold Image.

When you create an image version and update a Management
Agent with it, Enterprise Manager Cloud Control uses the
image version name you provide here to create a subdirectory
in the agent base directory for the Management Agent being
updated.

For example, if the agent base directory of the Management
Agent being updated is / u01/ sof t war e/ en.3c/

agent basedi r, and the agent home is / u01/ sof t war e/
eml3c/ agent basedi r/ agent _13. 2. 0. 0. 0, and if you
provide OPB_BP1 as the image version name, then when you
update the Management Agent with the image version, a new
subdirectory / u01/ sof t war e/ enml3c/ agent basedi r/

Gol dl mage_OPB_BP1/ agent _13. 2. 0. 0. 0 is created. The
word limit for the image version name is 20 characters.

- sour ce_agent

Management Agent to be used as the source to create the
Agent Gold Image.

To view a list of the Management Agents that can be used as a
source to create a gold image, runencl i get_targets -
target="oracle_end".

-inmport_l ocation

Location where the Agent Gold Image is staged for creating
the gold agent image version. This location is accessible from
all the OMS instances.

gol d_i mage_descrip
tion

Description of the Agent Gold Image.

-wor ki ng_di rectory

Working directory to be used to create the Agent Gold Image.
The default working directory is
$AGENT_INSTANCE_HOME/install. Minimum free space
required is 1 GB.

-config _properties

Management Agent configuration properties separated by \";
\" that must be captured while creating the Agent Gold
Image. For example, MaxThread;GracefulShutdown.

-exclude_files

List of files or directories separated by \";\" that must be
excluded from the gold agent image version. For example,
agent _13.2.0.0.0/cfgtool | ogs/

agent Depl oy; agent _13. 2. 0. 0. 0/ oui . Ensure that you
provide only the relative path to the files and directories and
not the absolute path.

Examples:

¢ The following example creates an Agent Gold Image OPC_AGI_DB_JUL_13,
using exanpl e. com 3872 as the source Management Agent, and adds the
gold image version to the gold image OPC_DB_MONITORING:

<ORACLE_HOME>/ bi n/ entli create_gol d_agent inage -
sour ce_agent =exanpl e. com 3872 -
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versi on_nanme=0OPC_AG DB JUL_13 -
i mage_nanme=0PC_DB_MONI TORI NG

¢ The following example creates an Agent Gold Image OPC_AGI_DB_JUL_13,
using ex anpl e. com 3872 as the source Management Agent, / t np as the
working directory, and adds the gold image version to the gold image
OPC_DB_MONITORING:

<ORACLE_HOMVE>/ bi n/entli create_gol d_agent inage -
sour ce_agent =exanpl e. com 3872 -

versi on_nane=OPC_ AGd DB JUL 13 -

i mage_nanme=0PC_DB_MONI TORI NG -wor ki ng_di rectory=/tnp

¢ The following example creates an Agent Gold Image OPC_AGI_DB_JUL_13
using gold image software staged at import location / abc/ st age:

<ORACLE_HOMVE>/ bi n/ entli create_gol d_agent i nage -

i mport | ocati on=/ abc/stage -version_nane=OPC_ Ad DB JUL 13
-i mage_nanme=0PC_DB_MONI TORI NG

6.2.4 Setting a Particular Agent Gold Image Version as the Current Version

The up-to-date version of an Agent Gold Image that you want to use to standardize
the Management Agents in your enterprise is termed as the current version of the
Agent Gold Image.

When an Agent Gold Image version is created, it is marked as a draft version. Setting a
draft version of an Agent Gold Image as the current version indicates that the gold
image version is ready to be used to mass deploy or mass update Management
Agents. Once an image is set to Active (Current), you cannot revert it to a draft or a
restricted version.

You can set a particular Agent Gold Image version as the current version, using either
of the following methods:

®  Setting a Particular Agent Gold Image Version as the Current Version Using Gold
Agent Images Home Page

®  Setting a Particular Agent Gold Image Version as the Current Version Using EM
CLI

6.2.4.1 Setting a Particular Agent Gold Image Version as the Current Version Using
Gold Agent Images Home Page

To set a draft version of an Agent Gold Image as the current version, follow these
steps:

1. From the Setup menu, select Manage Cloud Control, then select Gold Agent
Images.

2. Click the name of the required Agent Gold Image.
3. Click Manage Image Versions and Subscriptions.

4. Select the Versions and Drafts tab. Select the gold image version that you want to
set as the current version, then click Set Current Version.

A job that promotes the Agent Gold Image draft version to the current version is
submitted to the Enterprise Manager job system. You can view the status of this job
on the Gold Agent Image Activities page, in the Image Activities tab.
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6.2.4.2 Setting a Particular Agent Gold Image Version as the Current Version Using
EM CLI

To set a particular Agent Gold Image version as the current version using EM CLI,

follow these steps:

1. Log in to EM CLI from the / bi n directory present within the Oracle home:

$<ORACLE_HOME>/ bi n/entli |ogin -username=<user_name>

Once you run this command, EM CLI will prompt you for a password. Enter the
password for the user name you specified.

2. Synchronize EM CLI:
$<ORACLE_HOVE>/ bin/entli sync

3. Run the pr oot e_gol d_agent _i mage verb to promote the Agent Gold Image
version to the Current maturity level:

<ORACLE_HOVME>/ bi n/ entli pronote_gol d_agent i mage -
ver si on_nanme="gol d_i mage_ver si on_nanme" -maturity="Current/
Restricted/ Draft™

The - ver si on_nanme parameter defines the Agent Gold Image version name that
you want to promote.

The - mat ur i t y parameter defines the gold image maturity level.

For example, to promote the Agent Gold Image OPC_AG _DB_JUL_13 to the
Current maturity level, run the following:

<ORACLE_HOVME>/ bi n/ entli pronote_gol d_agent i mage -
versi on_nanme=0OPC_AGd DB JUL_13 -maturity=Current

6.2.5 Installing Management Agents Using an Agent Gold Image

You can install new Management Agents using Agent gold images, by using either of
the following methods:

¢ Installing Management Agents Using an Agent Gold Image Using Add Host
Targets Wizard

¢ Installing Management Agents Using an Agent Gold Image Using EM CLI

Note:

You cannot install, update, or upgrade a Shared Agent (NFS Agent) using an
Agent Gold Image. For information about Shared Agents, see Overview of
Installing Shared Agents in the Oracle Enterprise Manager Cloud Control Advanced
Installation and Configuration Guide.
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6.2.5.1 Installing Management Agents Using an Agent Gold Image Using Add Host
Targets Wizard

Note:

To view a visual demonstration of how to deploy Oracle Management Agents
using Agent Gold Images, access the following URL and click Begin Video.

htt ps://apexapps. oracl e. coni pl s/ apex/f?
p=44785: 24: 0: : : 24: P24_CONTENT_I D, P24_PREV_PAGE: 12754, 1

To install new Management Agents using an Agent Gold Image, follow these steps:

1. Access the Add Host Targets Wizard in one of the following ways:

Option 1: From the Add Targets Manually Page
From the Setup menu, select Add Target, then select Add Targets Manually.

Option 2: From the Gold Agent Images Console

From the Setup menu, select Manage Cloud Control, then select Gold Agent
Images.

On the Gold Agent Images page, in the table that lists all the Agent Gold
Images, click the gold image you want to use for deploying new Management
Agents.

On the gold image page, click Manage Image Versions and Subscriptions.
Then, on the Manage Image: <gold image> page, click the Subscriptions tab.
Finally, in the Subscriptions tab, click Add Host.

2. On the Add Host Targets: Host and Platform page, do the following:

a.

Accept the default name assigned for this session or enter a unique name of
your choice. The custom name you enter can be any intuitive name, and need
not necessarily be in the same format as the default name. For example,
add_host _operation_1.

* Spesion Mame | ADD_HOST_GUEST_SUPER_ADMIN_May_10_2011_5:45:06_AM_UTC

A unique deployment activity name enables you to save the installation
details specified in this deployment session and reuse them in the future
without having to enter all the details all over again in the new session.

If you followed Option 1 in Step (1) to reach the Add Host Targets: Host and
Platform page, then from the Options drop-down list, select With Gold
Image. Then, from the Image Name drop-down list, select the gold image
you want to use, and from the Image Version drop-down list, select the
version of the gold image you want to use.

If you followed Option 2 in Step (2) to reach the Add Host Targets: Host and
Platform page, then you do not have to select anything from the Options,
Image Name, and Image Version drop-down lists.
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From the Add menu, select Manually to enter the fully qualified name and
select the platform of the host on which you want to install the Management
Agent.

The host names that are retrieved from the system for the installation may
include IP addresses and short names. However, it is recommended that you
provide fully qualified host names, such as f 00. mydomai n. com which
persist over the life of the host targets. This is recommended for ease of
maintenance and overall security.

Add Host Targets: Host and Platform
IS wizad enables you fo nsall Management Agents o unmanage host, ihereby con'verting et manage hosts. Enfer  session name, and valdat (oradd) e Nosis an thlrplators on which you want o insal e Management Agent
* SessionName ADD_HOST_SYSMAN_May_19_2016_3:51:59_PM_UTC

b Agent Software Options

- Add v I Remove Platform  Different for Each Host v
Platform
& FromFile Linux x86-64 ¥
 Discovered Hosts
Note:

*  Oracle recommends you to enter the fully qualified domain name of the
host. For monitoring purpose, Enterprise Manager Cloud Control adds
that host and the Management Agent with the exact name you enter here.

*  You must enter only one host name per row. Entering multiple host
names separated by a comma is not supported.

*  You must ensure that the host name does not contain underscores('_").

¢ If you reach this page (Host and Platform page) from the Auto Discovery
Results page, then the hosts you selected on that page automatically
appear in the table. In this case, you need to only validate the host names
and their platforms.

Alternatively, from the Add menu, you can select either From File to add the
host names stored in a file, or Discovered Hosts to add the host names from a
list of hosts discovered by Enterprise Manager. For information on how the
host name entries must appear in the host file, see Format of the Host List
File.

Add Target

B—
Host and Platform Installation Details  Revie

Add Host Targets: Host and Platform

This wizard enables you to install Management Agents on unmanaged hosts, thereby converting them to managed hosts. Enter a session name, and validate {or add) the hosts and their |

* Session Name  ADD_HOST_1_Apr_25_2014_8:05:22_AM_UTC

gpadd |+ 3@ Remove Platform  Different for Each Host [=]
4 Manually Platform
[# From ﬁ"@ Linux x86-64 E\

[Ed Discovered Hosts
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d.

Note:

When you select Discovered Hosts from the Add menu, and add hosts from a
list of discovered hosts, the host's platform is automatically detected and
displayed. The platform name is detected using a combination of factors,
including hints received from automated discovery and the platform of the
OMS host. This default platform name is a suggestion, so Oracle strongly
recommends you to verify the platform details before proceeding to the next
step.

If you are correcting the platform names, and if all the hosts run on the same
platform, then set the platform for the first host in the table and from the
Platform list, select Same for All Hosts. This will ensure that the platform
name you selected for the first host is also set for the rest of the hosts in the
table.

If you are correcting the platform names, and all the hosts run on different
platforms, from the Platform list, select Different for Each Host. Select the
correct platform for each host.

Click Next.

3. On the Installation Details page, do the following:

a.

In the Deployment Type section, select Fresh Agent Install.

4 Deployment Type: Fresh Agent Install
Selectthe type of deployment you want to perform.

& Fresh AgentInstall
Clone Existing Agent
Add Hostto Shared Agent

Agent Software

Version sl

Platform

From the table, select the first row that indicates the hosts grouped by their
common platform name.

In the Installation Details section, provide the installation details common to
the hosts selected in Step 3 (b). For Installation Base Directory, enter the
absolute path to the agent base directory where you want the software
binaries, security files, and inventory files of the Management Agent to be
copied.

For example, / u01/ sof t war e/ enl3c/ agent basedi r/

If the path you enter does not exist, the application creates a directory at the
specified path, and copies the Management Agent software binaries, security
files, and inventory files there.
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Note:

The Installation Base Directory is essentially the agent base directory. Ensure
that the directory you provide is empty.

The directory name you enter here is appended with the name of the Agent
Gold Image you have selected for deployment. For example, if you enter abd
as the directory name, and if you used the gold image named G _V2, then the
installation base directory is named G _V2_abd.

If a previously run deployment session had failed for some reason, then you
might see an ADATMP_<timestamp> subdirectory in the agent base
directory. In this case, either delete the subdirectory and start a new
deployment session, or retry the failed session from the Add Host Status page.

For Instance Directory, accept the default instance directory location or enter
the absolute path to a directory of your choice where all Management Agent-
related configuration files can be stored.

For example, / u01/ sof t war e/ eml3c/ agent basedi r/ agent _i nst

If you are entering a custom location, then ensure that the directory has write
permission. Oracle recommends you to maintain the instance directory inside
the agent base directory.

If the path you enter does not exist, the application creates a directory at the
specified path, and stores all the Management Agent-related configuration
files there.

From Named Credential list, select an appropriate profile whose credentials
can be used for setting up the SSH connectivity between the OMS and the
remote hosts, and for installing a Management Agent on each of the remote
hosts.

bz
” Installation Base Directory

* Instance Directory
* Named Credential | Select v odb

Root Credential  Select v ab
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g.

Note:

* If you do not have a credential profile, or if you have one but do not see it
in the Named Credential list, then click the plus icon against this list. In
the Create New Named Credential window, enter the credentials and
store them with an appropriate profile name so that it can be selected and
used for installing the Management Agents. Also set the run privilege if
you want to switch over from the Named Credential you are creating, to
another user who has the privileges to perform the installation.

¢ If the plus icon is disabled against this list, then you do not have the
privileges to create a profile with credentials. In this case, contact your
administrator and either request him /her to grant you the privileges to
create a new profile or request him/her to create a profile and grant you
the access to view it in the Named Credential list.

e If you have manually set up SSH public key authentication between the
OMS and the remote hosts for a named credential, as described in Before
You Begin Installing Standalone Management Agents Using Add Host
Targets Wizard or EM CLIL you can select this credential from the Named
Credential list.

For Privileged Delegation Setting, validate the Privilege Delegation setting
to be used for running the root scripts. By default, it is set to the Privilege
Delegation setting configured in Enterprise Manager Cloud Control.

For example, you can specify one of the following for the Privileged
Delegation Setting field:

lusr/bin/sudo -u YRUNAS% YCOVMMAND%

fusr/bin/sudo -u -S Y%RUNAS% YCOMMAND% (i f a pseudo terminal is required for
renote command execution via SSH)

lusr/bin/sesu - YRUNAS% - ¢ " %COMVANDYS

[usr/ bin/ pbrun %PROFI LE% - u %RUNAS% YUCOVIVANDY%

lusr/bin/su - Y%RUNAS% -c " %€COMVANDYS

If you leave the Privileged Delegation Setting field blank, the root scripts
will not be run by the wizard; you will have to run them manually after the
installation. For information about running them manually, see After
Installing Standalone Management Agents Using Add Host Targets Wizard
or EM CLL

This setting will also be used for performing the installation as the user set in
the Run As attribute of the selected Named Credential if you had set the user
while creating that Named Credential.

Note:

In the Privilege Delegation setting, the %RUNAS%is honored as the root user
for running the root scripts and as the user set in the Run As attribute of the
Named Credential for performing the installation.

For Port, accept the default port (3872) that is assigned for the Management
Agent to communicate, or enter a port of your choice.
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j-

k.

The custom port you enter must not be busy. If you are not sure, you can
leave this field blank. Enterprise Manager Cloud Control automatically
assigns the first available free port within the range of 1830 - 1849.

(Optional) In the Optional Details section, enter the absolute path to an
accessible location where the preinstallation and postinstallation scripts you
want to run are available. Note that only shell scripts are supported, and only
one preinstallation or one postinstallation script can be specified.

If you want to run the script as r oot , then select Run as Root. If the script is
on the host where OMS is running and is not on the host where you want to
install the Management Agent, then select Script on OMS. In this case, the
script will be copied from the OMS host to the destination hosts, and then run
on the destination hosts.

Note:

Since you are using a gold image that already carries the patches and the
configuration of a stable Management Agent, make sure you do not add any
postinstallation scripts that will reapply or reconfigure the Management
Agent you are deploying.

(Optional) For Additional Parameters, enter a whitespace-separate list of
additional parameters that you want to pass during the installation. For a
complete list of supported additional parameters, see Table 6-2.

For example, if you want to provide the inventory pointer location file, then
enter - i nvPt r Loc followed by the absolute path to the file location.
However, note that this parameter is supported only on UNIX platforms, and
not on Microsoft Windows platforms.

Repeat Step 3 (b) to Step 3 (i) for every other row you have in the table.
Click Next.

If you want to deploy Management Agents on the selected hosts in a rolling
manner, such that the deployment proceeds continuously from one deployment
phase to another, ignoring the failed hosts in each deployment phase, specify the
following in the <ORACL_HOVE>/ sysman/ pr ov/ agent push/

agent push. properti es file:

oracl e. sysman. pr ov. agent push. cont i nuel gnori ngFai | edHost =t r ue

For more information about this deployment method, see Before You Begin
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

On the Review page, review the details you have provided for the installation and
do one of the following:

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

If you want to cancel the deployment session for some reason, click Cancel.
You are automatically taken to the Add Targets Manually page.
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e If you are satisfied with the details, then click Deploy Agent to install the
Management Agent. You are automatically taken to the Add Host Status page
that enables you to monitor the progress of the deployment session.

If you want to cancel a running deployment session, then on the Add Host
Targets page, click Cancel. Note that once you cancel the session, you cannot
track or resume the session in any way. However, the currently launched
commands on the remote hosts will continue to run until they are completed.

To view the details or track the progress of all the Add Host sessions using
the Add Host Targets Wizard, from the Setup menu, select Add Target, then
click Add Targets Manually. On the Add Targets Manually page, click Install
Agent Results.

6. If a particular installation phase has failed or has a warning, review the details
provided for each phase in the Agent Deployment Details section of the Add Host
Status page, and do one of the following:

Note:

To find the cause of a failure, review the log files. One log file is generated per
host, so if you installed Management Agents on multiple hosts, then review all
the log files. For information on how to access the log files, refer to Overview of
the Installation and Configuration Log Files in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

¢  Fix the problem by reviewing the error description carefully, understanding
its cause, and taking action as recommended by Oracle.

- You can retry the deployment of Management Agents with the same
installation details.

To do so, on the Add Host Status page, click Retry and select Retry
Using Same Inputs.

- You can retry the deployment of Management Agents with modified
installation details.

To do so, on the Add Host Status page, click Retry and select Update
Inputs and Retry.

¢ Ignore the warning or failure, and continue with the session if you prefer.

- You can choose to proceed with the deployment of Management Agents
only on those remote hosts that have successfully cleared the checks, and
you can ignore the ones that have Warning or Failed status.

To do so, on the Add Host Status page, click Continue and select
Continue, Ignoring Failed Hosts.

—  You can choose to proceed with the deployment of Management Agents
on all the hosts, including the ones that have Warning or Failed status.

Note that choosing this option will ignore the prerequisites in order to
allow the Management Agent installation to proceed. If you want to
proceed with this option, you must ensure that all the prerequisites are
met through manual methods. The practice of ignoring prerequisite

6-64 Oracle Enterprise Manager Cloud Control Basic Installation Guide



Installing Management Agents Using Agent Gold Images

checks must be done only with the help of Oracle Support, or with a clear
understanding of the impact of bypassing these checks.

To do so, on the Add Host Status page, click Continue and select
Continue, All Hosts.

6.2.5.2 Installing Management Agents Using an Agent Gold Image Using EM CLI

Note:

e Using EM CLI, you can install fresh Management Agents, install Shared
Agents, and clone existing Management Agents.

e Using EM CLI, you can install fresh Management Agents only on a single
platform in a single Add Host session. If you want to use EM CLI to
install fresh Management Agents on different platforms, then you must
create a separate Add Host session for each platform.

To create an Add Host session and install Management Agents using an Agent Gold
Image using EM CLI, follow these steps:

1. Log in to EM CLI from the / bi n directory present within the Oracle home:

$<ORACLE_HOVME>/ bi n/ entli |ogin -usernane=<user_nane>

Once you run this command, EM CLI will prompt you for a password. Enter the
password for the user name you specified.

2. Synchronize EM CLI:
$<ORACLE_HOVE>/ bi n/ entli sync
3. Runthe get _targets verb to obtain the list of unmanaged hosts:

encli get_targets -unmanaged -targets="% host" -
f or mat =nane: scri pt

Make a note of the unmanaged hosts on which you want to install a Management
Agent.

To view more information on the syntax and the usage of the get _t ar get s verb,
run the following command:

$<ORACLE_HOVE>/ bin/entli help get_targets

4. Runthelist_add_host_pl atf or ms verb to obtain a list of the platforms for
which the Management Agent software is available in Software Library:

$<ORACLE_HOVE>/ bin/entli |ist_add_host _platforns
[-all]
[-noheader]
[-script | -format]
Note that the parameters mentioned in[ ] are optional.

For example, $<ORACLE_HOME>/ bi n/ entli |ist_add_host _platforns -
al |

Figure 6-2 displays the output of this command.
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Figure 6-6 Output of list_add_host_platforms -all

latform IT Platform Mame

26 Linux xBE-64

3 Oracle Solaris on SPARC (B4-bit) [Agent Software Unavailable]
B Linux 86 [Agent Software Unavailable]

9 HP-U¥ PA-RISC (G4-bit) [Agent Software Unawailablel

a7 HP-U¥ Ttanium [Agent Software Unavailable]

11 IBM 54390 Bazed Linux (31-bit) [Agent Software Unawailable]

12 IBH ALY on POMER Systems (G4-bit) [Agent Software Unavailable]
27 IBM: Lirwx on POWNER Systems [Agent Software Unawvailable]

33 Microzoft Windows x64 (B4-bit) [Agent Software Unavailablel]

57 Oracle Solaris on x86-64 (B4-bit) [Agent Software Unawailable]
12 Hicrosoft Windows (32-bit) [Agent Software Unawailablel

09 [BM: Linux on System z [Agent Software Unawailablel

If the Management Agent software for a platform on which you want to install a
Management Agent is not available, download and apply it using Self Update. For
information on how to download and apply the Management Agent software for a
platform, see Meeting the Management Agent Software Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLL

To view more information on the syntax and the usage of the
l'i st _add_host _pl at f or ms verb, run the following command:

$<ORACLE_HOVE>/ bin/entli help list_add_host_platforns

5. If you want to deploy Management Agents on the selected hosts in a rolling
manner, such that the deployment proceeds continuously from one deployment
phase to another, ignoring the failed hosts in each deployment phase, specify the
following in the <ORACLE_HQOVE>/ sysman/ pr ov/ agent push/
agent push. properti es file:

oracl e. sysman. prov. agent push. conti nuel gnori ngFai | edHost =t r ue

For more information about this deployment method, see Before You Begin
Installing Standalone Management Agents Using Add Host Targets Wizard or EM
CLL

6. Run the submi t _add_host verb to submit the Add Host session and install
Management Agents:

$<ORACLE_HOVE>/ bi n/ entli subnit_add_host
-host _nanes="Li st of host names."
-platform="Platformid"
-installation_base_directory="Installation base directory."
-credential _nanme="Credential Nang"
-credential _owner="Credential Owner"]
-instance_directory="Instance directory"]
-port="Agent port"]
-version_nanme="CGol d | mage Version Nane"]
-imge_nane="Col d | mage Nane"]
-sessi on_nanme="Depl oyment sessi on nane"]
-depl oynent _type="Type of agent depl oynent"]
-privilege_del egation_setting="Privilege delegation setting"]
-addi tional _parameters="paraneterl paraneter2 ..."]
-source_agent =" Sour ce agent"]
-mast er _agent ="Mast er agent"]
-input _file=properties_file:"Properties file"]
-predepl oy_scri pt="Predepl oy script"]
-predepl oy_scri pt _on_ons]
-predepl oy_script_run_as_root]
-preinstallation_script="Preinstallation script"]

——— e e e e e e — —
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[-preinstallation_script_on_ons]
[-preinstallation_script_run_as_root]

[-postinstal lation_script="Postinstallation script"]
[-postinstallation_script_on_ons]

[-postinstal lation_script_run_as_root]
[-configure_hybrid_cloud_agent]

[-hybrid_cl oud_gat eway_agent="Hybrid C oud Gateway Agent"]
[-hybrid_cl oud_gat eway_proxy_port="Hybrid C oud Gateway Proxy Port"]

[-wait_for_conpletion]

Note that the parameters mentionedin[ ] are optional.

Table 6-4 lists and describes the parameters supported for submitting an Add Host
session which installs Management Agents on unmanaged hosts, thereby
converting them to managed hosts.

Table 6-4 Supported Parameters for Submitting an Add Host Session
- - -~ _______________|]

Parameter Description

- host _nanes The names of the hosts where the agents need to be
installed, separated by a semi colon.

-platform The ARU platform ID of the hosts where the agent

need to be installed.

install ation_base_directo
ry

The directory where the Management Agent will be
installed. Provide this parameter in double quotes if
it is a MS-DOS/Windows style path.

-credential _name

The named credential to be used for installing the
Management Agent.

-credenti al _owner

The owner of the named credential.

-instance_directory

The instance directory of the Management Agent.
Provide this parameter in double quotes if it is a MS-
DOS/Windows style path.

- port

The port through which the Management Agent
should communicate with the OMS.

-versi on_name

The Agent Gold Image name to be used for
deployment. Run entl i

i st_gol d_agent _i mages to view a list of Agent
Gold Images.

- sessi on_nane

The session name which uniquely identifies the Add
Host session.
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Table 6-4 (Cont.) Supported Parameters for Submitting an Add Host Session
.

Parameter

Description

- depl oyrment _t ype

The type of Management Agent deployment.

You can install a Shared Agent and clone a
Management Agent by specifying the -

depl oynment _t ype option with the

submi t _add_host verb. To install a Shared Agent,
specify - depl oynment _t ype=SHARED. To clone a
Management Agent, specify -

depl oynment _t ype=CLONE. By default, the -

depl oynent _t ype option is set to FRESH, so if this
option is not specified, a fresh Management Agent is
installed on the selected host.

privil ege_del egation_sett
ing

The privilege delegation setting for installing an
Management Agent and running the root script.

-addi ti onal _paraneters

Additional parameters for installing a Management
Agent.

- sour ce_agent

The source Management Agent for installing a
cloned Management Agent.

- mast er _agent

The master Management Agent for installing a
shared Management Agent.

-input_file

The properties file containing the Management
Agent installation inputs.

-preinstallation_script

The script that you want to run before installing the
Management Agent. Provide this parameter in
double quotes if it is a MS-DOS/Windows style path.

preinstallation_script_on
_ons

Indicates that the preinstallation script resides on the
OMS host.

preinstallation_script_ru
n_as_r oot

Runs the preinstallation script as the root user.

-postinstallation_script

The script you want to run after installing the
Management Agent. Provide this parameter in
double quotes if it is a MS-DOS/Windows style path.

postinstallation_script_o
n_ons

Indicates that the postinstallation script resides on
the OMS host.

postinstall ation_script_r
un_as_r oot

Runs the postinstallation script as the root user.

configure_hybrid_cl oud_ag
ent

Enables you to deploy a management agent on a
hybrid cloud.
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Table 6-4 (Cont.) Supported Parameters for Submitting an Add Host Session
]

Parameter Description

The Management Agent that provides a

hybri d_cl oud_gat eway_agen communication channel between the Oracle Public

t

Cloud virtual hosts and the OMS deployed in your
private network.

The port on which the Hybrid Cloud Agent can

hybri d_cl oud_gat eway_prox communicate with the Hybrid Cloud Gateway

y_port Proxy.
-wai t _for_conpl etion Runs the Add Host operation synchronously.
Examples:

To submit an Add Host session on the host example.com, having platform ID
226, with/opt/agent as the installation base directory, using the named
credential oracle and privilege delegation setting / usr/ bi n/ sudo -u
YRUNASY% AUCOVVANDY run the following command:

$<ORACLE _HOVE>/ bi n/ entli subnit_add_host -

host _nanes=exanpl e. com - pl at f or m=226 -
installation_base_directory=/opt/agent -

credenti al _name=oracl e -

privil ege_del egati on_setting="/usr/bin/sudo -u YRUNAS%
YCOMVANDYS

To submit an Add Host session on the host exanpl e2. com having platform
ID 233, with C: \ agent as the installation base directory, using the named
credential or acl e, run the following command:

$<ORACLE_HOME>/ bi n/ entli subm t_add_host -
host _nanes=exanpl e2. com - pl at f or =233 -
installation_base directory="C:\agent"
credenti al _nane=oracl e

To submit an Add Host session using the inputs provided in the properties
file/ opt /i nput s. t xt, run the following command:

$<ORACLE _HOVE>/ bin/entli subnit_add_host -
i nput _file=properties_file:/opt/inputs.txt

To submit an Add Host session of type CLONE, on the host exanpl e. com
having platform ID 226, with/ opt/agent as the installation base directory,
exanpl el. com 3872 as the source agent, using the named credential

or acl e, run the following command:

$<ORACLE_HOME>/ bi n/ entli subm t_add_host -

host _nanes=exanpl e. com - pl at f or m=226 -
installation_base directory=/opt/agent -
credenti al _nane=oracl e -depl oynent type=CLONE -
sour ce_agent =exanpl el. com 3872

To submit an Add Host session of type SHARED, on the host example.com,
having platform ID 226, with/ opt/agent/agent _i nst as the instance
directory, exanpl el. com 3872 as the master agent, using the named
credential or acl e, run the following command:
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$<ORACLE HOME>/ bin/entli submit_add_host -

host _nanes=exanpl e. com - pl at f or m=226 -

i nstance_di rectory=/opt/agent/agent _inst -
credenti al _name=or acl e -depl oynent _t ype=SHARED -
mast er _agent =exanpl el. com 3872

To view more information on the syntax and the usage of the submi t _add_host
verb, run the following command:

$<ORACLE _HOMVE>/ bi n/ encli hel p subm t_add_host

7. Run the get add_host st at us verb to view the status of the created Add Host
session:

$<ORACLE_HOME>/ bi n/ entli get_add_host _status
-sessi on_nane
[-details]
[-show only_failed_hosts]
[ - host _nane]
[ - noheader]
[-script | -format]

Note that the parameters mentionedin|[ ] are optional.

For example, $<ORACLE_HOVE>/ bi n/ entli get_add_host_status -
sessi on_nane=ADD_HOST_SYSMAN Dec_27 2012_3: 02: 28_AM PST

This example displays the status of the
ADD HOST_SYSWMAN Dec_17_2012_2: 02: 28_AM PST Add Host session.

To view the detailed Management Agent deployment status of a particular host,
run the get _add_host _st at us verb with the - host _nane parameter. For
example:

$<ORACLE_HOVE>/ bin/ entli get_add_host_status -
sessi on_name=ADD_HOST_SYSMAN Dec_27_2012_3: 02: 28_AM PST -
host _nane=exanpl e. com

This command also displays the location of the log file for the deployment of a
Management Agent on the specified host. If the deployment failed, you can
investigate the failure by reviewing the log files. One log file is generated per host.

Figure 6-3 displays a sample output of the command.

Figure 6-7 Output of emcli get_add_host_status

ade:l piasanat_adp2uer ] [piaganat@adsGl80031 encorel$ emcli gef_add_host_status —session_nans=ADI_HOST SYSHAN_Hay_20_2013_7:25:43_AH_PIT -host_nane= sbc xyz example com
Ho=xt + aho

xzeamolecom

pr Tog Losataon ¢ e xyz.example com &/ ader pJaganat_adpevers aracledvarkien/ENGL_CHGL sysnans agentpushe /201 3-06-20_07 -25—43-AMt/prereqlogs ]
Teploywent Phase  Desoription Status  Error
Initial ization Remate Walidations Sucreeded
Initial ization Transferring figent Software to Destination Host Sucreeded
Remote Prerequisite Is the softuare certified on the current operating susten? Succesded
Remote Prerequisite fire the required packages installed on the current operating sustew? Sucsesded
Remote Prerequisite Is the softuare compatible with the current operating system? uceeeded
Remote Prerequisite Checking for sufficient disk space in the Inventory Location Sucreeded
Remote Prerequisite Checking for write permissiors on the inventory, Succesded
Remote Prerequisite Checking TineZone ssttings.,.,. Sucoesded
Remote Prerequisite Checking fgent Base Directory Ownership... Sucreeded
Remote Prerequisite Checking Far port awailability and hostname validity... Succeeded
Remote Prerequisite Checking old Dracle Home existence in the inventory,,. Succesded

Is the host name walid? Succesded
e Is there any existing agent home on th ? Warning

Is the installation base directory or nt howe already registersd with the inventory? Succeedsd

Remote Prerequisite Can the host communicate with the OMS using HTTP(S)? Succesded

Remote Prerequisite loes the Privilege Telegation tonl exist onlghe remate host? Succeeded

Remate Prerequisite Do_you have the privileges to run as root using the Privilege Delegation tool? Sucreeded

Alternatively, to know where the Management Agent log files are located, see
Overview of the Installation and Configuration Log Files in the Oracle Enterprise
Manager Cloud Control Advanced Installation and Configuration Guide.

Run the | i st _add_host _sessi ons verb to view the details or track the progress
of all the Add Host sessions:
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$<ORACLE_HOVE>/ bin/encli |ist_add_host _sessions
[-host _nane]
[-session_nane]
[-match_al ]
[-noheader]
[-script | -format]
For example, $<ORACLE_HOME>/ bi n/ entli |ist_add_host_sessions -
host _nane=exanpl e. com

This example displays all the Add Host sessions that the host exanpl e. comwas a
part of.

To view more information on the syntax and the usage of the
get _add_host _status and thel i st_add _host sessi ons verb, run the
following commands:

$<ORACLE_HOVE>/ bin/encli hel p get_add_host _status
$<ORACLE_HOVE>/ bin/encli help |ist_add_host_sessions

. If the output of the get _add_host _st at us EM CLI verb mentions that a
particular installation phase has failed or has a warning, do one of the following;:

¢  Fix the problem by reviewing the error description carefully, understanding its
cause, and taking action as recommended by Oracle.

—  You can retry the deployment of Management Agents with the same
installation details.

To do so using EM CLI, use ther et ry_add_host verb, with the -
retry_usi ng_sane_i nput s option:

$<ORACLE_HOMVE>/ bi n/ emcli retry_add_host
-sessi on_nane
-retry_using_sanme_i nputs
[-wait_for_conpletion]

Note that the parameters mentioned in|[ ] are optional.

For example, $<ORACLE_HOME>/ bi n/ entli retry_add_host -
sessi on_nanme='" ADD HOST_SYSMAN Apr 21 2013 8:02: 28 AM PS
T -retry_using sanme_inputs

- You can retry the deployment of Management Agents with modified
installation details.

To do so using EM CLI, use ther et ry_add_host verb, with the -
updat e_i nput s_and_r et ry option:

$<ORACLE_HOVE>/ bin/encli retry_add_host

- sessi on_nanme="sessi on_name"

-retry_using_sanme_inputs | -update_inputs_and_retry"
-host _names="Host names"]
-platfornm="Platformid"]
-installation_base_directory="Installation base directory"]
-credential _nane="Credential Nane"]
-credential _owner="Credential Oner"]
-instance_directory="Instance directory"]
-port="Agent port"]
-depl oynment _type="Type of agent depl oyment"]
-privilege_del egation_setting="Privilege del egation setting"]
-addi tional _paraneters="paraneterl parameter2 ..."]
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[-source_agent ="Source agent"]

[-master _agent="Master agent"]

[-preinstallation_script="Preinstallation script"]

[-preinstallation_script_on_ons]

[-preinstallation_script_run_as_root]

[-postinstal lation_script="Postinstallation script"]

[-postinstallation_script_on_ons]

[-postinstal lation_script_run_as_root]

[-configure_hybrid_cloud_agent]

[-hybrid_cl oud_gateway_agent="Hybrid C oud Gateway Agent"]

[-hybrid_cl oud_gateway proxy_port="Hybrid C oud Gateway Proxy
Port"]

[-wait_for_conpletion]

Note that the parameters mentionedin[ ] are optional.

For example, $<CRACLE_HOME>/ bi n/ entli retry_add_host -
sessi on_nane="' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -update_inputs_and retry -credential name=oracl e2

This example retries the deployment of Management Agents for the
ADD HOST_SYSVAN_Apr_21_2013_8: 02: 28_AM PST Add Host
session, using the or acl e2 named credential.

To view more information on the syntax and the usage of the
retry_add_host verb, run the following command:

$<ORACLE _HOME>/ bin/entli help retry_add_host
* Ignore the warning or failure, and continue with the session if you prefer.

—  You can choose to proceed with the deployment of Management Agents
only on those remote hosts that have successfully cleared the checks, and
you can ignore the ones that have Warning or Failed status.

To do so using EM CLI, use the cont i nue_add_host verb, with the -
conti nue_i gnoring_fail ed_host s option:

$<ORACLE_HQOVE>/ bi n/ encli continue_add_host
-sessi on_nane
-continue_ignoring_failed_hosts
[-wait_for_conpletion]

Note that the parameters mentioned in|[ ] are optional.

For example, $<ORACLE_HOME>/ bi n/ entli conti nue_add_host -
sessi on_nanme='" ADD HOST_SYSMAN Apr 21 2013 8:02: 28 AM PS
T -continue_ignoring failed hosts

—  You can choose to proceed with the deployment of Management Agents
on all the hosts, including the ones that have Warning or Failed status.

Note that choosing this option will ignore the prerequisites in order to
allow the Management Agent installation to proceed. If you want to
proceed with this option, you must ensure that all the prerequisites are
met through manual methods. The practice of ignoring prerequisite checks
must be done only with the help of Oracle Support, or with a clear
understanding of the impact of bypassing these checks.

To do so using EM CLI, use the cont i nue_add_host verb, with the -
continue_al | _host s option:
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$<ORACLE_HOMVE>/ bi n/ entli continue_add_host
-sessi on_nane
-continue_all _hosts
[-wait_for_conpletion]

Note that the parameters mentionedin[ ] are optional.

For example, $<CRACLE_HOME>/ bi n/ entl i conti nue_add_host -
sessi on_nane=' ADD_HOST_SYSMAN Apr_21 2013_8:02: 28_AM PS
T -continue_all_hosts

To view more information on the syntax and the usage of the
cont i nue_add_host verb, run the following command:

$<ORACLE_HOVE>/ bi n/ entli hel p continue_add_host

Note:

For more information on how to use the EM CLI verbs mentioned in this
section, refer EMCLI Overview and Concepts in the Oracle Enterprise Manager
Command Line Interface.

6.3 Troubleshooting Management Agents

This section provides tips to issues that you may encounter when installing or
working with management agents. In particular, this section covers the following:

Troubleshooting Management Agent Crashes That Occur Due to
java.lang.OutOfMemoryError Errors

6.3.1 Troubleshooting Management Agent Crashes That Occur Due to
java.lang.OutOfMemoryError Errors

There is a chance that agents may crash due to an eventual increase in the number of
targets per agent. Therefore, if there is a likelihood of future additional targets in the
agent infrastructure, it is advisable to increase the Java heap size manually soon after
the agent installation.

To increase the heap size manually, follow these steps:

1.

2.

Stop the agent.
Carry out a backup of the following file:
AGENT_I NST_HQOVE/ sysman/ confi g/ end. properties

Open the same file and change agent JavaDef i nes=- Xnx128M -
XX: MaxPer n5i ze=96Mto agent JavaDef i nes=- Xnx[ New Heap Si ze] M -
XX: MaxPer nSi ze=96M

Start the agent.
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Adding Additional Oracle Management

Services

This chapter describes how you can install an additional Oracle Management Service
(OMS) to your existing Enterprise Manager Cloud Control environment. In particular,
this chapter covers the following:

Introduction to Adding an Additional Oracle Management Service
Before You Begin Adding an Additional Oracle Management Service
Prerequisites for Adding an Additional Oracle Management Service
Adding an Additional Oracle Management Service

Performing Postinstallation Tasks After Adding an Additional Oracle
Management Service

Note:

This chapter describes how you can install an additional OMS in interactive,
graphical mode. If you want to perform the same operation in silent way, see
Installing Additional Oracle Management Services in Silent Mode in the Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration Guide.

Note:

On the source OMS, if you have deployed additional plug-ins that were not
part of the Enterprise Manager software (DVD, or downloaded software), then
see What is a Deployment Size for Enterprise Manager Cloud Control in an
Advanced Configuration? in the Oracle Enterprise Manager Cloud Control
Advanced Installation and Configuration Guide.

WARNING:

Do not install Enterprise Manager Cloud Control 13c on servers of SPARC
series: T1000, T2000, T5xx0, and T3-*. For more information, see My Oracle
Support note 1590556.1.

7.1 Introduction to Adding an Additional Oracle Management Service

Oracle Management Service (OMS) is one of the core components of Enterprise
Manager Cloud Control that orchestrates with Oracle Management Agents
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(Management Agents) and plug-ins to discover targets, monitor and manage them,
and store the collected information in a repository for future reference and analysis.

When you install Enterprise Manager for the very first time, by default, the installer
installs one OMS along with one Management Agent. While this default configuration
suits smaller environments, typically in larger production environments, you may
have the need to install additional OMS instances to help reduce the load on a single
OMS and improve the efficiency of the data flow.

Note:

You can have multiple OMS instances and still connect to just one Oracle
Management Repository (Management Repository).

The Add Management Service deployment procedure helps you meet such high-
availability requirements. The deployment procedure offers a wizard that enables you
to install an additional Oracle Management Service 13c by cloning an existing OMS
that is running on an AdminServer host. The entire Middleware home of the source
OMS is cloned to the destination host. For information about the contents of the
Middleware home of an OMS, see Introduction to Installing an Enterprise Manager
System.

Note:

If you are cloning the OMS from a complete Enterprise Manager installation,
then the Management Agent that was installed with the Enterprise Manager
system is not cloned to the destination host.

7.2 Before You Begin Adding an Additional Oracle Management Service

Before you begin adding an additional Oracle Management Service (OMS), keep these
points in mind:

*  You can clone only an existing, running Oracle Management Service 13c that is
associated with an AdminServer host. The patches applied on the source OMS are
automatically carried over to the cloned instance.

*  You can clone only one OMS at a time and to only one destination host at a time.
If you want to add multiple OMS instances, then you must repeat the installation
procedure on each host.

*  You can clone only when the source host and the destination host are running on
the same operating system and architecture. For example, if the source host is a
Linux 32-bit host, then the destination host must also be a Linux 32-bit host.
Similarly, if the source host is a Linux 64-bit host, then the destination host must
also be a Linux 64-bit host.

e All general purpose file systems, including OCFS2 and ACFS, are acceptable for
storing Enterprise Manager Cloud Control 13¢ software binaries and OMS
instance home files (configuration files in gc_i nst ). However, OCFS is not
considered a general purpose file system, and therefore is not considered
acceptable for this use.
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¢ If you are installing on an NFS-mounted drive and creating the OMS instance base
directory (gc_i nst) on that NFS-mounted drive, then after you install, move the
lock files from the NFS-mounted drive to a local file system location. Modify the
lock file location in the httpd.conf file to map to a location on a local file system.
For instructions, see Performing Postinstallation Tasks After Adding an
Additional Oracle Management Service.

*  You can find the OMS and Management Agent entries in the / et ¢/
oragchonel i st file for all UNIX platforms except HPia64 and Solaris Sparc.

On HPia64 and Solaris Sparc platforms, the entries are presentin/ var/ opt/
oracl e/ oragchonel i st.

®  Oracle Bl Publisher that is installed and configured on the first OMS is
automatically carried over to the additional OMS. However, as a prerequisite for
installing an additional OMS, you must ensure that the Oracle BI Publisher
installed on the first OMS is configured with a shared storage location for cluster
volume and configuration volume. If a shared storage location is configured, then
the same shared location is used by the additional OMs as well. Otherwise, you

must configure a shared storage location first and then proceed with installing an
additional OMS.

On Microsoft Windows, Oracle BI Publisher is not available on additional OMS
instances.

e Starting with 13c Release 2, as part of the Oracle Fusion Middleware Plug-in
deployment, one Java Virtual Machine Diagnostics (JVMD) Engine is installed by
default on the first OMS. Therefore, when you install an additional OMS using the
first OMS as the source, you receive one JVMD Engine by default with the
additional OMS as well.

* Do not discover any Oracle ZFS Storage Appliance target in 13c environment.

7.3 Prerequisites for Adding an Additional Oracle Management Service

Table 7-1 lists the prerequisites you must meet before adding an additional Oracle
Management Service (OMS).

Table 7-1 Prerequisites for Adding an Additional Oracle Management Service
- -~ |

Requirement Description

Hardware Requirements Ensure that you meet the hard disk space and physical
memory requirements as described in Hardware
Requirements for Enterprise Manager Cloud Control.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
-

Requirement Description

Operating System Requirements *  Ensure that you install Enterprise Manager Cloud
Control only on certified operating systems as
mentioned in the Enterprise Manager certification
matrix available on My Oracle Support.

To access the Enterprise Manager certification
matrix, follow the steps outlined in Accessing the
Enterprise Manager Certification Matrix.

For information about platforms receiving future
support, refer to My Oracle Support note 793512.1.

Note: Solaris zones are not supported.

e Ensure that the destination host (that is, the host
on which you are installing an additional OMS) is
running on the same operating system as that of
the source host (that is, the host from where you
are cloning the first OMS).

Note: If you use Oracle Solaris 10, then ensure that
you have update 10 or higher installed. To verify
whether it is installed, run the following
command:

cat /etc/rel ease
You should see the output similar to the

following. Here, s10s_ul10 indicates that update
10 is already installed.

Oracle Solaris 10 8/11
s10s_ulOwos_17b SPARC

Package, Kernel Parameter, and Ensure that you install all operating system-specific

Library Requirements packages, kernel parameters, and libraries as described
in Package, Kernel Parameter, and Library
Requirements for Enterprise Manager Cloud Control.

Operating System Groups and Ensure that you create the required operating system

Users Requirements groups and users as described in Creating Operating
System Groups and Users for Enterprise Manager
Cloud Control.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
-

Requirement Description

NFS Mount Point Location e Ifyou are planning to install on an NFS-shared
Requirements location, then do the following:

—  Ensure that root squash is enabled with
execute permission on that host where you
want to perform the installation.

—  Ensure that the Access Control List
processing is disabled for the NFS mount
point. In other words, the mount point must
be defined with the noacl option in
the / et ¢/ f st ab file. Otherwise, the
installation can fail.

To verify this, run the following command as
the install user to check the contents of

the / et c/ f st ab file. Verify if the mount
point on which you plan to install Enterprise
Manager has the noacl option set.

cat /etc/fstab

For example, in the following output, the
mount point / u01/ app/ shar el has the
noacl option set. In this case, you are ready
to proceed with the installation.

nas. exanpl e. com / export/

sharel /u0l1/ app/ sharel nfs

rw, bg, rsi ze=32768, wsi ze=32768, har
d, nointr,tcp, noacl, vers=3, ti meo=6
0000

If you do not have the noacl option set, then
contact your System Administrator to make
the required changes in the / et ¢/ f st ab file.
e If you are planning to install on an NFS-shared
middleware location, and if that location is
mounted with the option concurrent 1/O (CIO),
which allows multiple reads and writes to a file at
the same time, then the installation will fail
reporting linking errors.
If you verify the mounted file system, you will see
the following CIO option enabled.
node nounted nounted over vfs date
opti ons
/dev/host1l /hostl/oracle jfs2 Feb 14
18: 20 rw, ci o, | og=/ dev/ xd891l ogl v

If you have the CIO option enabled, then unmount
the drive, disable the CIO option, and then re-
mount the drive.

Existing Oracle Management Ensure that Oracle Management Service 13c is already

Service Requirements installed and is available for cloning. Also ensure that
the AdminServer on which the OMS is configured is up
and running. Also ensure that it is not installed on a
symlink. Installing in such a location may impact
lifecycle operations such as patching and scaling out.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
|
Requirement Description
Existing Oracle Management Ensure that regular back-ups are scheduled for the
Service Backup Requirements existing Oracle Management Service 13c that you want
to clone.
Existing High Availability Ensure that you have met all Oracle-recommended
Configuration Requirements high availability requirements in your environment.

For more information, see Discovering and Adding Single
Instance High Availability Service Targets in the Oracle
Enterprise Manager Cloud Control Administrator’s Guide.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service

Requirement

Description

Shared Storage Location
Requirements

(For UNIX Only) Ensure that Oracle BI Publisher
installed on the first OMS is configured with a shared
storage location for cluster volume and configuration
volume. Ensure that the shared storage location is
mounted and is visible on the host where you are
about to install the additional OMS.

The shared storage location is required for storing
report catalogs and associated management
information for not only the first OMS but also for the
additional OMS instances.

If Oracle BI Publisher installed on the firs OMS is not
configured with a shared storage location, then
configure one now.

¢  Create a shared directory on any server, and
ensure that it is mounted and made visible on the
host where your first OMS is running and also on
other hosts where you plan to install additional
OMS instances.

For the configuration to be successful, you can
reserve approximately 400 MB of hard disk space
for the shared directory. However, Oracle
recommends that you scale it to at least 10 GB
eventually, and ensure that it can be extended
further in the future because the space utilization
increases over a period of time as you install
additional plug-ins and create more reports.

e  Configure the shared storage location by running
the following command. Provide the path to the
shared storage location you just created. Ensure
that the shared location you provide is owned by
the user account that was used for installing the
first OMS. Also ensure that the user account has
read and write permission to the shared location.
You will be prompted for administrator user
account password and SYSMAN account
password.

enct!| config ons -bi p_shared_storage
-cluster_vol une <shared_| ocation> -
config_vol ume <shared_| ocati on>

For example,

enct!| config onms -bi p_shared_storage
-cluster_vol une /scratch/aine/

exanpl ehost /Bl P/ cl uster -
config_volume /scratch/ai nme/

exanpl ehost /Bl P/ config
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
_________________________________________________________________________|
Requirement Description

Existing Oracle Management Agent Ensure that the destination host already has a
Requirements Management Agent installed, and ensure that it is up
and running.

e If this OMS is being installed using an alias host
name, ensure the Management Agent was
installed using the alias host name.

e If this Management Agent was manually installed
on the destination host, then ensure that the
installation was completed by running the
r oot . sh script. Otherwise, the Add Management
Service deployment procedure will not be able to
run some scripts that require root permission.

Pr ocesses Parameter Value Check the number of OMS instances already installed
Requirement in your environment, check the Pr ocesses parameter
value that is required for the current deployment size
(SMALL, MEDIUM, or LARGE), and set the
Pr ocesses parameter in the Management Repository
to a value that is appropriate for the additional OMS
you are now installing.

Typically, the parameter value to be set is computed in
the following manner:

(Current OMS Count + 1) x Processes Parameter Value
Per OMS for the Current Deployment Size

To check the number of OMS instances currently
available in your environment, run the following
query:

SELECT count(*) AS count FROM gc_ons_info
To check the Processes parameter value required
per OMS for your deployment size, see the small
configuration, medium configuration, and large
configuration sections of the Oracle Enterprise Manager
Cloud Control Advanced Installation and Configuration
Guide.

For example, if you have one OMS in your
environment, and if the deployment size is SMALL,
then the Pr ocesses parameter value to be set is
computed this way: (1 + 1) x 300 = 600.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service

Requirement

Description

Status of Oracle Configuration
Manager

(Only for Microsoft Windows) In the existing OMS, if
Oracle Configuration Manager is configured, then
make sure it is stopped from both the OMS home and
the Web Tier home by following these steps.

1. Set the environment variable
ORACLE_CONFI G_HOME to the following location:

$<OM5_| NSTANCE_HOVE>/ enf EM3C_QVS1
For example,

set ORACLE_CONFI G HOVE=C:
\'wi n0224\ engc\ gc_i nst\ em EMGC_OVB1

2. Navigate to the following location:
$<ORACLE_HOVE>/ or acl e_conmmon/ ccr/ bin

3. Stop OCM by running the following script:
emCCR. bat stop

4. Set the environment variable
ORACLE_CONFI G_HQOME to the following location:

$<OVB_| NSTANCE HOVE>/ WebTi er | H1
For example,

set ORACLE_CONFI G HOVE=C:
\'wi n0224\ engc\ gc_i nst\ WbTi er | H1

5. Navigate to the following location:
$<ORACLE_HOVE>/ Or acl e_WI/ ccr/ bin

6. Stop OCM by running the following script:
enmCCR. bat stop

Temporary Stage Directory Space
Requirements on Source and
Destination Hosts

Ensure that you have 10 GB of space on the source as
well as the destination host for creating a temporary
stage directory.

The temporary directory created by default is
ADD_MANAGEMENT_SERVI CE_<Ti meSt anp>.

The temporary stage directory on the source host is
used for temporarily staging the files related to backup
or cloning steps of the deployment procedure. The
temporary stage directory on the destination host is
used for temporarily staging the cloned image and
other related files.

Shared Directory Space
Requirements

If you choose to transfer the software and
configuration files to a central, shared location, then
ensure that you have 4 GB of space for that shared
directory.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service

Requirement

Description

Middleware home Location
Requirement

On the destination host, an Oracle home (absolute
path) identical to the one on the source host is created,
and then, the source OMS is cloned to that location.
Ensure that this Oracle home does not already exist on
the destination host.

For example, if the Oracle home on the source host
is/ u0l/ sof t war e/ emL3c/ or acl ehone/, ensure
that the same path does not already exist on the
destination host.

Oracle Management Service
Instance Base Location Space
Requirements

Ensure that you have 1 GB of space on the destination
host for the Oracle Management Service Instance Base
directory where the configuration files of the OMS will
be created.

Management Agent Installation
Status Requirements

(Only for Microsoft Windows) If the installation of a
Management Agent using the Add Host Targets
Wizard is in progress on the source OMS, then ensure
that it is completed before you start cloning the OMS.

To verify whether a Management Agent installation
using the Add Host Targets Wizard is in progress,
search for . | ck files in the Oracle home. Presence of
such files indicates that there are installation operations
in progress.

$<ORACLE_HOVE>/ sysnan/ pr ov/ agent push/

Server Load Balancer Requirements

*  Ensure that you have installed a Server Load
Balancer (SLB) in your network and configured it
to work with the first OMS. All Management
Agents communicating with the first OMS must
be uploading data only through this SLB.

If you have not configured the SLB yet to work
with the first OMS, then configure it now. For
information about configuring an SLB, see
Configuring an SLB in the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

e Inorder to configure your OMS instances in an
active/active configuration behind an SLB, your
SLB must meet the following requirements:

(a) Supports multiple virtual server ports -
Enterprise Manager typically requires that up to 4
ports are configured on the SLB (Secure Upload,
Agent Registration, Secure Console, Unsecure
Console).

(b) Supports persistence - HTTP and HTTPS traffic
between the browser and the OMS requires
persistence.

(c) Supports application monitoring - The SLB
must be capable of monitoring the health of the
OMS instances and detecting failures, so that
requests will not be routed to OMSes that are not
available.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service

Requirement

Description

SLB Pools and Their Association
with the First OMS

On the SLB, using its administration console, create the
following SLB pools and add the first OMS host to
them:

e Secure Upload Pool (add the host using the port
configured for the Secure Upload service)

*  Agent Registration Pool (add the host using the port
configured for the Agent Registration service)

*  Secure Console Pool (add the host using the port
configured for the Secured Console service)

e  (Optional) Unsecure Console Pool (add the host
using the port configured for the Unsecured Console
service)

Virtual Servers and Their
Association with the SLB Pools

On the SLB, using its administration console, create the
following virtual servers and associate them with the
SLB pools.

®  Secure Upload Virtual Server with port 1159
(associate it with Secure Upload Pool)

e Agent Virtual Server with port 4889 (associate it
with Agent Registration Pool)

¢  Secure Console Virtual Server with port 7788
(associate it with Secure Console Pool)

¢  (Optional) Unsecure Console Virtual Server with
port 80 (associate it with Unsecure Console Pool)

For instructions, see Oracle Enterprise Manager Cloud

Control Administrator’s Guide.

SLB Monitors and Their Association
with the First OMS

On the SLB, using its administration console, create the
following SLB monitors and associate the first OMS
host with them:

*  Secure Upload Monitor (associate the host using the
port configured for the Secure Upload service)

*  Agent Registration Monitor (associate the host using
the port configured for the Agent Registration service)

*  Secure Console Monitor (associate the host using the
port configured for the Secured Console service)

*  (Optional) Unsecure Console Monitor (associate the
host using the port configured for the Unsecured
Console service)

Software Library Accessibility
Requirements

Ensure that the directories where you have configured
the Software Library are accessible (read /write) from
the destination hosts.

If you have configured an OMS Shared Storage
location to use a local file system path, then you must
migrate this location to another OMS Shared Storage
location that uses a shared file system path. For
instructions, see Configuring a Software Library in the
Oracle Enterprise Manager Cloud Control Administrator’s
Guide.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
-

Requirement Description

Installing User Requirements Ensure that you meet the following requirements:

¢  (For UNIX only) The installation must NOT be run
by a root user.

*  (For Microsoft Windows only) User must be part
of the ORA-DBA group and have administrator
permissions.

*  (For Microsoft Windows only) User must belong
to the DBA group, and have permissions to
perform the following: Act as part of the operating
system, Create a token object, Log on as a batch
job, and Adjust memory quotas for a process.

To verify whether the agent user has these rights,
from the Start menu, click Settings and then select
Control Panel. From the Control Panel window,
select Administrative Tools, and from the
Administrative Tools window, select Local
Security Settings. In the Local Security Settings
window, from the tree structure, expand Local
Policies, and then expand User Rights
Assignment.

Permission Requirements Ensure that you are able to access and read /write in
the following locations:

e Oracle Middleware home

Oracle Middleware home is a directory on the
source host that contains the OMS you are
cloning, the Oracle WebLogic Server home, the
Web tier instance files, and so on.

®  Oracle Management Service Instance Base location

Oracle Management Service Instance Base is a
directory on the source host that contains
configuration files related to the OMS. The
instance base is typically under the parent
directory of the Middleware home.

*  Source Staging location

Source staging location is a location on the source
host that is used for staging the cloned ZIP files
before copying them to the destination host.

*  Destination Staging location

Destination staging location is a location on the
destination host that is used for staging the cloned
ZIP files when they are copied over from the
source host.

e  Temporary directory on the source host where the
executables will be copied. For example, / t mp or
c:\ Tenp.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service

Requirement

Description

Proximity Requirements

Ensure that the host on which the OMS is being
installed and the host on which the Management
Repository is being configured are located in close
proximity to each other. Ideally, the round trip
network latency between the two should be less than 1
millisecond.

Firewall Requirements

If you have a firewall in your environment, see
Configuring Enterprise Manager for Firewalls in the Oracle
Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide.

Unique Host Name and Static IP
Address Requirements

Ensure that you check the network configuration to
verify that the host on which you are installing resolves
to a unigue host name and a static IP address that are
visible to other hosts in the network.

Note: Oracle recommends that you use static IP
address. If you use dynamic IP address, and if the host
is rebooted, then the host might receive a new IP, and
as a result, the OMS startup will fail.

Central Inventory Requirements

¢ Ensure that you allocate 100 MB of space for the
central inventory directory.

e  For a typical non-HA environment, the Central
Inventory (oralnventory) can be in a shared or
non-shared location. If you use a shared location,
then ensure that only one shared location is
maintained per host, and no two hosts update the
same shared location. One inventory file is meant
only for one host, so it must not be shared and
edited by other hosts. When you use the /etc/
oralnst.loc file, ensure that the inventory location
specified there is not pointing to such a location. If
you have configured a shared location that is
common for two or more hosts, then switch over
to a non-shared location.

*  For a typical HA environment with primary and
standby disaster recovery sites using storage
replication and alias host names, the Central
Inventory ( or al nvent ory) for software
installed on the shared storage using the alias host
name should be located in a shared location that is
common between the OMS host in the primary
site and the OMS host in the standby site. This
shared location should be located on the
replicated storage so that the or al nvent ory can
be accessed from the active site for software
maintenance activities.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
-

Requirement Description

UMASK Value Requirements Ensure that you set the default file mode creation mask
(umask) to 022 in the shell startup file.

For example:
e  Bash Shell
$ . ./.bash_profile
¢  Bourne or Korn Shell
$ . ./.profile
e CShell

% source ./.login

File Descriptor Requirements *  Ensure that the maximum user process limit is set
to greater than 13312.

To verify the current value set, run the following
command:

ulimt -u

If the current value is not 13312 or greater, then

contact your system administrator to set it to at
least 13312.

*  Ensure that you set the soft limit of file descriptor
to a minimum of 4096 and hard limit less then or
equal to 16384.

To verify the current value set, run the following
commands:

For Soft Limit:

/bin/sh -c "ulinit -n
For Hard Limit:

/bin/sh -¢c "ulimt -Hn"

If the current value is not 4096 or greater, then as a

root user, update the / et ¢/ securi ty/
limts. conf file with the following entries:

<Ul D> soft nofile 4096
<U D> hard nofile 16384

"
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
|
Requirement Description
Host File Requirements Ensure that the host name specified in the / et ¢/

host s file is unique, and ensure that it maps to the
correct IP address of the host.

Ensure that localhost is pingable and resolves to
127.0.0. 1 (orresolvesto: : 1 for IPv6 hosts).

The following is the recommended format of
the/ et ¢/ host s file:

<ip> <fully_qualified_host_name>
<short _host _name>

For example,
127.0.0.1 | ocal host. | ocal domai n | ocal host
172.16. 0. 0 nyhost. exanpl e. com myhost

According to RFC 952, the following are the
assumptions: A name (Net, Host, Gateway, or Domain
name) is a text string up to 24 characters drawn from
the alphabet (A-Z), digits (0-9), minus sign (-), and
period (.). Note that periods are only allowed when
they serve to delimit components of domain style names.
No blank or space characters are permitted as part of a
name. No distinction is made between upper and
lower case. The first character must be an alpha
character.

Also, if DNS server is configured in your environment,
then you should be able to use DNS to resolve the
name of the host on which you want to install the
OMS.

For example, all these commands must return the same
output:

nsl ookup nyhost
nsl ookup nyhost. exanpl e. com
nsl ookup 172.16.0.0

If alias host names are implemented in / et ¢/ host s,
then it is not necessary to be able to use DNS to resolve
the alias host name on which you want to install the
OMS.
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Table 7-1 (Cont.) Prerequisites for Adding an Additional Oracle Management

Service
|
Requirement Description
Browser Requirements *  Ensure that you use a certified browser as

mentioned in the Enterprise Manager certification
matrix available on My Oracle Support.

To access the Enterprise Manager certification
matrix, follow the steps outlined in Accessing the
Enterprise Manager Certification Matrix.

e If you use Microsoft Internet Explorer 8 or higher,
do the following:

- Turn off the compatibility view mode. To do
so, in Microsoft Internet Explorer, from the
Tools menu, click Compatibility View to
disable it if it is enabled. Also, click
Compatibility View Settings and deregister
the Enterprise Manager Cloud Control
console URL.

—  Enable XMLHTTP. To do so, from the Tools
menu, click Internet Options. Click the
Advanced tab, and under the Security
heading, select Enable native XMLHTTP
support to enable it.

7.4 Adding an Additional Oracle Management Service
To add an additional Oracle Management Service (OMS), follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Procedure Library.

2. On the Deployment Procedure Manager page, in the Procedure Library tab, from
the table, select Add Oracle Management Service, and then, click Launch.

3. On the Getting Started page, complete the preinstallation tasks listed there. Once
you are done, select each of the tasks you have completed, and then, click Next.

4. On the Select Destination page, do the following:

a. For Destination Host, select or enter the name of the managed host (a host
managed by the first OMS using a Management Agent) on which you want to
install the additional OMS.

For example, nyhost . exanpl e. com

Note:

Do NOT enter the IP address of the managed host. Enter a fully qualified
domain name that is registered in the DNS and is accessible from other
network hosts, or enter an alias host name that is defined in the / et ¢/ host s
file on all the OMS instances at this site.

b. For Destination Instance Base Location, accept the default location to the
OMS instance base directory or enter the absolute path to another location of
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d.

your choice where OMS-related configuration files can be stored. As a best
practice, this directory path should be the same as the directory path on the
first OMS. Ensure that this directory has 100 MB of space. Also ensure that the
directories and subdirectories you mention in the path already exist.

For example, / apps/ j ohn/ or acl e/ pr od

In the Source Credentials section and in the Destination Credentials section,
select the credential type you want to use for accessing the source host. For
more information, see Selecting Credentials.

Click Next.

5.  On the Options page, do the following;:

a.

In the File Transfer Option section, select a suitable protocol to transfer the
cloned ZIP files to a staging location. FTP is the default transfer mode.

If you want to transfer the files to a shared, NFS-mounted network location,
then you can select Shared Directory, and enter the absolute path to the
shared location. Ensure that this shared directory has read /write access from
source and destination hosts, and has 4 GB of space.

For example, / net / myhost . exanpl e. coni scrat ch/j ohn
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Note:
e If you have an SFTP set up, then select FTP as the file transfer mode.

e If you choose to use a shared location as the file transfer mode, then
ensure that the shared location has read /write permission and is
accessible from the source host as well as the destination host.

e If you select FTP, then ensure that FTP software is installed on the source
host as well as the destination host. Also ensure that your temporary
location (/ t np on Unix) has at least 10 GB of space.

e If you select HTTP(S), then ensure that your temporary location (/ t np on
Unix or C: \ Tenp on Microsoft Windows) has at least 10 GB of space.

This location is used for archiving the software binaries and the
configuration details of the source OMS. The archive is then copied over
to the source staging location, and then transferred to the destination
staging location eventually, as described in the next step.

e If the temporary location required for FIP and HTTP(S) options does not
have 10 GB of space, then either increase the space as required, or provide
another location that has 10 GB of space. To provide another location, do
the following;:

i. From the Targets menu, select All Targets.

ii. Onthe All Targets page, click the name of the Management Agent
that is running on the source OMS host.

iii. On the home page, from the Agent menu, select Properties.

iv. On the Properties page, from the Show list, select Advanced
Properties.

v. Inthe Add Custom Property section, for the Name field, enter
entt ageDi r. And for the Value field, enter the absolute path the a
temporary location that has at least 10 GB of space.

b. In the Staging Locations section, for Source Staging, enter a location on the
source host where the cloned ZIP files can be created and placed temporarily.
Ensure that this temporary directory has 10 GB of space.

For example, / nyhost . exanpl e. conf shar ed

Similarly, for Destination Staging, enter a location on the destination host
where the cloned ZIP files can be copied to temporarily. Ensure that this
temporary directory has 10 GB of space.

For example, / myhost . exanpl e. conf shar ed

Note:

Once the OMS is installed on the destination host, the cloned ZIP files are
automatically deleted from both the staging locations.

c. Inthe Destination Ports section, validate the ports displayed by default.
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These default ports are based on the ports already assigned and used by the
OMS that you are cloning. Oracle recommends you to use the same ports as
your source OMS so that you have a homogeneous environment.

You can choose to retain the ports displayed by default or enter a custom
port. Ensure that the custom port you enter is within the recommended range
as shown in the Recommended Port Range column. If you want to check the
availability of a custom port, then click Check Ports.

d. Click Next.

6. On the Post Creation Steps page, enter one or more e-mail IDs (separate by a
comma) where the details of the postinstallation tasks to be performed can be
sent, and then, click Next.

For your e-mail to work, you must have already configured the mail server. For
instructions, see Getting Started with Oracle SuperCluster in the Oracle Enterprise
Manager Cloud Control Administrator Guide.

7. On the Review page, review the details and click Finish.

Note:

If the installation fails, particularly in the Install Homes step, then before you
retry installing the OMS, clean up the Oracle home on the destination host
where the installation failed.

7.4.1 Selecting Credentials

You can select one of the following credential types for accessing the source and the
destination hosts:

Table 7-2 Selecting Credential Type
|

Credential Type Description

Preferred Credential Select this if you want to use the credentials that are already
registered as preferred credentials with Enterprise Manager.

In this case, from the Preferred Credential Name list, select
either Normal Host Credentials or Privileged Host Credentials
depending on the type of preferred credentials you want to use
for accessing the host.

Named Credential Select this if you want to use the credentials of a named profile
created in Enterprise Manager.

In this case, from the Credential Name list, select the profile
whose credentials you want to use.

On selection, you will see the credentials details. For more
information on the credentials associated with the selected
profile, click More Details. If you want to test connecting to the
host with those credentials, click Test.
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Table 7-2 (Cont.) Selecting Credential Type
________________________________________________________________________________|

Credential Type Description

New Credentials Select this if you want to enter a new set of credentials that will
override the preferred credentials or the named credentials
registered with Enterprise Manager.

In this case, enter the credentials you want to override with.

If you want to register the new set of credentials with Enterprise
Manager, then click Save As, and either accept the default profile
name or enter a custom name for it.

Further, if you want to save them as preferred credentials, then
select Set as Preferred Credentials, and select an option to
indicate whether they should be saved as normal credentials or
privilege credentials.

If you want to test connecting to the host with those credentials,
click Test.

7.5 Performing Postinstallation Tasks After Adding an Additional Oracle
Management Service

After you install the additional OMS, ensure that you do NOT create symlinks in the
middleware home or in any of the homes within the middleware home. Also, follow
these steps:

1. (Applicable only if you had stopped the Oracle Configuration Manager as a prerequisite
on Microsoft Windows) Start Oracle Configuration Manager:

a. Set the environment variable ORACLE_CONFI G_HOVE to the following
location:

$<OVB_| NSTANCE HOVE>/ e EMGC_OVS1
For example,

set ORACLE_CONFI G HOVE=/ u01/ sof t war e/ eml3c/ gc_i nst/em
EMGEC_Ovs1

b. Navigate to the following location:
$<ORACLE_HQOVE>/ or acl e_comon/ ccr/ bin
For example,

cd /u0l/ sof t war e/ eml3c/ or acl ehone/ or acl e_conmon/ ccr/ bin

c. Start OCM by running the following script:
enCCR bat start

d. Set the environment variable ORACLE_CONFI G_HOVE to the following
location:

$<OVS_| NSTANCE HOVE>/ WebTi er | H1
For example,

set ORACLE_CONFI G HOVE=/ u01/ sof t war e/ enil3c/ gc_i nst/
WebTi er | H1
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e. Navigate to the following location:
$<ORACLE_HOVE>/ Or acl e_WI/ ccr/ bin
For example,

cd /u01/ soft war e/ eml3c/ or acl ehone/ Oracl e_WI/ ccr/ bin

f.  Start OCM by running the following script:
enCCR. bat start

(Optional) If you installed the additional OMS using a source OMS that was
already behind a Server Load Balancer (SLB), then the SLB configuration from the
source OMS is automatically carried over to the newly installed additional OMS.

However, if the source OMS was not behind any SLB, and if you now want the
additional OMS and the source OMS to be configured behind an SLB, then
perform the following steps on the additional OMS as well as the source OMS:

* Using the SLB's administration console, add the additional OMS host to the
following SLB pools:

—  Secured Upload Pool (add the host using the port configured for the Secured
Upload service)

—  (Optional) Agent Registration Pool (add the host using the port configured for
the Agent Registration service)

—  Secure Console Pool (add the host using the port configured for the Secure
Console service)

—  (Optional) Unsecure Console Pool (add the host using the port configured for
the Unsecure Console service)

*  Using the SLB's administration console, associate the additional OMS host
with the following monitors:

—  Secure Upload Monitor (associate the host using the port configured for the
Secure Upload service)

—  (Optional) Agent Registration Monitor (associate the host using the port
configured for the Agent Registration service)

- Secure Console Monitor (associate the host using the port configured for the
Secure Console service)

—  (Optional) Unsecure Console Monitor (associate the host using the port
configured for the Unsecure Console service)

* Secure the additional OMS and the Management Agent that is installed on the
host where the additional OMS has been installed.

—  Secure the additional OMS. After securing it, restart the OMS.

$<ORACLE_HOME>/ bi n/ entt|l secure ons -sysman_pwd
<sysman_pwd> -reg_pwd <agent reg_passwor d> - host
<host _name> -slb_port <slb_upl oad_port> -

sl b_consol e port <slb console port> -
slb_jvnd_http port [-console -lock -1ock _consol e]
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For secure connections (HTTPS) use the - sl b_j vird_ht t ps_port option
instead of -sl b_jvnmd_http_port.

For example,

/u0l/ sof t war e/ emL3c/ or acl ehone/ bi n/ enct| secure onms -
sysman_pwd <password> -reg_pwd <passwor d> - host
exanpl e.com -secure_port 4904 -slb_port 4900 -

sl b_console port 7788 -slb jvnd _http port -console -
| ock -1 ock _consol e

Secure the Management Agent.

$<AGENT_| NSTANCE_HOME>/ bi n/ entt| secure agent
$AGD REG STRATI O PWD —endWal | et SrcUr |
<ermd_wal | et _source_url >

For example,

/u01/ sof t war e/ eml3c/ agent basedi r/ agent _i nst/ bi n/ enct|
secure agent $AGD _REG STRATI O PWD —endWal | et SrcUr
htt ps://exanpl e. com 4900/ em

Confirm the SLB repository URL in the output of the following
command:

$<AGENT_| NSTANCE_HQOVE>/ bi n/ entt| status agent
For example,

/1u0l1/ sof t war e/ eniL3c/ agent basedi r/ agent _i nst/ bi n/ entt
status agent

Note:

For information about configuring SLB, see Configuring an SLB in the Oracle
Enterprise Manager Administration Guide.

3. (Only for UNIX Platforms) Run <ORACLE_HOME>/ r 00t . sh as a root user on the
destination host.

4. If you installed on an NFS-mounted drive and created the OMS instance base
directory (gc_i nst) on that NFS-mounted drive, then move the lock files from
the NFS-mounted drive to a local file system location. To do so, modify the lock
files location in the ht t pd. conf file to map to a location on a local file system.

a.

Stop the OMS:
<ORACLE_HOVE>/ bi n/ entt| stop ons

Open the following file in the runtime directory:

Note:

Oracle recommends you to take a backup of this file before editing it.
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<WEBTI ER | NSTANCE_HOVE>/ user _pr oj ect s/ dormai ns/ GCDomai n/
confi g/ f mmconfi g/ conmponent s/ CHS/ i nst ances/ ohs<#>/
httpd. conf. enctl _secure

For example,

/u0l/ sof t war e/ eml3c/ gc_i nst/user_proj ects/domai ns/
GCDonai n/ confi g/ f mmconfi g/ conponent s/ OHS/ i nst ances/ ohs2/
httpd. conf. enctl _secure

c. Search for sections related to the modules npm pr ef or k_nodul e and
nmpm wor ker _nodul e. In both these sections, modify the value for the
LockFi | e parameter so that the path leads to a location on the local file
system. If the directory does not already exist, then create it first, and then
provide the path to that directory.

<| f Modul e npm pr ef ork_nodul e>
StartServers 5

M nSpar eServers 5

MaxSpar eServers 10

Maxd i ents 150

MaxRequest sPerChild 0

Accept Mutex fcntl

LockFile /u01/enf ohs_l ocks/ http_l ock
</ I f Modul e>

<| f Modul e npm wor ker _modul e>
StartServers 2

Maxd i ents 150

M nSpar eThr eads 25

MaxSpar eThr eads 75

ThreadsPer Child 25

MaxRequest sPerChild 0

Accept Mutex fcntl

LockFile /u01/enf ohs_l ocks/ http_l ock
</ | f Modul e>b

d. Save the changes.

e. In the runtime directory, copy the ht t pd. conf. entt| _secur e file to the
htt pd. conf file:

cp <VEBTI ER_| NSTANCE_HOME>/ user _pr oj ect s/ donai ns/
GCDonai n/ confi g/ f mmconfi g/ conponent s/ OHS/ i nst ances/
ohs<#>/ httpd. conf.enct| _secure <WEBTI ER | NSTANCE HOVE>/
user _proj ect s/ domai ns/ GCDomai n/ confi g/ f mwconfi g/
conponent s/ OHS/ i nst ances/ ohs<#>/ ht t pd. conf

For example,

cp /u0l/software/ em3c/gc_inst/user_projects/domains/
GCDhonai n/ confi g/ f mmconfi g/ conponent s/ OHS/ i nst ances/ ohs2/
htt pd. conf.enttl _secure /u0l/software/ em3c/gc_inst/
user _proj ects/ domai ns/ GCDomai n/ confi g/ f mwconfi g/
conponent s/ OHS/ i nst ances/ ohs2/ htt pd. conf

f.  Start the OMS:
<ORACLE_HOVE>/ bi n/ enttl start ons

5. By default, the following targets get automatically discovered and monitored in
the Enterprise Manager Cloud Control Console:
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* Oracle WebLogic Server, where the additional OMS is deployed
* Oracle Web Tier

¢ Application deployments, one for the Enterprise Manager Cloud Control
console and one for the platform background services.

¢ Oracle Management Service
¢ Oracle Management Agent

®  The host on which you installed Enterprise Manager Cloud Control

However, the other targets running on that host and other hosts do not get
automatically discovered and monitored. To monitor the other targets, you need
to add them to Enterprise Manager Cloud Control either using the Auto
Discovery Results page, the Add Targets Manually page, or the discovery wizards
offered for the targets you want to monitor.

For information about discovering targets in Enterprise Manager Cloud Control,
see Discovering and Adding Host and Non-Host Targets in the Oracle Enterprise
Manager Cloud Control Administrator’s Guide.

6. An encryption key is generated to encrypt sensitive data in the Management
Repository. If this key is lost, all encrypted data in the Management Repository
becomes unusable. Therefore, back up the Management Service configuration
including the emkey, and maintain the backup on another host.

To back up the Management Service configuration including the emkey, run the
following command:

<ORACLE_HOVE>/ bi n/ entt| exportconfig ons -dir
<pat h_t o_backup_l ocati on>

7. Before accessing the Enterprise Manager Cloud Control Console in a browser,
install a security certificate from a trusted certification authority on the browser.

This is to ensure that the Enterprise Manager Cloud Control Console that you are
accessing over HTTPS protocol is recognized as a genuine and secure Web site.

For instructions to install a security certificate on your browser and avoid security
certificate alerts, see EMCTL Security Commands in the Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

8. (Optional) If you had enabled Oracle BI Publisher on the source OMS, then Oracle
BI Publisher is automatically enabled on the additional OMS as well. On the other
hand, if you had not enabled Oracle BI Publisher on the source OMS, then Oracle
BI Publisher is not enabled on the additional OMS, either, although it is installed
and configured with the shared storage location. Thus, the state of Oracle BI
Publisher is automatically inherited from the source OMS.

e To verify whether or not Oracle BI Publisher is enabled on the source OMS,
run the following command from the bi n directory of the Oracle home of the
source OMS.

$<ORACLE_HOVE>/ bi n/ entt| status ons -bip_only
For example,

/ u01/ sof t war e/ eml3c/ or acl ehone/ bi n/ entt| status ons -
bip_only
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To enable Oracle BI Publisher on the additional OMS now, run the following
command from the bi n directory of the Oracle home of the additional OMS.
You can run the same command on the source OMS if you want to enable
Oracle BI Publisher on the source OMS as well.

$<ORACLE_HOME>/ bi n/ enttl config oms -enabl e_bip
For example,

/u0l/ sof t war e/ emL3c/ or acl ehorne/ bi n/ enctl config ons -
enabl e_bip

The preceding command only enables Oracle BI Publisher, but does not start
it. To start it, run the following command from the bi n directory of the
Oracle home of the OMS.

$<ORACLE _HOVE>/ bi n/ entt| start ons -bip_only
For example,

/ u01/ sof t war e/ enL3c/ or acl ehone/ bi n/ entt| start ons -
bi p_only

Adding Additional Oracle Management Services 7-25



Performing Postinstallation Tasks After Adding an Additional Oracle Management Service

7-26 Cloud Control Basic Installation Guide



8

Installing JVM Diagnostic Agents

This chapter describes how you can install Java Virtual Machine Diagnostics (JVMD)
Agents on monitored WebLogic domains.

In particular, this chapter covers the following:

e Overview of Java Virtual Machine Diagnostics

¢ Overview of Deploying a JVMD Agent on an Oracle Cloud Target
e Before you Begin Installing JVMD Agents

®  Prerequisites for Installing JVMD Agents

¢ Deploying JVMD Agents on Monitored WebLogic Domains

e After You Install JVMD Agents

8.1 Overview of Java Virtual Machine Diagnostics

Java Virtual Machine Diagnostics (JVMD) is one of the critical functionalities in
Enterprise Manager Cloud Control that enables administrators to diagnose
performance problems in Java applications in the production environment. By
eliminating the need to reproduce problems, it reduces the time required to resolve
these problems, thus improving application availability and performance.

Using JVMD Engine's capabilities, administrators can manage applications effectively
and identify the root cause of performance problems in the production environment
without having to reproduce them in the test or development environment. The JVMD
Engine runs as an Enterprise JavaBeans (E]B) Technology on a WebLogic Server.

The JVMD Agent is deployed on the targeted JVM (the one running a production
WebLogic Server). It collects real-time data and transmits it to the JVM Diagnostics
Engine. This data is stored in the Management Repository, and the collected
information is displayed on Enterprise Manager Cloud Control console for monitoring
purposes. The communication between the JVMD Engine and the JVMD Agent can be
a secure (SSL) or non-secure connection. Enterprise Manager Cloud Control 13.x does
not support JVMD agent backward compatibility. That is, if the OMS is upgraded
from 12.x to 13.x then JVMs with 12.x JVMD agents will cease to be monitored. All 12.x
JVMD agents will have to be undeployed and 13.x JVMD agents will have to be
deployed. It is important to monitor deployment step output (job step output if you
are using bulk deployment or output of doing manual deployment) to determine if
JVM restart is required.

Starting with 13¢ Release 1, as part of the Oracle Fusion Middleware Plug-in
deployment, one Java Virtual Machine Diagnostics (JVMD) Engine is installed by
default on the OMS. For every additional OMS you deploy, you receive one JVMD
Engine by default with that OMS. While JVMD Engine is installed by default on the
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OMS host, you will still need JVMD Agents to be manually deployed on the targeted
JVMs.

To install JVMD Agents, use the Setup page that is accessible from within the
Enterprise Manager Cloud Control console. To access this page, from the Setup menu,
select Middleware Management, then select Engines And Agents.

Figure 8-1 displays the Engines And Agents page.

Figure 8-1 Engines And Agents Page
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You can use the Engines and Agents page for the following:
¢ Monitor the availability of all [VMD Engines.

®  Access information about JVMD Engines such as the hosts to which the JVMD
Engines are deployed, their current status, the port on which they are running,
their version, and so on.

* Deploy, upgrade, and remove JVMD Agents.

*  Know the number of reporting JVMD Agents, and whether they must be
upgraded or not.

8.2 Overview of Deploying a JVMD Agent on an Oracle Cloud Target

You can deploy JVMD Agents on monitored Oracle Cloud targets.

As prerequisites, a Hybrid Cloud Agent must be deployed on the Oracle Cloud target,
and a Hybrid Gateway must be configured in Oracle Cloud. The Hybrid Gateway
forwards communication from the JVMD Agent (deployed in Oracle Cloud) to the
JVMD Engine (deployed on premise, on your OMS host), and from the JVMD Engine
back to the JVMD Agent. A single Hybrid Gateway can be utilized by multiple JVMD
Agents.

For information on how to deploy a JVMD Agent on an Oracle Cloud target, see
Deploying JVMD Agents on Monitored WebLogic Domains.

8.3 Before you Begin Installing JVMD Agents

Before you install JVMD Agents, ensure that the target application server is up and
running.
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8.4 Prerequisites for Installing JVMD Agents

Ensure that you meet the following prerequisites:
¢ The JDK version required to deploy JVMD Agent is JDK 1.6 or higher.
¢ The Cloud Control user has the JVM Diagnostics Administrator privilege.

¢ For information about supported operating systems for JVMD Agents, follow the
instructions outlined in My Oracle Support note 2117445.1.

8.5 Deploying JVMD Agents on Monitored WebLogic Domains

This section describes how to deploy JVMD Agents on monitored WebLogic domains.
For information on how to deploy JVMD Agents on application servers other than
WebLogic Server, see Oracle Enterprise Manager Cloud Control Advanced Installation and
Configuration Guide.

To deploy JVMD Agents on monitored WebLogic domains using the Setup page,
follow these steps:

1. From the Setup menu, select Middleware Management, then select Engines And
Agents.

2. On the Engines And Agents page, under the JVMD Agents section, click Manage
JVMD Agents.

Note:

If there is any configuration issue with JVMD Engine(s), the Manage JVMD
Agents button is disabled.

3. For Operation, ensure that Deploy is selected.

If you select Expand All from the View menu, you can view the target name, target
type, target host, target status, platform, and so on of all the discovered WebLogic
Administration Servers and Managed Servers (part of all discovered WebLogic
domains).

Select the WebLogic Managed Servers on which you want to deploy JVMD Agents.
Click Next.

4. On the Target Credentials page, for each WebLogic domain, specify a value for
Oracle EMAgent Target Host Credentials and Oracle WebLogic Domain
Credentials (corresponding to the Admin server target), and then click Apply.

Note:

In case host and domain preferred credentials are already set for the Admin
server target, they are automatically applied to the domain, and it is not
required to click Apply.

Oracle EMAgent Target Host Credentials are the login credentials for the host on
which the Management Agent, that is used to discover the WebLogic domain's
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Admin Server, is running. Oracle WebLogic Domain Credentials are the credentials
for the Administration Server of the selected WebLogic domain.

To set the preferred credentials for a WebLogic domain's Admin server (that is, the
preferred EMAgent target host credentials and the preferred Oracle WebLogic
Domain credentials), from the Setup menu, select Security, then select Preferred
Credentials. Select the Oracle Admin Server target type, then click Manage
Preferred Credentials. In the Target Preferred Credentials section, set the preferred
host credentials and the preferred WebLogic administrator credentials for the
required WebLogic Admin server.

Click Next.

5. On the JVMD Agents Configurations page (in the JVMD Agent Configuration
section), do the following:

If you want to deploy JVMD Agents on Oracle Cloud targets, select Configure
Hybrid Cloud Mode, and specify the Hybrid Cloud Proxy Host and Hybrid
Cloud Proxy Port that is configured in Oracle Cloud. When you select Configure
Hybrid Cloud Mode, the value for Available JVMD Engine is automatically set to
Other, as the JVMD Agent connects to the Hybrid Gateway, which in turn connects
to the JVMD Engine.

If you have not selected Configure Hybrid Cloud Mode, then for each WebLogic
domain, a default JVMD Engine is selected for each domain. If necessary, to change
the Engine selected for a domain, select a new Engine from list of Available JVMD
Engine(s) and click Apply. All the JVMD Agents deployed on Managed Servers of
the selected WebLogic domain will report to this JVMD Engine. Alternatively, you
can select Other to connect to a load balancer in case of multiple engines and
manually specify the engine host, port, and protocol details.

In Enterprise Manager Cloud Control 13c, you can deploy multiple JVMD Agents
that connect to JVMD Engines using HTTP or HTTPS. Hence, both the HTTP and
HTTPS URLSs for a JVMD Engine are displayed in the Available JVMD Engines
list. However, if you have configured a load balancer in your setup, JVMD Agents
can connect to the load balancer using HTTP or HTTPS, but cannot connect to the
individual JVMD Engines using HTTPS. Hence, if you have configured a load
balancer for your setup, only the HTTP and HTTPS URLs for the load balancer, and
the HTTP URLs for the individual JVMD Engines are displayed in the Available
JVMD Engines list.

If the WebLogic Home and Middleware Home fields are displayed in this section,
specify values for them. The WebLogic Home and Middleware Home fields are
displayed if their values could not be obtained internally.

Also, if the WebLogic Administration Server is behind a firewall or on a virtual
host, the application may not be able to connect to it using the default information.
In this case, you may need to provide additional information in the Advanced
Domain Configuration section. For example, if the WebLogic Administration
Server is on a virtual host, and the application cannot connect to it using the default
host value, you must provide the virtual host IP address for Administration server
host.
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Note:

Under Advanced Domain Configuration, you can specify java args that
would be used in the java processes used to deploy JVMD agent. For example,
some of the java args that may be required are:

e Dweblogic.security.SSL.enable]SSE=true
¢ Dweblogic.security.SSL.protocolVersion=TLS1

* Dweblogic.security.SSL.trusted CAKeyStore=<path to cacert>

Click Next.
On the Review page, review all the information, then click Deploy.

A job is created for JVMD Agent deployment. Click the link to view the job
progress. Once the JVMD Agent deployment job is successful, you can verify the
deployment by navigating to the Setup page, and viewing the JVMD Agents
section.

Note:

While deploying a JVMD Agent, if the Deploy HT'TPDeployer On Target job step
fails due to an SSL handshake failure, or if you encounter any other error,
refer Oracle Enterprise Manager Cloud Control Advanced Installation Guide.

8.6 After You Install JVMD Agents

After deploying JVMD Agents, you can perform the following sanity checks to verify
if the JVMD Agents were installed on the Managed Servers successfully:

In Cloud Control, from the Targets menu, select Middleware. On the Middleware
home page, select the domain where the JVMD agents were deployed. On the left
hand pane, from the Target Navigation section, click Java Virtual Machine Pools
to expand the menu. The JVMD targets must appear.
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Each of the targets corresponds to one of the Managed Servers chosen for JVMD
Agent deployment. All these targets must be up and running.

* Login to the WebLogic Administration console of the domain where the JVMD
Agents were deployed. The target Managed Servers should have a new
application having the name j amagent orj avadi agnost i cs (depending upon
the type of deployment), and this application should be up and running.
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Setting Up Enterprise Manager Cloud
Control Using the Initial Setup Console

The Initial Setup Console is a GUI-rich console within the Enterprise Manager Cloud
Control Console that can be used as a starting point to set up Enterprise Manager
Cloud Control, track the progress of each setup task you perform, and identify tasks
that are still pending. You can perform all the steps at the same time, or do some now
and the rest later.

The setup steps listed in the Initial Setup Console are also available as separate menu
options, but Oracle recommends that you perform steps using the console as it
provides an overall readiness status in a single view.

Note:

Only a super administrator can access the Initial Setup Console.

This chapter describes how you can use the Initial Setup Console to perform all the
setup tasks. In particular, this chapter covers the following:

¢ Configuring Oracle Software Library Using the Initial Setup Console to Store
Software Entities

¢ Configuring Proxies for OMS-to-Management Agent Communication

¢ Configuring Proxies Using the Initial Setup Console for OMS-My Oracle Support
Communication

* Adding Additional Oracle Management Service Using the Initial Setup Console

¢ Configuring Outgoing Mail Servers (SMTP Servers) Using the Initial Setup
Console

*  Registering My Oracle Support Credentials Using the Initial Setup Console
¢ Creating Users Using the Initial Setup Console

¢ Creating Roles Using the Initial Setup Console

9.1 Configuring Oracle Software Library Using the Initial Setup Console to
Store Software Entities

Oracle Software Library (Software Library) is a repository that stores software entities
such as software patches, virtual appliance images, reference gold images, application
software, and their associated directive scripts.
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You can configure the Software Library while or after installing Enterprise Manager
Cloud Control.

If you configured the Software Library while installing Enterprise Manager Cloud
Control, then this particular setup task in the Initial Setup Console appears as
complete. In this case, you can move over to the next setup task.

If you did not configure the Software Library while installing Enterprise Manager
Cloud Control, then this setup task in the Initial Setup Console appears as
incomplete. In this case, you must follow the instructions outlined in this topic to
complete the task.

If you do not want to configure the Software Library from the Initial Setup
Console, then you can configure it later from the Software Library Administration
Console, which is available within the Enterprise Manager Cloud Control
Console.

For instructions to configure it from the Software Library Administration Console,
see Oracle Enterprise Manager Cloud Control Administrator’s Guide.

If you upgraded from an earlier release of Enterprise Manager Cloud Control,
then this setup task in the Initial Setup Console always appears as complete
because during upgrade, the Software Library location from the earlier is
automatically is carried over.

Software Library supports two types of storage locations, mainly OMS Shared File
System location and OMS Agent File System location. Oracle strongly recommends that
you configure the OMS Shared File System location. To understand these storage
locations, see Oracle Enterprise Manager Cloud Control Administrator’s Guide.

To configure an OMS Shared File System location for the Software Library, using the
Initial Setup Console, follow these steps:

1.

Meet the prerequisites for a Software Library upload storage location as described
in Oracle Enterprise Manager Cloud Control Administrator’s Guide.

From the Setup menu, click Initial Setup Console.
On the Initial Setup Console page, in the left panel, click Software Library.

On the Software Library Upload File Location page, from the Storage Type drop-
down menu, select OMS Shared File System.

Enter a unique name for the Software Library storage location, and the absolute
path to a shared location that is mounted on the OMS host. A shared location on
the OMS host is required because the same shared location will be used when you
install additional OMS instances. Ensure that this shared location is accessible by
all the OMS instances. For a multi-OMS setup, set the Normal Preferred Credentials
for all the OMS instances.

While configuring an upload file location for the first time, a metadata registration
job is submitted that imports all Software Library-related metadata information of
all the installed plug-ins, from the OMS.

Once the upload file location is configured, you can perform other storage
administration actions such as purging, migration, and so on from the Software
Library Administration Console, which is available within the Enterprise Manager
Cloud Control Console. To access this console, from the Setup menu, select
Provisioning and Patching, then select Software Library.
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Note:

*  For a multi-OMS environment, you must set up the clustered file system
using NFS, ACFS, or DBFS. On Microsoft Windows, for sharing, the
OCFS2 cluster file system is recommended. For more information, see the
chapter on configuring a Software Library in Oracle Enterprise Manager
Cloud Control Administrator’s Guide.

e For some reason, if you are unable to configure an OMS Shared File System
location, then configure an OMS Agent File System location. For
instructions, see Setting Up an OMS Agent Storage Location.

9.2 Configuring Proxies for OMS-to-Management Agent Communication

You can secure the communication between Oracle Management Service (OMS) and
Oracle Management Agents (Management Agents) by configuring a proxy. You can
configure one proxy for all Management Agents, one proxy for a set of Management
Agents and none for the rest, or different proxies for different sets of Management
Agents.

In addition, you can configure two or more proxies as redundant proxies to support
high availability of the proxies configured for OMS and Management Agent
communication. Under such circumstances, by default, the proxy that is up and
running is selected for communication, regardless of the status of the other proxies.
Before starting to communicate if a proxy is found to be inactive or down, then an
alternate proxy configured for that Management Agent is selected. However, note that
after the communication begins through a particular proxy, if that proxy turns inactive
or shuts down, then no fallback mechanism is currently available to select an alternate
proxy that is up and running.

Note:

e NTLM-based Microsoft proxies are not supported. To enable access
through such proxies, add all the available agent hosts to the
Unauthenticated Sites Properties of the NTLM-based Microsoft proxy.

¢ Local addresses of each OMS automatically bypass the proxy.

e If you have already configured a proxy, then this setup task appears as if
it is complete.

To configure a proxy using the Initial Setup Console for OMS-Management Agent
communication, follow these steps:

1. From the Setup menu, select Initial Setup Console.

2. On the Initial Setup Console page, in the left panel, click OMS Agent Proxy
Setting.

3. Follow Step (3) to Step (6) as outlined in Oracle Enterprise Manager Cloud Control
Advanced Installation and Configuration Guide.
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9.3 Configuring Proxies Using the Initial Setup Console for OMS-My
Oracle Support Communication

Oracle Management Service (OMS) uses the Internet connectivity on its host to
connect to My Oracle Support periodically to download patches, patch sets, patch
recommendations, and Automated Release Updates (ARU) seed data. By default,
Enterprise Manager Cloud Control assumes that there is no proxy server configured
between the OMS and My Oracle Support. However, to secure the communication,
you can add a proxy server between the two entities, and then register it as a proxy
target in Enterprise Manager Cloud Control.

Note:

If you have already configured a proxy, then this setup task appears as if it is
complete.

To configure a proxy using the Initial Setup Console for OMS-My Oracle Support
communication, follow these steps:

1. From the Setup menu, select Initial Setup Console.
2. On the Initial Setup Console page, in the left panel, click My Oracle Support.

3. Follow Step (2) to Step (7) as outlined in Oracle Enterprise Manager Cloud Control
Advanced Installation and Configuration Guide.

9.4 Adding Additional Oracle Management Service Using the Initial Setup

Console

When you install Enterprise Manager Cloud Control, by default, the installer installs
one Oracle Management Service along with one Oracle Management Agent. While this
default configuration suits smaller environments, typically in larger production
environments, you might require additional OMS instances to help reduce the load on
a single Oracle Management Service, improve the efficiency of the data flow, and offer
high availability of your Enterprise Manager system.

Note:

If you have already added an additional OMS, then this setup task appears as
if it is complete.

To add an additional Oracle Management Service using the Initial Setup Console,
follow these steps:

1. Before you begin adding an additional Oracle Management Service, review the
important facts as described in Before You Begin Adding an Additional Oracle
Management Service.

2. Meet the prerequisites for an additional Oracle Management Service as described
in Prerequisites for Adding an Additional Oracle Management Service.
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3. From the Setup menu, click Initial Setup Console.

4. On the Initial Setup Console page, in the left panel, click Add Oracle Management
Service.

5. On the Add Management Service Getting Started page, complete the
preinstallation tasks listed there. Once you are done, select each of the tasks you
have complete, and then, click Next.

6. Follow Step (4) to Step (7) as outlined in Adding an Additional Oracle Management
Service.

7. After adding the additional Oracle Management Service, perform the post-
installation tasks as described in Performing Postinstallation Tasks After Adding
an Additional Oracle Management Service

9.5 Configuring Outgoing Mail Servers (SMTP Servers) Using the Initial
Setup Console

Notifications keep you informed when specific incidents, events, or problems arise,
and thereby enable you to take corrective or preventive actions to circumvent the
reported issue. Enterprise Manager uses different mechanisms for sending these
notifications, including email, SNMP traps, or running custom scripts, or all three.
Before Enterprise Manager Cloud Control can send e-mail notifications, you must set
up the outgoing mail servers (SMTP servers).

Note:

If you have already configured the SMTP servers, then this setup task appears
as if it is complete.

To configure outgoing mail servers so that Enterprise Manager can send e-mail
notifications, follow these steps:

1. From the Setup menu, click Initial Setup Console.
2. On the Initial Setup Console page, in the left panel, click Configure Mail Servers.
3. On the Configure Mail Servers page, in the Sender Identify section, click Edit.

4. Inthe Sender Identify dialog, enter the name of the administrator or system that
should send the email notifications, and the email address from which the
notifications should be sent. Click OK.

5. In the Outgoing Mail (SMTP) Servers section, click Create.

6. In the Outgoing Mail (SMTP) Servers dialog, enter the mail server host name, the
mail server credentials, and the encryption method to be used. Click OK.

If you configure multiple outgoing mail servers, automatic failover and load
balancing is performed in round robin fashion.
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9.6 Registering My Oracle Support Credentials Using the Initial Setup
Console

My Oracle Support connectivity enables you to view service request information,
obtain patch recommendations, and download plug-ins and other entities to the
Software Library, all from within the Enterprise Manager Cloud Control Console. To
automatically sign in to My Oracle Support from within the Enterprise Manager Cloud
Control Console, you must register the My Oracle Support credentials with Enterprise
Manager Cloud Control.

Note:

If you have already registered the My Oracle Support credentials, then this
setup task appears as if it is complete.

To register the My Oracle Support Credentials using the Initial Setup Console, follow
these steps:

1. From the Setup menu, click Initial Setup Console.

2. On the Initial Setup Console page, in the left panel, click Set MOS Credentials.
3. On the Set MOS Credentials page, click here.

4. On the My Oracle Support page, enter the My Oracle Support credentials.

5. Click Apply.

9.7 Creating Users Using the Initial Setup Console

Users are administrators who are authorized to log in and use Enterprise Manager
Cloud Control. Users belong to one or the other role defined in Enterprise Manager,
and perform only those operations to which they are entitled.

By default, users can be either Super Administrators who have full access privileges to
all the targets, Repository Owners who manage Oracle Management Repository, or
Regular Administrators who normally use Enterprise Manager Cloud Control.

Note:

If you have already created a set of users, then this setup task appears as if it is
complete.

To create administrators using the Initial Setup Console, follow these steps:

1. From the Setup menu, select Initial Setup Console.
2. On the Initial Setup Console page, click Create Users.

3. On the Create Users page, in the Enterprise Manager Super Administrators section,
view a list of super administrators created so far in the Enterprise Manager system,
and their last authenticated time.
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4. Collapse the Enterprise Manager Super Administrators section to see the following
text below the section. Click here.

Enterprise Manager Administrators can be managed from here
5. On the Administrators page, click Create.
Enterprise Manager Cloud Control displays the Create Administrator Wizard.

6. In the Create Administrator Wizard, on the Authentication page, select the
authentication mechanism to be used for the user you are creating, and click Next.

7. On the Properties page, provide details of the user you are creating, and click Next.

8. On the Roles page, from the Available Roles list, select the roles you want to grant
explicitly to the user you are creating, and click Next.

9. On the Target Privileges page, select the privileges you want to grant to the user
you are creating, and click Next. These privileges give the user the right to perform
particular management actions on a set of targets.

10. On the Resource Privileges page, select the resource privileges you want to grant
explicitly to the user you are creating, and click Next.

11. On the Review page, click Finish.

9.8 Creating Roles Using the Initial Setup Console

Roles are a collection of Enterprise Manager resource privileges, or target privileges,
or both, which are granted to administrators who use Enterprise Manager Cloud
Control. Roles can be based upon geographic location (for example, a role for
Canadian administrators to manage Canadian systems), line of business (for example,
a role for administrators of the human resource systems or the sales systems), or any
other model. After you have created administrators, the next step is to create roles and
assign administrators to those specific roles.

Note:

If you have already created a set of roles, then this setup task appears as if it is
complete.

To create roles using the Initial Setup Console, follow these steps:

1. From the Setup menu, click Initial Setup Console.
2. On the Initial Setup Console page, in the left panel, click Create Roles.

3. On the Create Roles page, collapse the Top 5 Administrators with the Highest
Number of Roles section and the Roles with the Highest Number of Nested
Roles section to see the following text below the section. Click here.

Enterprise Manager Roles can be managed from here
4. On the Roles page, click Create.

Enterprise Manager Cloud Control displays the Create Role Wizard.

Setting Up Enterprise Manager Cloud Control Using the Initial Setup Console 9-7



Creating Roles Using the Initial Setup Console

5. In the Create Role Wizard, on the Properties page, enter a unique name for the role,
and click Next.

6. On the Roles page, from the Available Roles list, select the Oracle-defined roles you
want to grant explicitly to the role you are creating, and click Next.

Explicitly granting roles to an already existing role grants all privileges to grantee
of current role.

7. On the Target Privileges page, select the privileges common to all targets and the
privileges specific to certain targets, which you want to grant explicitly to the role
you are creating, and click Next.

8. On the Resource Privileges page, select the resource privileges you want to grant
explicitly to the role you are creating, and click Next.

9. On the Administrators page, select the administrator you want to grant this role to,
click Next.

10. On the Review page, click Finish.
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Appendix

This part contains additional information that pertain to Enterprise Manager
installation. In particular, this part covers the following;:

Overview of the EM Prerequisite Kit
Validating Command Locations

Creating a Database Instance with Preconfigured Repository Using Database
Templates

Accessing the Enterprise Manager Certification Matrix

Installing Management Agents on Microsoft Windows Target Hosts Without
Using Cygwin

Installing Browser Certificates






A

Overview of the EM Prerequisite Kit

This appendix describes the Enterprise Manager Prerequisite Kit utility (EM
Prerequisite Kit) that the installation wizard runs every time it installs or upgrades
your Enterprise Manager. In particular, this appendix covers the following:

e About EM Prerequisite Kit
*  Running the EM Prerequisite Kit
e Viewing the Log Files Created by the EM Prerequisite Kit

* Repository Prerequisite Checks Run by the EM Prerequisite Kit

A.1 About EM Prerequisite Kit

The EM Prerequisite Kit is a utility that runs repository-related prerequisite checks in
your environment to ensure that you meet all the repository requirements for
installing or upgrading an Enterprise Manager system.

The kit not only runs the prerequisite checks but also takes corrective actions
automatically, to the extent possible, when a prerequisite check fails.

The EM Prerequisite Kit is run internally by the Enterprise Manager Installation
Wizard while installing or upgrading an Enterprise Manager system. In addition, you
can run the kit yourself beforehand to ensure that your environment meets all the
repository-related requirements.

Note: If you run the EM Prerequisite Kit manually, it only displays the status
but, does not perform any corrective action.

WARNING:

If you plan to use a database instance that was created with a preconfigured
Management Repository using the database templates offered by Oracle,
then make sure you pass the following parameter while invoking the EM
Prerequisite Kit.

- conmponent Var i abl es
repository: EXECUTE_CHECKS NOSEED DB FOUND: f al se

A.2 Running the EM Prerequisite Kit

Although the EM Prerequisite Kit is run internally by the Enterprise Manager
Installation Wizard while installing or upgrading an Enterprise Manager system, you
can choose to run the kit yourself beforehand to ensure that your environment meets
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all the repository-related requirements. This helps in detecting and fixing repository
related issues beforehand, thus enabling a much smoother installation or upgrade
experience. You can view the status of the kit on a GUI. This section describes the
following ways of viewing the EM Prerequisite Kit for Fresh Install and Upgrade:

¢ Running the EM Prerequisite Kit on GUI

A.2.1 Running the EM Prerequisite Kit on GUI

Every time the EM Prerequisite Kit is run, the results of the prerequisite checks run for
a particular component are displayed on the GUIL The user can view the status of each
prerequisite check.

To view the status of the EM prerequisites, follow these steps:
1. Invoke the EM installer with the flag f | ag EMPREREQ KI T=t r ue.

For example,

.1eml3200_| i nux64. bi n EMPREREQ Kl T=t r ue

You can choose to view the status of the EM Prerequisite check for a:
e Fresh Install

e Upgrade

For Fresh Install

a. Select the Create a new Enterprise Manager System option.

b. Click Next.

c. Enter the database host name, port number, service ID, and the system
password in the respective fields.

For Upgrade
a. Select the Upgrade an existing Enterprise Manager system option.
b. Click Next.
c. Enter the required passwords in the respective fields.
2. Click Execute to view the status of the EM Prerequisite Kit check.
By default, the failed prerequisite checks are displayed.

3. Click Show All Prereqs to view the status of all the prerequisite checks.
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e Manager Cloud Control 13c Installation - Step 3 of 3

Prerequisite Checks ORACLE Enterprise Manager Cloud Control 13c

| show All Prereqs

Status

»

I
'« Prerequisite Checks

%
Checkthe pga_aggregate_target instance parameter value. fail §
Check the workarea_size_policy instance parameter value, pass

Check the session_cached_cursors instance parameter value Tail

Checkthe open_cursors instance parameter walue, pass

Checkthe sga_target instance parameter value. fail

Check the lag_buffer instance param eter value pass

Check the shared_pool_size instance parameter value fail

Checkthe db_cache_size instance parameter value. pass

Check the large_pool_size instance param eter value pass

Check the java_pool_size instance parameter walue pass

Checkthe streams_pool_size instance parameter value, pass

Checkthe timed_statistics instance parameter value pass -

Recommendation :
Contact Oracle Support
CorrectionType | Mot Required

Log Location : fimp/OrainstallZ016-04-26_03-51-284M/emdbprereqs \LATEST/componentLog

Help Close

4. Click the required row to view the recommendation and the correction type.

Note:

There are three correction types available based on failure types as follows:

Table A-1 Correction Types

Correction Description
Type

Not Required It is a warning message and you can ignore it and move ahead.

Manual It is an error message and you must manually fix it before moving
ahead.
Auto It is an error message and you can ignore it since EM has predefined

corrective actions to fix it.

Note: EM Prerequisite Kit is not supported in silent mode.

A.3 Viewing the Log Files Created by the EM Prerequisite Kit

Table A-2 lists all the log files that are created every time the EM Prerequisite Kit is
run.

Table A-2 EM Prerequisite Kit Log Files

Log File Name Description
enpreregkit.|og Contains information about every step taken or action
performed by the kit
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Table A-2 (Cont.) EM Prerequisite Kit Log Files
_____________________________________________________________________________|

Log File Name

Description

enpreregkit.err

Contains only the error and stacktrace of the exceptions
occurred

enpreregki t. out

Contains information about the status (pass or fail) of
all the prerequisite checks that are run. It also contains
detailed information regarding each prerequisite
check.For example, prerequisite name, execution
status, detailed recommendation (what queries are to
be executed to correct the failed prerequisite), and so
on.

<functional _area>.1o0g

Contains information about the function area-specific
prerequisite checks that are run. For example,
reposi tory. | og that contains repository-specific
performance-related prerequisite checks that are run.
The repository.log is present in the <log location>/
componentLog directory.

For example, $Or al nvent ory/ | ogs/ endbpr er eqs/
LATEST/ conponent Log/ repository. | og

Table A-3 lists the log file locations depending on how the EM Prerequisite Kit was
invoked. This table lists the locations for all the log files except for the
enpr er egki t. out file. For enpr er egki t . out file, see the note after the table.

Table A-3 EM Prerequisite Kit Log File Locations
- - - -]

invocation Type Latest Log File Location? Log File Location?

Manually Invoked <l ogLoc>/ LATEST <l ogLoc>/ <ti ne- st anp>
Note: When you provide Note: When you provide
| ogLoc as the value, the log | ogLoc as the value, the log
location is as mentioned above. location is as mentioned above.
Else, it is <Cur r ent Else, it is <Cur r ent
Di rectory>/ Di rectory>/

prerequi siteResults/log prerequisiteResults/I|og

| LATEST

/ <tinme-stanp>
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Table A-3

(Cont.) EM Prerequisite Kit Log File Locations

invocation Type

Latest Log File Location?

Log File Location?

Automatically Invoked
by the Enterprise
Manager Cloud Control
Installation Wizard

<ORACLE_HQOME>/ . gci nst al
| _tenp/ LATEST

Note: When you proceed
through the installation wizard
pages, EM Prerequisite Kit logs
are created in either

$Or al nvent ory/ | ogs/
endbpr er eqs/ LATEST
or/tnpl/

Oral nstal | <ti nest anp>/
endbpr er eqs/ LATEST

When install begins, the /t nmp/
Oral nstal | <ti mest anp>/
enpr er egki t logs are copied
to

<ORACLE_HQOME>/ . gci nst al
| _tenp/ enprereq/ LATEST

<ORACLE_HOWME>/ . gci nst al
| _tenp/<time-stanp>
Note: When you proceed
through the installation wizard
pages, EM Prerequisite Kit logs
are created in either

$Oral nventory/ | ogs/
emdbpr er eqs/ <t i nest anp>
or/tnp/

Oral nstal | <ti nest anp>/
emdbpr er eqs/ <t i nest anp>

When install begins, the / t mp/
Oral nstal | <ti nest anp>/
endbpr ereqs/ <ti nme-

st anp> logs are copied to
<ORACLE_HOWMVE>/ . gci nst al
| _tenp/enprereq/<time-
st anp>

1 Latest Log File location refers to a single, standard location maintained for the latest log files created
when the EM Prerequisite Kit was last run. The log files created here are overwritten every time the

utility is run.

2 Log File Location refers to the <t i me- st anp> directory that is created dynamically by the utility every
time the EM Prerequisite Kit is run. The log file created here are retained until you decide to delete them.

Note:

When the EM Prerequisite Kit is run manually, the log file
enpr er egki t. out isstored in <pr er eqResul t Loc>/| og/ <t i ne-
st anmp>. The latest log file is stored in <pr er eqResul t Loc>/ | og/

LATEST/ .

When the EM Prerequisite Kit is run internally by the Enterprise Manager

Cloud Control Installation Wizard, the log file enpr er egki t . out is stored in
<ORACLE_HOME>/ . gcinstal | _tenp/log/<time-stanp>. And the latest
log file is stored in <ORACLE_HOME>/ . gci nst al | _t enp/ | og/ <LATEST>.

A.4 Repository Prerequisite Checks Run by the EM Prerequisite Kit

Table A-4 describes all the repository prerequisites that the EM Prerequisites Kit
checks. This section also describes how to manually check these prerequisites.
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Table A-4 Repository Prerequisites
- - _____________________________________________|

Prerequisite Appliesto  Description

Install/

Upgrade
Basic Policy Upgrade Ensures that valid policy exists for MGMT_TARGETS.
Requirements To manually verify this, run the following query:

sel ect ' EM TARGET_POLI CY' from dual where
not exists (select policy_name from
dba_pol i ci es where object_owner =SYSMAN
and pf_owner =" SYSMAN and

obj ect _nanme=' MGMI_TARCETS') )

The query must not return any rows.

Active Jobs Upgrade Ensures that there are no background DBMS jobs
Requirements currently running in the Repository Database.

To manually verify this, run the following query:

sel ect count(*) FROM dba_j obs_running run_job, gv
$sessi on sess WHERE sess. sid=run_job.sid AND
sess. schemanane=" SYSVAN

If the result of the query is 0 then there are no active
DBMS jobs, if result is not 0 then wait for the active
jobs to complete.

Checks if GVM Upgrade Ensures that the GVM Performance Metric Collection
Performance job is stopped and deleted.

colleFtion job is To manually verify if a job named
running GVMPERFMETRI CCOLL  exists, run the following query:

sel ect count(*) from nmgnt_j ob where
job_nane = ' GYMPERFMETRI CCOLL' and
job_type = 'Updat eGV/MPerf Metric'

If it exists, then stop and delete.

Valid Reference Upgrade Ensures that all entries for execut i on_i d in
Requirements MGMT_JOB_EXECUTI ON either point to a valid entry
in MGMT_JOB_EXEC_SUWMMARY, or are NULL.

To manually verify this, run the following query. The
query must not return any rows.

SELECT COUNT(1) FROM MGMTI_JOB_EXECUTI ON e
WHERE NOT EXI STS (SELECT 1 FROM
MGMT_JOB_EXEC_SUMVARY s WHERE
s.execution_id = e.execution_id) AND
execution_id I'S NOT NULL
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description
Install/
Upgrade
Job Type Uniqueness Upgrade Ensures that there are no duplicate entries in
Requirements MGMTI_JOB_TYPE_| NFOfor the following set of
columns: j ob_t ype, job_type_owner,
maj or _version, mnor_versionl,
m nor _ver si on2.
To manually verify this, run the following query. The
query must not return any rows.
SELECT job_type FROM MaGur_JOB _TYPE_I NFO
GROUP BY job_type, job_type_owner,
maj or _version, mnor_versionl,
m nor _version2 HAVI NG COUNT(1) > 1
SQL Plan Baseline Install, Ensures that the parameter
Capture Parameter Upgrade optim zer_capture_sql _pl an_basel i nes is set
Requirements to FALSE (or default).
The SQL plan baseline capture must never be turned
on for the Management Repository. Enterprise
Manager heavily depends on updated CBO statistics. If
stale CBO statistics exist, the SQL plan baseline capture
could cause bad execution plans to be used for critical
functionality.
Current Availability — Install, Set the current availability index to
Index Requirements =~ Upgrade EM _CURRENT_AVAI LABI LI TY_PK.
My Oracle Support Upgrade Ensures that the My Oracle Support user name is not
User Name Size longer than 239 characters. If it is, then you cannot
Requirements upgrade.
ARU User Name Size Upgrade Ensures that the ARU user name is not longer than 239
Requirements characters. If it is, you cannot upgrade.
DBMS Package Install, Ensures that you compile the required DBMS
Requirements Upgrade packages.

To manually compile the packages, log in to the
database, where the Management Repository is
configured, as SYS user, and run the following query to
retrieve the list of invalid DBMS packages:
SELECT obj ect _nane, object_type FROM
al | _objects WHERE status = "I NVALID AND
obj ect _nane LI KE ' DBVMS%
If the package is invalid, run the following query:
*  For package:
ALTER PACKAGE <PACKAGE_NAME> COWPI LE
¢ For package body:
ALTER PACKAGE <PACKAGE_NAME> COMWPI LE
BODY
If the packages do not compile successfully, contact
Oracle Support.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description
Install/
Upgrade
Snapshot Log Upgrade Ensures that the snapshot logs are deleted from the
Requirements tables.
Connector Upgrade Ensures that there is no bad data in the connector
Configuration Table configuration table. If there is any, then run the
Requirements following query to clean the table.
del ete fromngnt _cntr_config where
connector _guid is null or
connector _type_guid is null; commt;
Compatible Instance  Install, Ensures that the compatible instance parameter is set to
Parameter Upgrade the same version value as the database instance of the
Requirements Management Repository. Any other value might result
in unexpected problems, poor performance, or both.
Primary Key and Upgrade Ensures that Primary Key and Foreign keys are not
Foreign Key disabled.
Requirements To manually verify this, run the following query:

sel ect count(*) from (sel ect
constrai nt_name, table_nanme from
DBA_CONSTRAI NTS where owner = ' SYSVAN

and (constraint_type = 'P or
constraint_type = 'R) and status =
' DI SABLED )

If the result is not 0, then use the following query to
enable the constraint:

alter table SYSMAN. <TABLE NAME> nodify
constrai nt <CONSTRAI NT_NAME> enabl e

If the constraints cannot be enabled for any reason,
contact Oracle Support.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to
Install/
Upgrade

Description

Enable Queue
Requirements

Upgrade

Ensures that queues are enabled in the Repository
Database.

To manually verify this, run the following query:

sel ect count(*) from dba_queues where
owner = 'SYSMAN and queue_type |like

' UNORVAL_QUEUE% and (enqueue_enabl ed
like '9NO¥% OR dequeue_enabl ed |ike ' %NO
%)

If result is not 0, use the following query to retrieve the
list of disabled queue names:

sel ect nanme, queue_table from dba_queues
where owner = 'SYSMAN and

upper (queue_type) not |ike

" EXCEPTI ON_QUEUE' and

(upper (enqueue_enabl ed) NOT LI KE ' WES%
OR upper (dequeue_enabl ed) NOT LI KE ' %WES
%))

Execute the following SQL statement to enable the
queue:

begin

dbms_agadm st art _queue(' <di sabl ed_queue_n
ane>'); end;

If the queue cannot be started, contact Oracle Support.

Trigger
Requirements

Upgrade

Ensures that all the triggers in the Repository Database
are not disabled.

To manually verify this, run the following query:

sel ect count(*) from (sel ect
trigger_name, trigger_type, table_nane
from DBA_TRI GGERS where tabl e_owner =
' SYSMAN and status = ' DI SABLED )

If result is not 0, then enable the trigger.

SYSTEM tablespace
requirement

Install and
Upgrade

Ensures that the SYSTEM tablespace has at least one
datafile set to autoextensible.

To manually verify this, run the following query:

sel ect count(*) fromdba_data files where
tabl espace_nane = ' SYSTEM and
aut oextensible = "' YES

If the result is 0, then add a new datafile with the
autoextend attribute to the SYSTEM tablespace so it
has at least one listed in the DBA_DATA_FILES view
with autoextensible equal to "YES'. Contact Oracle
Support if there are any errors
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description
Install/
Upgrade
emkey requirement Upgrade Ensures that the emkey is copied to the repository.

To manually verify this, run the following query:

sel ect COUNT(*) from
sysman. ngnt _repos_ti me_coef fici ent
If the result of the query is not 1, then copy the

embkey.ora file from another OMS or backup machine
to the ORACLE_HOME/sysman/config directory.

Configure the emkey.ora file by running enct |
config enkey -copy_to_repos -sysman_pwd
<sysman_pwd>.

EM_USER_CONTEX Upgrade Ensures that EM_USER_CONTEXT is present in the
T requirements repository.

To manually verify this, run the following query:

sel ect count(*) from dba_context where
schema='" SYSMAN and
upper ( nanespace) = EM_USER_CONTEXT'

If the query result is 0, check that the procedure
SETEMUSERCONTEXT is valid by executing the
following query:

sel ect status fromall _objects

where object_name='SETEMUSERCONTEXT' and
owner='SYSMAN'

The above query must return 'VALID'. Then run:

al ter session set
current_schena=' SYSMAN ;

Create or replace context EM_USER_CONTEXT using

SETEMUSERCONTEXT;
If the context cannot be created for any reason, contact
Oracle Support.
Audit Master table Upgrade Ensures that there are no abnormal conditions stored in
requirement the Audit Master Table.

To manually verify this, run the following query:

sel ect count(*) from

sysman. ngnt _audi t _mast er

If the query result is not 1 then, contact Oracle Support
to analyze the Enterprise Manager repository before
attempting to perform the patch/upgrade.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to
Install/
Upgrade

Description

Exempt Access Policy Upgrade

requirement

Ensures that EXEMPT ACCESS POLICY is not granted
directly to SYSMAN or indirectly grants to a role that is
granted to SYSMAN.

To manually verify this, run the following query:

sel ect count(*) fromdba_sys_privs where
upper (privil ege) =" EXEMPT ACCESS PCLI CY'
and (grantee = 'sysnan' or grantee in
(select distinct granted_role from
dba_role_privs start with

grant ee=' SYSMAN' connect by prior
granted_rol e=grantee) or grantee =
'sysman')

If the result of the query is not 0, then revoke EXEMPT
ACCESS POLICY from SYSMAN and the roles.

For example:
revoke exenpt access policy from SYSVMAN

max_enabled_roles
init parameter
requirement

Install and
Upgrade

Ensures that the max_enabled_roles parameter value is
set such that it contains at least 3 more than the
flattened roles granted to SYS.

To manually verify this, run the following query:

select 1 from DUAL where (sel ect count(*)
from v$i nstance where version like '9.%)
= 0 or (select value from v$paraneter
where nane |ike 'max_enabl ed_roles') >
(select count(*) fromdba_role_privs
start with grantee='SYS connect by prior
gr ant ed_r ol e=gr ant ee) +2;

If the result of the query is not 1 then, increase the
max_enabled_roles parameter to ensure it contains at
least 3 more than the flattened roles granted to SYS.

To modify max_enabled_roles, perform the following
steps:

1. Bring down all the OMS instances.

2. Bring down the database cleanly.

3. Modify the max_enabled_roles parameter in the
init.ora or whichever is used by the database's
initialization process.

4. Bring up the database cleanly.

5. Verify with v§parameter to ensure the parameter
value is indeed increased.
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Table A-4 (Cont.) Repository Prerequisites

Prerequisite Applies to
Install/

Upgrade

Description

PAF execution
requirements

Upgrade

Ensures that no PAF executions are scheduled or
running.

To manually verify this, run the following query, and
note down the GUID of the running or scheduled
deployment procedures.

SELECT i.instance_guid FROM

SYSMVAN. MGMT_PAF_STATES s,

SYSMAN. MGMT_PAF_| NSTANCES i ,

SYSMAN. MGMT_PAF_PROCEDURES p WHERE

p. procedure_guid = i.procedure_guid AND
Ss.instance_guid = i.instance_guid AND
s.state_type = 0 AND s.status in (0,1)

To manually stop the running or scheduled
deployment procedures, run the following query, and
pass the GUID you noted down from the output of the
preceding command:

entli stop_instance -instance=<instance
id fromsql query>

Secured Agent
requirements

Upgrade

Ensures that all the agents are secured with latest CA.

To know the list of agents to be secured, run the
following command:

entli get _ca_info -details

Pre-upgrade console
patch requirements

Upgrade

Ensures that pre-upgrade patch is applied.
To manually verify this, run the following query:

sel ect count(*) fromall _objects where
obj ect _nane ='PRE_UPGC_MASTER_|I NFO and
obj ect _type=' TABLE' and owner =" SYSMAN

If the result of the query is not 1, then apply pre-
upgrade Console patch before upgrading.

Global Stale Install and
percentage Upgrade
requirements

Ensures that global stale percentage is in between 5
and 25.

To manually verify this, run the following query:

sel ect count(*) fromdual where
dbns_stats. get_prefs(' STALE_PERCENT' )
between 5 and 25

The query result must be 1.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to
Install/
Upgrade

Description

Account status
requirements

Upgrade

Ensures that SYSMAN, MGMT_VIEW and
ORACLE_OCM accounts are not locked or expired.

To manually verify this, run the following queries:

sel ect account _status from dba_users where
user name=" SYSMAN ;

sel ect account_status from dba_users where
user name=" MGVI_VI EW;

sel ect account_status from dba_users where
user name=" ORACLE_OCM ;

The query result must be OPEN.

SYSMAN schema
requirements

Upgrade

Ensures that SYSMAN schema is present for upgrade.

To manually verify this, run the following query:

SELECT COUNT(*) FROM ALL_USERS WHERE
USERNAME=" SYSMAN

The query result must be 1.

Redo Log size
requirement

Install and
Upgrade

Ensures that the size of the log file is equal or greater
than following the values defined for different
installation types and deployment options:

¢  Simple Installation: 300 MB or greater.
¢ Advanced Installation:

- Small: 300 MB or greater
- Medium: 600 MB or greater

- Large: 1000 MB or greater
To manually verify this, run the following query:

sel ect mn(bytes) from v$l og

Existing Database
Not to Be in
QUIESCE Mode

Install and
Upgrade

Ensures that existing, certified Oracle Database is not
in QUIESCE mode.

To manually verify this, run the following SQL in the
database in the SYS role:

sel ect active_state from v$i nstance;
The result returned must be NORVAL.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description

Install/

Upgrade
Existing Database Fresh Ensures that your existing, certified Oracle Database
Not to Have Install does NOT have the Enterprise Manager SYSMAN
SYSMAN and schema and the Metadata (MDS) schema already
SYSMAN_MDS configured. These schemas can exist if you had
Schema configured the database for another Enterprise

Manager installation in the past, and if you are now
trying to reuse the same database for a new
installation.

To manually verify if the schemas are present and to
drop them, run the following query:

SELECT COUNT(*) FROM ALL_USERS WHERE
USERNAME | N (' SYSMAN , ' SYSMAN_MDS' ) ;

If the result of this query is 1, then the database has
these schemas. In this case, drop the schemas and
deinstall the Enterprise Manager software that had
created these schemas. For instructions, see the Oracle
Enterprise Manager Advanced Installation and
Configuration Guide.

Database Install and Ensures that you have correctly set the database
Initialization Upgrade initialization parameters.
Parameters except
Requirements db_block_si
ze which Note: While installing Cloud Control, the repository
applies database db_block_size should be set to 8192.
only to
install.

For information about the database initialization
parameters to be set for various deployment sizes, see
the Oracle Enterprise Manager Advanced Installation and
Configuration Guide.

Fine-Grained Access = Upgrade Ensures that the fine-grained access control option is
Control set to TRUE in the existing, certified Oracle Database so
Requirements that the Management Repository can be created.

To manually verify this, run the following command:

sel ect value from v$option where
paraneter = 'Fine-grained access
control';
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Applies to
Install/
Upgrade

Description

UNDO Tablespace Install and
Size Requirements Upgrade

Ensures that the UNDO tablespace has a minimum
space of 200 MB.

To manually verify this, run the following query:

SELECT SUM DECODE( aut oext ensi bl e, ' YES',
200*1024*1024+1, bytes)) total

FROM dba_data_files f, dba_tabl espaces s
VHERE s. contents = ' UNDO

AND s.tabl espace_name = f.tabl espace_nane;

Note: The result of this query is in bytes.

If the minimum space is less than 200 MB, then set it to
200 MB by running the following command:

al ter database datafile <l ocation
datafile> resi ze 200M

UNDO Tablespace Install and
and Temporary Upgrade
Tablespace Settings

Requirements

Ensures that the UNDO tablespace and the TEMP
tablespace are autoextensible in the existing, certified
Oracle Database.

To manually verify this, run the following command:

sel ect count(*) from dba_tenp_files where
t abl espace_name=' TEM® and AUTOEXTENSI BLE <>
"YES ;

sel ect count(*) fromdba_data_files where
t abl espace_nanme=' UNDOTBS' and AUTCEXTENSI BLE <>
"YES ;

If the result of the query is 0, then the tablespace is
autoextensible. If the result it not 0, then refer to Oracle
Database Administrator's Guide to make the tablespace
autoextensible.

Archive Logging Install and
Settings Upgrade
Requirements

(Recommended) Ensures that you turn on archive
logging in the existing, certified Oracle Database for
any environment where continuity of data is
important.

To manually verify this, run the following command in
the SYS role:

sel ect | og_node from v$dat abase;
The result returned must be ARCHI VELOG
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Applies to
Install/

Upgrade

Description

Tablespace-Related Install
Hard Disk Space

Requirements

Ensures that you allocate a minimum of 200 MB hard
disk space for the following tablespaces:

- Management Tablespace (mgmt.dbf)

- Configuration Data Tablespace
(mgmt_ecm_depotl.dbf)

- JVM Diagnostics Data Tablespace
(mgmt_deepdive.dbf)

Oracle also recommends that you keep the auto-extend
feature enabled for the tablespace data files.

Note that the space requirement increases as the
number of monitored targets increase, along with the
input/output performance demands on the storage
devices.

Existing
Management
Repository

Upgrade

Ensures that the existing, certified Oracle Database,
which houses the Management Repository, already has
a Management Repository configured, and that the
Management Repository is compatible with Oracle
Management Service 13c Release 2 (13.2).

Database Partitioning Install and
Requirements Upgrade

Ensures that the existing, certified Oracle Database has
the Partitioning Option enabled (therefore, ensure that
you install it into Oracle Database Enterprise Edition.)
Installing and using the partitioning option in the
Enterprise Manager repository does not add costs to
customers when used solely by Enterprise Manager.

To manually verify this, connect to the database as
SYSDBA and run the following query:

sel ect value from v$option where
parameter = 'Partitioning;

The result of this query should be VALUE=TRUE. No
additional partitioning license is required for the
database that houses the Management Repository.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to

Install/
Upgrade

Description

Database Partition
Maintenance
Requirements

Upgrade

Checks if the partitions have been created in the
database.

If the Enterprise Manager system that you are about to
upgrade was shut down for a long period of time, then
you will not have partitions created in the existing,
certified Oracle Database, which houses the
Management Repository, to load new data. Therefore,
under such circumstances, to manually create the
partitions, follow these steps:

1. Login to the database as SYSMAN and run the
following command:

execut e
emd_rmai nt enance. anal yze_end_schema(' S
YSMAN ); commit;

2. Restart the OMS from its Oracle home:
$<ORACLE HOVE>/ bi n/entt!l start ons

Database and
Listener Status
Requirements

Install

Ensures that the existing, certified Oracle Database and
its listener are running.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description

Install/

Upgrade
Valid Objects Install, Ensures that you do have only valid SYSMAN and SYS
Requirements Upgrade, objects in the existing, certified Oracle Database.

and Post .

O To manually verify whether there are only valid
requisite SYSMAN objects, log in to the database as SYS
and run the following command:

sel ect object_nane, object_type from
al | _obj ects where owner="SYSMAN and
status <> 'VALID ;

The command must return 0 rows. However, if it
returns one or more rows, then you have some
invalid objects, and to turn them valid, run the
following command as SYSMAN:

@dm n_reconpi l e_invalid.sgl SYSVMAN
Run this command again to ensure that all

SYSMAN objects are valid. If you still have invalid
SYSMAN objects, then contact Oracle Support.

Note: The admin_recompile_invalid.sql script is in
the following location of the Oracle home of the
OMS home:

<ORACLE_HOVE>/ sysnan/ admi n/
emdrep/ sql / core/ | atest/adm n

¢  To manually verify whether there are only valid
SYS objects, log in to the database as SYS and run
the following command:

sel ect object_nane, object_type from
al | _objects where status<>'VALID and
obj ect _nane |ike ' DBV5% ;

The command must return 0 rows. However, if it
returns one or more rows, then you have some
invalid objects, and to turn them valid, recompile
them by running the following command:

al ter <object type> <object nane>
conpi | e;
For example, if the object_type is mypackage and

the object_name is foo, then run the following
command:

al ter nypackage foo conpil e;

Run this command again to ensure that all the
packages are valid. If you still have invalid
packages, then contact Oracle Support.
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Table A-4 (Cont.) Repository Prerequisites

Prerequisite Appliesto  Description

Install/

Upgrade
DBMS Jobs and Installand  Ensures that you stop the DBMS Jobs and the DBMS
DBMS Scheduler Upgrade Scheduler in the existing, certified Oracle Database.

Status Requirements

To manually stop the jobs and the scheduler, log in to
the database as SYS:

1.

Write down the value of job_queue_processes by
running the following command:

sel ect a.instance_nane as sid,

b.val ue as jobqueue from gv$i nstance
a, gv$paraneter b where a.inst_id =
b.inst_id and

b. name='j ob_queue_processes’;

Stop the DBMS JOBS and DBMS scheduler by
running the following command:

execute

sysman. end_nai nt enance. renove_em dbns_j obs;
alter systemset job_queue_processes=0
SID="*";

comit;

Note: This will allow the currently running jobs
to finish, but will not allow any new jobs to be
started.

Ensure that there are no active jobs by running the
following:

select |1.id2 job, I|.sid,

to_char (|l ast _date, ' DD MO\

YYYY: HH24. M . SS') | ast_date,
to_char(this_date, 'DD MO\

YYYY: HH24. M . SS') this_date,
|.inst_id instance fromsys.job$ j,
gv$l ock | where |.type = 'JQ and
j.job (+) =1.id2 order by 5, 4;
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Table A-4 (Cont.) Repository Prerequisites
|
Prerequisite Appliesto  Description

Install/

Upgrade

Gather Statistics Job ~ Installand  Ensures that you stop the Gather Statistics job that is
Status Requirements ~ Upgrade running in the existing, certified Oracle Database.

To manually stop the job, log in to the database as SYS
and run the following commands:

For Oracle Database 10g (10.2.0.4) or higher:

execut e

dbrs_schedul er. di sabl e(' GATHER_STATS_JCB'
, TRUE) ;

execut e

dbms_schedul er. st op_j ob(' GATHER_STATS_JOB
', TRUE) ;

For Oracle Database 11¢ (11.1.0.7) or higher:

execut e

dbms_aut o_t ask_admi n. di sabl e(' auto
optimzer stats collection',null,null);
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to

Install/
Upgrade

Description

User Privilege
Requirements

Upgrade

Ensures that SYSMAN and DBSNMP users have
EXECUTE privileges to access the DBMS_RANDOM
package in the existing, certified Oracle Database.

To manually verify whether the users have EXECUTE
privileges, run the following query. When you run this
query for the SYSMAN user, the <user_account_name>
must be SYSMAN, and when you run it for the
DBSNMP user, the <user_account_name> must be
DBSNMP.

SQ.> CONNECT AS SYS;

SQL> SELECT grantee, grantor, owner, table_name
FROM DBA_TAB_PRI VS

VHERE t abl e_nanme = ' DBMS_RANDOM

AND privilege = ' EXECUTE

AND grantee IN

(

SELECT DI STINCT granted_rol e

FROM DBA_ROLE_PRI VS

START WTH grantee = '<user_account _name>'
CONNECT BY PRI CR granted_rol e=grant ee

UNI ON ALL

SELECT ' <user _account _name>'

FROM dual

VWHERE ROMNUM = 1

UNION ALL

SELECT ' PUBLIC

FROM dual

VWHERE ROMNUM = 1

)

If these users do not have EXECUTE privileges, then
grant them the privileges by running the following
command. When you run this command for granting
the privileges for the SYSMAN user, the
<user_account_name> must be SYSMAN, and when
you run it for the DBSNMP user, the
<user_account_name> must be DBSNMP.

SQ.> GRANT EXECUTE ON DBMS_RANDOM TO
<user _account _nane>;

Environment
Variable Setting
Requirements

Install

Ensures that the environment variable
ORACLE_HOME is set to the Oracle home of the OMS.
For example, in Cshell, set it in the following way:

set env ORACLE_HOVE / u01/ sof t war e/ enil3c/

or acl ehone

For example, in bash shell, set it in the following way:

export ORACLE_HOVE= /u01l/sof twar e/ eml3c/
or acl ehone
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Applies to
Install/

Upgrade

Description

SUDO Configuration
Requirements

Install

Ensures that you configure SUDO in your
environment. If you are unable to do so or if you have
already upgraded any of the core components (OMS or
Management Agent) without configuring SUDO, then
follow the workaround described in My Oracle
Support note 789363.1.

User-Defined Metric
Script Definition
Requirement

Upgrade

If you have any user-defined metric scripts in the
Oracle home of a Management Agent that you are
upgrading, then checks if you have manually copied all
those scripts to another directory outside any Oracle
home, and then updated the user-defined metric
definitions to reflect the new script location.

This is because, after the Management Agent is
upgraded, the user-defined metric scripts are not
automatically copied to the new Oracle home.

TEMP Tablespace
Group requirement

Upgrade/
Install

Ensures that there is no tablespace group name called
TEMP already existing. If it does, then ensure that you
rename it to a different name before installing or
upgrade Enterprise Manager. You can always revert to
the original name after you finish installing or
upgrading.

To manually verify this, log in to the database as SYS
user, and run the following query:

sel ect count(*) group_name from
DBA_TABLESPACE_CGROUPS wher e
UPPER( gr oup_nane) =" TEMP

The result of the above query should not be 0.

SYSMAN_OPSS
account status
requirement

Upgrade

Ensures that SYSMAN_OPSS account is not locked.

To manually verify this, log in to the database as SYS
user and run the following query:

sel ect account_status from dba_users
wher e user name=" SYSMAN_OPSS'

SYSMAN_OPSS account status should be unlocked
and unexpired
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite

Applies to
Install/
Upgrade

Description

Global Name
requirement

Upgrade(2-
system
upgrade
only)

Ensures that Global names of old and new database are
not same.

To manually verify this, log in to the database as SYS
user and run the following query:

sel ect count(1l) from gl obal _nane where

gl obal _nanme=(sel ect property_val ue from
SYSMAN. pre_upgc_naster _i nfo where

upper ( property_nane) =upper (' ol dReposG oba
I Name') and rownun¥l) and exists (select
1 from$

{EM_REPCS_USER} . pre_upgc_naster _i nfo
wher e

upper ( property_nane) =upper (' upgr ade_t ype'
) and upper (property_val ue)

=upper (' TWD_SYSTEM )) and exists (sel ect
1 from SYSMAN. pre_upgc_mnaster _i nfo where
upper (property_nane) =upper (' ol dReposG oba
| Names') and rownum=1l and

upper (property_val ue) ="' TRUE')

The result of the above query should be 0, if not then
change global-names in old repository to a temporary
name as this repository/Enterprise Manager would
cease to exist after upgrade; or change
GLOBAL_NAME of new repository.

Database Edition
Requirements

Install

Ensures that you are using Oracle Enterprise Database
edition to install Enterprise Manager.

To manually verify this, log in to the database as SYS
user and run the following query:

sel ect count(1l) from
PRODUCT_COVPONENT_VERSI ON wher e PRODUCT
like '%racle Database% and

i nstr(PRODUCT, ' Enterprise Edition')>0

The result of the above query should not be 0.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description
Install/
Upgrade
Existing database not  Install Ensures that existing database does not have previous
to have previous Enterprise Manager's details in
Enterprise Manager's schema_version_registry table.
detailsin ) To manually verify this, log in to the database as SYS
schema_version_regi user and run the following query:
stry table
sel ect count(1l) from
SCHEMA_VERSI ON_REG STRY where conp_nane
in ('"Authorization Policy
Manager',' Metadata Services',' Oacle
Pl atform Security Services')
If the result of the above query is not 0 then delete the
entries from SCHEMA_VERSION_REGISTRY using
the following query:
Del ete from SCHEMA VERSI ON_REGQ STRY wher e
conp_nane in (' Authorization Policy
Manager',' Metadata Services',' Oacle
Pl atform Security Services'); conmit;
Existing database Install Ensures that your existing, certified Oracle Database
Not to have does not have tablespaces of previous Enterprise

tablespaces of
previous Enterprise
Manager

Manager.

To manually verify if the database contains such table
spaces, run the following query:

sel ect count(1l) from dba_tabl espaces

wher e TABLESPACE _NAME in

(' MGMI_ECM DEPOT_TS', ' MGMI_TABLESPACE' ,' M
GUI_AD4J_TS')

If the result of the above query is not 0, then you can
drop these table spaces otherwise new Enterprise
Manager will reuse it.
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Table A-4 (Cont.) Repository Prerequisites
____________________________________________________________________________|

Prerequisite Appliesto  Description
Install/
Upgrade
Existing database not  Install Ensures that your existing, certified Oracle Database
to have public does NOT have any public synonyms on the tables
synonym on the owned by any of the following schemas:
tables owned by any SYSMAN,
of the following SYSMAN_MDS MGMT_VIEW, SYSMAN_BIP,SYSMA
Enterprlse Manager N_APM,BIP,SYSMAN_OPSS and SYSMAN_RO
IS{{C/I;I(\JZX(IE'Y schemas: To manually verify whether your database has the
SYSMAN ’MDS,MG public synonyms owned by Enterprise Manager
MT VIE\/\?,’SYSM AN database schemas, log in to the database as SYS user
BII;,'SYSM AN APM and run the following query:
BIP,SYSMAN_OPSS sel ect count(1l) from dba_synonyns where
and SYSMAN_RO tabl e_owner in
(" SYSMAN , ' SYSMAN_MDS' , ' MGMI_VI EW , ' SYSVA
N_BIP',' SYSMAN_APM ,' BI P',"' SYSVMAN_OPSS' , '
SYSMAN_RO )
If the result of this query is not 0, then the database has
these public synonyms, so drop them and de-install the
Enterprise Manager software that had created these
schemas. For instructions, see the Oracle Enterprise
Manager Advanced Installation and Configuration Guide.
Optimizer Adaptive  Install, Checks whether the
Feature Upgrade optim zer _adapti ve_f eat ur es parameter is set to
Requirements fal se.
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Validating Command Locations

This chapter describes what property files and the command locations within them
you need to validate before installing a standalone Oracle Management Agent
(Management Agent). In particular, this chapter covers the following;:

e Overview of Property Files

¢ Validating the Command Locations

B.1 Overview of Property Files

Every time you install a Management Agent, the property files mentioned in the

pl at f or m nf 0. properti es file are loaded with default locations to commands
that are required for successfully running certain Application Programming Interfaces
(APIs). For example, the scp executable. This section describes the property files
mentioned in the pl at f or m nf 0. properti es file.

Table B-1 describes the property files loaded from the pl at f or ml nf 0. properties
file.

Table B-1 Property Files Loaded from platformInfo.properties File

Loading Order  Property File Name  Type Description

1 Pat hs. properti es Generic Contains arguments that need to be
passed every time the commands
listed in this file are run.

2 sPat hs. propertie Generic Contains paths for all the
s commands that need to be run,
regardless of the operating system.
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Table B-1 (Cont.) Property Files Loaded from platforminfo.properties File

Loading Order  Property File Name  Type Description
3 ssPat hs_<pl atfor Operating  Contains commands that need to be
ne. properties System- run for a particular operating
Specific system. For example,
ssPat hs_| i nux_zseri es64. pr
operties.

On Microsoft Windows, the path to
the Cygwin binaries is hardcoded in
the ssPaths_msplats.properties file.
If you install Cygwin in a location
other than c:\cygwin (default
location), it can cause the
Management Agent installation to
fail. To resolve this issue, you must
either install Cygwin in the default
directory (c:\cygwin), or update
this properties file with the correct
path to the Cygwin binaries.

4 user Pat hs. proper Generic Contains variables that are used to
ties specify the command paths. You
must uncomment the variables that
you want to use and specify
appropriate values.

Keep in mind the following points:

* The property files mentioned in the pl at f or m nf 0. properti es file are loaded
one-by-one in ascending order. This means that command locations you specify in
the last file that is loaded will override the values you specified for the same key
in the previously loaded property file.

For example, spat hs. properti es is loaded before ssPat hs. properti es.So
if the default location for the scp executable in sPat hs. properti es file
is/usr/l ocal / bi n/ scp, and if location for the same executable in the

ssPat hs. properti es fileis/ usr/ bi n/ scp, then the value in the latter file
takes precedence over the former file.

e If you want to include other command variables, then you can do one of the
following:

—  Specify the additional command variables in sPat hs. properti es,
ssPat hs_<pl atf orme. properties, oruser Pat hs. properties.

—  Create a new property file with additional command variables. Then,
mention the name of this new property file in
pl at f orm nf o. properti es.

B.2 Validating the Command Locations

The default command locations specified in the property files can vary between hosts
and operating systems. Therefore, it is important to verify the command locations
before you install a Management Agent.

To validate the command locations, follow these steps:
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1. Access the pl at f or ml nf 0. properti es file from the following location of the
middleware home, and make note of the property files you need to validate for
your platform:

$<MW HOVE>/ oui / pr ov/ r esour ces

2. (Not required if the OMS host runs on Microsoft Windows) Access each of the property
files you noted in Step (1), and verify that the command locations mentioned for
the following variables map to valid locations on the OMS host:

e SSH_PATH
e SCP_PATH
e SH_PATH

3. Access each of the property files you noted in Step (1), and verify that the
command locations mentioned for the following variables also map to valid
locations on the destination host:

e SCP_PATH
e SH PATH
e SSH_PATH

e CHVOD_PATH
e MKDI R_PATH
e RM PATH

e LS _PATH
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Creating a Database Instance with
Preconfigured Repository Using Database
Templates

While installing Enterprise Manager Cloud Control, you must provide the details of a
database where Oracle Management Repository (Management Repository) can be
configured to store all Enterprise Manager-related data. Although the Enterprise
Manager Cloud Control Installation Wizard is capable of configuring the Management
Repository in the specified database, you can optionally choose to preconfigure the
Management Repository in your database beforehand. This saves installation time.

This appendix describes how you can preconfigure the Management Repository. In
particular, this appendix covers the following:

*  About Preconfiguring the Management Repository in Your Database

e Creating a Database Instance with Preconfigured Repository Using Database
Templates

C.1 About Preconfiguring the Management Repository in Your Database

While installing Enterprise Manager Cloud Control, you must provide the details of a
database where the Management Repository can be configured to store all Enterprise
Manager-related data. Although the Enterprise Manager Cloud Control Installation
Wizard is capable of configuring the Management Repository in the specified
database, you can optionally choose to preconfigure the Management Repository in
your database beforehand. This saves installation time.

To preconfigure the Management Repository in your database, use the database
templates offered by Oracle. These database templates first create a database instance,
and then preconfigure the Management Repository in it. The templates preconfigure
the Management Repository with database parameters that are required for each
deployment size—small, medium, and large.

To create a database instance with a preconfigured Management Repository using the
database templates offered by Oracle, see Creating a Database Instance with
Preconfigured Repository Using Database Templates.

C.2 Creating a Database Instance with Preconfigured Repository Using
Database Templates

To create a database instance with a preconfigured Oracle Management Repository
using the database templates offered by Oracle, follow these steps:

1. Install Oracle Database 12¢ Release 1 (12.1.0.2.0) software on the host where you
want to create the database.
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Oracle recommends a software-only installation, although you can perform a
normal, regular database installation and then invoke Database Configuration
Assistant to use the template.

For instructions, refer to the Oracle Database Installation Guide available at:

http://ww. oracl e. conf t echnet wor k/ dat abase/ ent erpri se-
edi ti on/ docunent ati on/i ndex. htn

2. From the following Oracle Technology Network (OTN) URL, download the
file specific to the platform on which you have installed Oracle Database 12¢
Release 1 (12.1.0.2.0). This ZIP file will work only with Oracle Database 12c Release
1(12.1.0.2.0).

http: //ww. oracl e. com t echnet wor k/ oeni ent er pri se- nanager /
downl oads/ i ndex. ht m

Caution:

Make sure that the

i p file is used only for Enterprise Manager Cloud Control 13c Release 2. Do
NOT use it for any earlier release of Enterprise Manager Cloud Control.

3. Extract the

file to the following location on the database host.

$<DB_HOVE>/ assi st ant s/ dbca/ t enpl at es
For example,

/u0l/ sof t war e/ or acl e/ dat abase/ dbhone_1/ assi st ant s/ dbca/
tenpl at es

Table C-1 lists the contents of the

file:

Table C-1 Contents of

. _____________________|
File Name Description

12.1.0. 2. 0_Dat abase_Tenpl ate_for The. dbc file for large deployments.

12.1.0. 2. 0_Dat abase_Tenpl ate_for The. dbc file for medium deployments.

12.1.0. 2. 0_Dat abase_Tenpl ate_for The. dbc file for small deployments.

bc

12.1.0. 2. 0_Dat abase_Tenpl ate_for The. ctl file required by the . dbc file.
_EML3_2_0_0_0.ctl
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Table C-1 (Cont.) Contents of

|
File Name Description

12.1.0. 2. 0_Dat abase_Tenpl ate_for The. dbf file required by the . dbc file.
_EML3_2 0 0 0.dfb

set _repo_param 12. 1. 0. 2. 0_Databa The. sql file for setting database

se_SQ_for_EML3_2_0_0_0_Large_de parameters and converting the

pl oyrent . sql Management Repository to support large
deployments.

set _repo_param 12. 1. 0. 2. 0_Databa The. sql file for setting database

se_SQ _for_EMI3_2_0_0_0_Mediumd parameters and converting the

epl oynent . sql Management Repository to support
medium deployments.

set _repo_param 12.1.0.2. 0_Databa The. sql file for setting database
se_SQ _for_EMI3_2_0_0_0_Snul | _de parametersand converting the
pl oynent . sql Management Repository to support small

deployments.

shpool _12. 1. 0. 2. 0_Dat abase_SQL_f  The. sql file required by the . dbc file for
or _EML3_2 0 _0_0. sql setting shared pool size as per the
requirement.

4. Create the database by running Oracle Database Configuration Assistant from
<DB_HOVE>/ bi n/ dbca. On the Database Templates screen, select the template
that matches the deployment size of your choice.

WARNING:

When you run Oracle Database Configuration Assistant to create the database,
on the Management Options screen, by default the Configure Enterprise
Manager (EM) Database Express option is selected. Make sure you DESELECT
it. This option creates DB Control objects in the database. If you select this
option, then you will not be able to use the database because it will contain
both DB Control objects and Cloud Control objects. The only way to overcome
this issue is to re-create the database, and then proceed.

WARNING:

When you run Oracle Database Configuration Assistant to create the database,
on the Database Content screen, by default the Run the following scripts option
is selected to run the shpool script. The script sets the shared pool in the
database. Make sure you RETAIN THE SELECTION. Do not deselect it.
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Note:

While creating the database, if you see any option in the Oracle Database
Configuration Assistant to unlock accounts, then ignore that option. Do not
unlock any account while creating the database. These accounts will be
automatically unlocked and set with a password you enter, by the Enterprise
Manager Cloud Control Installation Wizard when you install Enterprise
Manager Cloud Control. Therefore, there is no need to unlock them now while
creating the database.

Note:

For information about the configuration assistants run by the Enterprise
Manager Cloud Control Installation Wizard when a database preconfigured
with a Management Repository is used, see Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.

C.3 Creating a Database Instance with Preconfigured Repository Using
Database Templates for CDB and PDB

To create a database instance with a preconfigured Oracle Management Repository
using the database templates offered by Oracle, follow these steps:

1. Install Oracle Database 12¢ Release 1 (12.1.0.2.0) software on the host where you
want to create the database.

Oracle recommends a software-only installation, although you can perform a
normal, regular database installation and then invoke Database Configuration
Assistant to use the template.

For instructions, refer to the Oracle Database Installation Guide available at:

http://ww. oracl e. com t echnet wor k/ dat abase/ ent er pri se-
edi ti on/docunent ati on/i ndex. htm

2. From the following Oracle Technology Network (OTN) URL, download the
at f or . zi p file specific to the platform on which you have installed Oracle
Database 12¢ Release 1 (12.1.0.2.0). This ZIP file will work only with Oracle
Database 12c Release 1 (12.1.0.2.0).

http://ww. oracl e. com t echnet wor k/ oeni ent er pri se- nanager /
downl oads/ i ndex. ht ni

Caution:

Make sure that the

<pl at f or n®. zi p file is used only for Enterprise Manager Cloud Control 13c
Release 2. Do NOT use it for any earlier release of Enterprise Manager Cloud
Control.
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. Extract the

at f or np. zi p file to the following location on the database host.

$<DB_HOVE>/ assi st ant s/ dbca/ t enpl at es
For example,

/u0l/ sof t war e/ or acl e/ dat abase/ dbhone_1/ assi st ant s/ dbca/
tenpl at es

Table C-1 lists the contents of the

atf or e, zi p file:

Table C-2 Contents of

File Name Description

12.1.0. 2. 0_Dat abase_Tenpl ate_wit  The. dbc file for large deployments.

depl oynent . dbc

12.1.0. 2. 0_Dat abase_Tenpl ate_wit The. dbc file for medium deployments.

_depl oynent . dbc

12.1.0. 2. 0_Dat abase_Tenpl ate_wit The. dbc file for small deployments.

depl oynent . dbc

12.1.0. 2. 0_Dat abase_Tenpl ate_wit The. ctl file required by the . dbc file.
h_cdbpdb_for_EML3_2 0_0_0.ctl

12.1.0. 2. 0_Dat abase_Tenpl ate_wit  The. dbf 1 file required by the . dbc file.
h_cdbpdb_for_EML3_2 0_0_0. df bl

12.1.0. 2. 0_Dat abase_Tenpl ate_wit The. dbf 2 file required by the . dbc file.
h_cdbpdb_for_EML3_2 0_0_0. df b2

12.1.0. 2. 0_Dat abase_Tenpl ate_wit The. dbf 3 file required by the . dbc file.
h_cdbpdb_for _EML3_2 0_0_0. df b3

set _repo_param 12.1.0.2. 0_Databa The. sql file for setting database

se_SQ _for_EMI3_2_0_0_0_Large_de parameters and converting the

pl oyrent . sql Management Repository to support large
deployments.

set _repo_param 12.1.0.2. 0_Databa The. sql file for setting database

se_SQ _for_EMI3_2_0_0_0_Mediumd parameters and converting the

epl oyment . sql Management Repository to support
medium deployments.

set _repo_param 12.1.0.2. 0_Databa The. sql file for setting database
se_SQ_for_EMI3_2 0 0 _0_Small_de parameters and converting the
pl oynent . sql Management Repository to support small

deployments.
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Table C-2 (Cont.) Contents of

File Name Description

shpool _12. 1. 0. 2. 0_Dat abase_SQL_f  The. sql file required by the . dbc file for

or _EML3_2 0 _0_0. sql setting shared pool size as per the
requirement.

4. Create the database by running Oracle Database Configuration Assistant from
<DB_HOVE>/ bi n/ dbca. On the Database Templates screen, select the template
that matches the deployment size of your choice.

WARNING:

When you run Oracle Database Configuration Assistant to create the database,
on the Management Options screen, by default the Configure Enterprise
Manager (EM) Database Express option is selected. Make sure you DESELECT
it. This option creates DB Control objects in the database. If you select this
option, then you will not be able to use the database because it will contain
both DB Control objects and Cloud Control objects. The only way to overcome
this issue is to re-create the database, and then proceed.

WARNING:

When you run Oracle Database Configuration Assistant to create the database,
on the Database Content screen, by default the Run the following scripts option
is selected to run the shpool script. The script sets the shared pool in the
database. Make sure you RETAIN THE SELECTION. Do not deselect it.

Note:

While creating the database, if you see any option in the Oracle Database
Configuration Assistant to unlock accounts, then ignore that option. Do not
unlock any account while creating the database. These accounts will be
automatically unlocked and set with a password you enter, by the Enterprise
Manager Cloud Control Installation Wizard when you install Enterprise
Manager Cloud Control. Therefore, there is no need to unlock them now while
creating the database.

Note: The pdb name will always be empdbrepos irrespective of the cdb
name, if the pdb is created with the above listed templates. However, if the
cdb is created with <domai n namne> then the pdb will be

enpdbr epos. <domai n nane>.
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Note:

For information about the configuration assistants run by the Enterprise
Manager Cloud Control Installation Wizard when a database preconfigured
with a Management Repository is used, see Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide.
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Accessing the Enterprise Manager
Certification Matrix

This appendix describes the following;:

®  Accessing the Enterprise Manager Certification Matrix

D.1 Accessing the Enterprise Manager Certification Matrix
To access the Enterprise Manager certification matrix, follow these steps:
1. Login to My Oracle Support.

2. Click the Certifications tab.

3. On the Certifications page, in the Certification Search region, from the Product list,
select one of the following:

* Enterprise Manager Base Platform - OMS, to view the certification for OMS.

e Enterprise Manager Base Platform - Agent, to view the certification for

Management Agent.

4. From the Release list, select 13.2.0.0.0, and click Search.
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Installing Management Agents on Microsoft
Windows Target Hosts Without Using
Cygwin

Installing Management Agents on Microsoft Windows target hosts using the Add
Host Targets Wizard or EM CLI requires you to install Cygwin on each of the hosts, as
a prerequisite. If you do not want to install Cygwin on these hosts, you can install the
PsExec utility instead, and use it to install Management Agents on the Microsoft
Windows target hosts. This appendix describes how to perform this task. It consists of
the following sections:

¢ Installing Management Agents Using PsExec when the OMS Platform is Unix-
based

¢ Installing Management Agents Using PsExec when the OMS Platform is Microsoft
Windows

E.1 Installing Management Agents Using PsExec when the OMS Platform
is Unix-based

Note:

To install Management Agents on Microsoft Windows target hosts using
PsExec when the OMS platform is Unix-based, you need a Microsoft Windows
staging host server. Hence, ensure that a Microsoft Windows host that you can
use as a staging server exists in your enterprise.

To install the PsExec utility, and use it to install Management Agents on Microsoft
Windows target hosts when the OMS host runs on a Unix-based operating system,
follow these steps:

1. Download the PsExec utility onto the Microsoft Windows staging host server
from the following URL:

http://technet.m crosoft. com en-us/sysinternals/
bb897553. aspx

Extract the contents of the zip file to a particular directory.

Downloading the PsExec utility is a one-time activity. The PsExec utility must be
downloaded only onto the Microsoft Windows staging host server, and need not
be downloaded onto the Microsoft Windows target hosts.

2. Run the following command from the command prompt to verify that the PsExec
utility is functioning properly:
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psexec cal c

If the PsExec utility is functioning properly, the Microsoft Windows Calculator
application will start up.

3. Follow these steps to ensure that the required Management Agent software is
present on the Microsoft Windows staging host server:

a. Run the following command from the Oracle home of the OMS host to obtain
the list of platforms for which the Management Agent software is
downloaded and applied:

$<ORACLE_HOVE>/ bi n/ entli get supported platforns
For example,

/ u01/ sof t war e/ enl3c/ or acl ehone/ bi n/ entl i
get _supported_pl atforns

If the required Microsoft Windows platform does not appear in this list,
download and apply the Management Agent software for this platform using
Self Update. For information on how to do this, see Meeting the Management
Agent Software Prerequisites for Installing Standalone Management Agents
Using Add Host Targets Wizard or EM CLI.

b. Download the Management Agent software onto the Microsoft Windows
staging host server, and unzip it. To perform this task, use one of these
methods:

Method 1: Downloading the Software Using EM CLI from the OMS Host,
and Transferring It Using an FTP Client

Download the Management Agent software to a temporary directory on the
OMS host, then transfer the software to the staging host using WinSCP, or
any other FTP client. To download the Management Agent software to a
temporary directory on the OMS host, run the following command from the
Oracle home of the OMS host:

$<ORACLE_HOME>/ bi n/ entli get_agenti mage -
desti nati on=<downl oad_di rectory> -pl at f or m=" <pl at f or m>"
ver si on=<ver si on>

For example,

/u01/ sof t war e/ eml3c/ or acl ehone/ bi n/ entli get_agenti mage -
desti nati on=<downl oad_di rectory> -pl atf or m=" <pl at f or m>"
ver si on=<ver si on>

After transferring the zip file to the staging host, verify its size and its
checksum value to ensure that the entire zip file was transferred. Unzip the
zip file. Set the ZI P_LCOC environment variable to $ORACLE_HOME/ bi n/

zi p, which is the location of the ZIP utility in the Oracle home of the OMS
host.

Method 2: Downloading the Software Using EM CLI from the Staging Host
Download EM CLI onto the staging host server.

For information on how to do this, see Downloading and Deploying EM CLI in
the Oracle Enterprise Manager Command Line Interface.
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After downloading EM CLI onto the staging host, ensure that you connect the
client to the OMS. For information on how to do this, see the 'Connecting the
EM CLI Client to OMS' section in the chapter referenced above.

Download the Management Agent software onto the staging host server by
running the following command:

<entli _install _location>\entli get _agenti nage -
desti nati on=<downl oad_di rectory> -pl atforn="<pl at f or m>"
ver si on=<ver si on>

Unzip the Management Agent software zip file.

Note:

This step (downloading the required Management Agent software onto the
staging host) is a one-time activity. Once the required Management Agent
software is downloaded onto the staging host, it can be reused to deploy
Management Agents on any number of Microsoft Windows target hosts.

Download the agent Depl oyPsExec. bat script onto the staging host, from the
Oracle home of the OMS host:

$<ORACLE_HOVE>/ sysnan/ pr ov/ agent push/ scri pt s/
agent Depl oyPsExec. bat

For example,

/ u01/ sof t war e/ emL3c/ or acl ehone/ sysnman/ pr ov/ agent push/
scri pt s/ agent Depl oyPsExec

Create a response file to specify the Management Agent install inputs. Table E-1
lists the mandatory parameters that you must include, and the optional
parameters that you can include in the response file.

Table E-1 Creating a Response File for Installing Management Agents Using

PsExec
1
Parameter Description
HOST_NAMES (Mandatory) Use this parameter to specify the names of the
Microsoft Windows target hosts on which you want to install
Management Agents. Use a colon (:) as a separator between
the host names.
USER_NAME (Mandatory) Use this parameter to specify the target host
login user name.
PASSWORD (Mandatory) Use this parameter to specify the target host
login password.
PSEXEC_DIR (Mandatory) Use this parameter to specify the absolute path to
the location where you downloaded and extracted the PsExec
utility.

AGENT_IMAGE_PATH (Mandatory) Use this parameter to specify the absolute path to
the location where you unzipped the Management Agent
software zip file.
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Table E-1 (Cont.) Creating a Response File for Installing Management Agents

Using PsExec
______________________________________________________________________|

Parameter Description

AGENT_BASE_DIR (Mandatory) Use this parameter to specify the location of the
Management Agent install base directory.

AGENT_REGISTRATIO  (Mandatory) Use this parameter to specify the password for
N_PASSWORD registering new Management Agents that join the Enterprise
Manager system.

EM_UPLOAD_PORT (Mandatory) Use this parameter to specify the upload port
(HTTP or HTTPS) for communicating with the OMS.

OMS_HOST (Mandatory) Use this parameter to specify the name of the
OMS host.
REMOTE_SYS_DIR (Mandatory) Use this parameter to specify the directory that

the PsExec utility must use internally to copy or transfer files.
Ensure that this parameter is set to C: \ W ndows or C:
\ W ndows\ Syst enB2

ADDITIONAL_PARAM  (Optional) Use this parameter to specify the list of additional
ETERS parameters that you want to use. Separate the parameters
using a colon.

PROPERTIES_FILE (Optional) Use this parameter to specify the absolute path to
the properties file.

LOG_LOC (Optional) Use this parameter to specify the location of the
Management Agent deployment logs.

6. If you have set the PERL5LI B environment variable on the staging host, delete it.
You can set this environment variable again after installing the Management
Agents.

7. Run the following command from the staging host to install Management Agents
on the selected Microsoft Windows target hosts:

C.\ <l ocation_of downl oaded psexec_scri pt >
\ agent Depl oyPsExec. bat
PROPERTI ES_FI LE=<absol ute_path_to response fil e>

For example, C: \ st age\ agent Depl oyPsExec. bat PROPERTI ES_FI LE=C:
\'stage\i nput . t xt

Note:

The Management Agent install log files are created in the location you
specified for the LOG_LQOCresponse file parameter. If you didn't specify the
LOG_LQOC parameter in the response file, the log files are created in the
directory that contains the agent Depl oyPsExec. bat script.
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E.2 Installing Management Agents Using PsExec when the OMS Platform
is Microsoft Windows

Note:

¢ Toinstall Management Agents on Microsoft Windows hosts using PsExec
when the OMS platform is Microsoft Windows, you do not need a
separate Microsoft Windows staging host server.

e If the OMS software was installed in a drive other than C: \ , then update
the SCRATCHPATH variable in <ORACLE_HOVE>\ oui \ pr ov\ r esour ces
\ssPat hs_nmnspl at s. properti es.

For example, if the OMS software was installed in D: \ , ensure that you
update the SCRATCHPATH variable to D: \ t npada.

To install the PsExec utility, and use it to install Management Agents on Microsoft
Windows hosts when the OMS host runs on Microsoft Windows, follow these steps:

1.

Download the PsExec utility onto the OMS host from the following URL:

http://technet. m crosoft. com en-us/sysinternals/
bb897553. aspx

Extract the contents of the zip file to a particular directory.

Downloading the PsExec utility is a one-time activity. The PsExec utility must be
downloaded only onto the OMS host, and need not be downloaded onto the
Microsoft Windows target hosts.

Run the following command from the command prompt to verify that the PsExec
utility is functioning properly:

psexec cal c

If the PsExec utility is functioning properly, the Microsoft Windows Calculator

application will start up.

Follow these steps to ensure that the required Management Agent software is
present on the OMS host:

a. Run the following command to obtain the list of platforms for which the
Management Agent software is downloaded and applied:

$<ORACLE_HOVE>\ bi n\entli get_supported_pl atforns
For example,

C:\u01\ sof t war e\ enl3c\ or acl ehorre\ bi n\ entl i
get _supported_pl atforns

If the required Microsoft Windows platform does not appear in this list,
download and apply the Management Agent software for this platform using
Self Update. For information on how to do this, see Meeting the Management
Agent Software Prerequisites for Installing Standalone Management Agents
Using Add Host Targets Wizard or EM CLI.
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b. Download the Management Agent software to a temporary directory on the
OMS host:

$<ORACLE_HOVE>\bi n\entli get_agenti mage -
desti nati on=<downl oad_directory> -platform="<platform" -
ver si on=<ver si on>

For example,

.\entli get _agentinage -destination=C \tenp -
pl atform="M crosoft W ndows x64 (64-bit)"
version=13.2.0.0.0

Unzip the Management Agent software zip file. Set the ZI P_LOC
environment variable to SORACLE_HOVE\ bi n\ zi p, which is the location of
the ZIP utility in the Oracle home of the OMS host.

Note:

This step (downloading the required Management Agent software onto the
OMS host) is a one-time activity. Once the required Management Agent
software is downloaded onto the OMS host, it can be reused to deploy
Management Agents on any number of Microsoft Windows target hosts.

4. Create a response file to specify the Management Agent install inputs. Table E-1
lists the mandatory parameters that you must include, and the optional
parameters that you can include in the response file.

5. If you have set the PERL5LI B environment variable on the OMS host, delete it.
You can set this environment variable again after installing the Management
Agents.

6. Run the following command from the OMS host to install Management Agents on
the selected Microsoft Windows hosts:

$<ORACLE_HOME>\ sysnan\ pr ov\ agent push\ scri pts
\ agent Depl oyPsExec. bat
PROPERTI ES_FI LE=<absol ute_path_to_response_fil e>

For example, C: \ u01\ sof t war e\ enL3c\ or acl ehone\ sysman\ pr ov
\ agent push\ scri pt s\ agent Depl oyPsExec. bat PROPERTI ES_FI LE=C:
\'stage\i nput .t xt.

Note:

The Management Agent install log files are created in the location you
specified for the LOG_LOCresponse file parameter. If you didn't specify the
LOG_LOC parameter in the response file, the log files are created in the
directory that contains the agent Depl oyPsExec. bat script.
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Installing Browser Certificates

When you connect to Enterprise Manager via HTTPS, the OMS presents your browser
with a certificate to verify the identity of the OMS. This certificate has been verified by
a third party that your computer trusts. When a Web browser encounters an untrusted
certificate, it generates security alert messages. The security alert dialog boxes appear
because Enterprise Manager Framework Security is enabled, but you have not secured
your Web tier properly.

Oracle requires that you import these browser certificates to the browser's list of
trusted root certificates to eliminate the certificate security alerts in future browser
sessions.

This appendix describes the following;:

¢ Installing Browser Certificates to Google Chrome Version 44+
F.1 Installing Browser Certificates to Google Chrome Version 44+
To import browser certificates to Google Chrome version 44+, follow these steps:

1. On the Privacy error page, click Advanced. Then click Proceed to <host_name>
(unsafe).
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[} Privacy error x

€« C | [) https:/ ie.com/em =

Your connection is not private

Attackers might be trying to steal your information from eygesZesmesssis.com (for
example, passwords, messages or credit cards).

r.com (for

D Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Thi could not prove thatitis _ _ r.com; its security certificate is not
trut our computer's operating system. This may be caused by a misconfiguration or

an attacker intercepting your connection.

| Proceed to - ' .com unsa{el]

2. In the address bar of the Enterprise Manager Cloud Control Login page, click the
red cross mark on the lock icon next to https.
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[=] Login - Oradle Enter; x

DRA Lol lcom

Your connection to this site is not private.
Permissions  Connection

The identity of this website has not
been verified.
+ Server's certificate is not trusted
Certificate information

ﬂ Your connection to

emyrisinnmrnde.com is
encrypted using an obsolete cipher
suite.

The connection uses TLS 1.2

The connection is encrypted using
3DES_EDE_CBC, with HMAC-SHAL
for message authentication and RSA
as the key exchange mechanism.

Site information
You have never visited this site
before today.

What An thara maan?

&« C' || B Heps:// eosapatantdsmasaanata. com/em/faces/logon/core-uifwk-console-login W=

P

mtrol 13¢

User Name

Password

3. In the pop-up, in the Connection tab, click Certificate Information.

4. In the Certificate dialog, click the Certification Path tab.

5. Select the root node in the list of certificate paths.
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’ Certificate

| General | Details| Certification Path

Certification path

View Certificate

Certificate status:

This CA Root certificate is not trusted because it is not in the Trusted
Root Certification Authorities store.

Learn more about certification paths

6. Click View Certificate.
7. In the second Certificate dialog, click the Details tab.
8. Click Copy to File.

9. In the Certificate Export Wizard, accept the default settings, enter a meaningful
certificate name to export it to your local system, and click Finish. Now the
certificate is exported successfully.

10. In the Certificate Export Wizard success message, click OK.
11. In the second Certificate dialog, click OK.
12. In the first Certificate dialog, click OK.

13. From the browser's menu, select Settings.
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[=] Login - Oracle Enter. x

« C' | & baps:// =.com/em/faces/logon/core-uifwk-console-login ed —
Dl-‘) AC LE Enterp o New extension added (McAfee SiteAdvisor Enterprise)
New tab Ctrl+T
New window Ctrl+N
New incognito window Ctrl+Shift+N

History Ctri+H

Downloads
Recent tabs

Bookmarks
Zoom

Print...
Save page as...
Find...

More tools

Edit Cut Copy Paste

Settingqh
About Google Chrome

Help

Exit

14. On the Settings page, in the top-right Search settings field, enter Certi fi cat es.
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[=] Login - Oracle Enter; x [/ £ Settings x

C' | [ chrome://settings

Chrome Settings |

History

%
m

Sign in
Extensions

Sign in to get your tabs, bookmarks, history and other settings on all your devices. You'll also

II Settings automatically be signed in to your Google services. Learn more

Sign in to Chrome

About
On start-up

0 Open the New Tab page
Continue where you left off
Open a specific page or set of pages. Set pages
Appearance

Get themes

Show Home button

Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google ¥ || Manage search engines...

15.In the HTTPS/SSL section, click Manage certificates.
16. In the Certificate dialog, click the Trusted Root Certification Authorities tab.
17.Click Import...

18.In the Certificate Import Wizard, click Next, then select the certificate you exported
in Step (9), accept the default settings, and then click Finish.

19. In the Security Warning dialog, click Yes.

20. In the Certificate Import Wizard success message, click OK.
21.In the Certificates dialog, click Close.

22. Restart the browser.

23.Now when you navigate to the Enterprise Manager Cloud Control Login page, you
should see a green lock icon next to https in the address bar.
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Access Control List, 5-13, 7-5
Add Host Targets Wizard
Cygwin, 4-1
PsExec, E-1
Add Hosts Targets Wizard
Cygwin, 6-11
additional parameters
entering parameters, 6-32, 6-63
supported additional parameters, 6-46
administrator passwords, 5-17, 5-28
agent base directories
path validation rules, 5-13
agent base directory, 6-20
allroot.sh script, 5-63, 5-64
Application Performance Management
Java Virtual Machine Diagnostics, §-1
Auto Update, 5-17

B

browser, 6-22
browser requirements, 7-16
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central inventory

hard disk space, 5-14, 7-13

permission, 5-16

space, 5-14
Central Inventory, 7-13
certification matrix, 5-11, D-1, F-1
CLASSPATH environment variables, 5-14
command locations

validating, B-1, B-2
concurrent I/0, 5-10
configuration assistant failures, 5-34
configuration assistants

running

for new Enterprise Manager install, 5-6

configuration data tablespace, 5-35
CPU, 1-2

Index

CPUs

for Oracle Management Service, 1-1
Cygwin

certified and supported version, 4-1

configuring SSH after installing Cygwin, 4-9

cygwin.bat script, 4-10

install procedure, 4-4

overview, 4-1

packages, 4-8

postinstallation tasks, 4-9, 4-13

preinstall tasks, 4-2

purpose, 4-1

SSH daemon, 4-1

testing the installation, 4-9
cygwin.bat script, 4-10

D

database
preconfiguring a Management Repository, 5-11
database templates
changing the deploment sizes, 5-62
download templates, C-2, C-4
extract templates, C-2, C-5
overview, C-1
providing details, 5-28, 5-48
purpose, C-1
resetting user account passwords, 5-29, 5-49
SQL scripts, 5-62
temlate files, C-1
template files, C-4
database version, 5-11
databases
configuring with templates, 5-62
connecting to a preconfigured database, 5-50
entering connection details, 5-48
preconfiguring a Management Repository, C-1,
C4
setting database parameters, 5-62
supported databases, 5-11
supported version, 5-11
demonstration sites, 5-17
deployment procedure, 7-2
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overview, 5-3

running prerequisite checks, 5-3

selecting different size, 5-50

selecting in advanced installation, 5-3

setting database parameters, 5-3
deployment sizes

changing deployment sizes, 5-62

selecting, 5-49

selecting different size, 5-62

size mismatch, 5-50

target count, agent count, session count, 5-35
directories

OMS instance base directory, 7-16

PAF staging directories, 5-60

temporary directory, 5-14

white spaces, 5-8, 5-19
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EM CLI verbs
get_targets, 6-35, 6-65
list_add_host_platforms, 6-35, 6-41, 6-65
submit_add_host, 6-36, 6-42, 6-66
EM prerequisite kit
manually running, 5-65
encryption key, 5-68, 7-24
Enterprise Manager Cloud Control
installation
administrator passwords, 5-28
advanced, 5-35
advanced configuration, 5-35
advanced installer options, 5-60
auto-discovery of targets, 5-66
certification matrix, D-1, F-1
components installed, 5-4
deploying plug-ins, 5-46
deployment sizes, 5-49
environment variable, 5-8
evaluation, 5-17
facts, 5-7
internet connections, 5-17
limitations, 5-61
middleware home contents, 5-7
OMS instance base location, 5-5
overview, 5-1
ports, 5-17
postinstall steps, 5-63

preconfiguring the Management repository,

C-1
prerequisite checks, 5-23, 5-42
prerequisites, 5-10
selecting installation types, 5-24, 5-43
simple, 5-17
simple configuration, 5-17
kernel parameters, 2-1, 2-9
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Enterprise Manager Cloud Control (continued)
libraries, 2-1, 2-11
packages, 2-1
preconfigured Management Repository, 5-11
Enterprise Manager Prerequisite Kit
invocation type
automatic, A-5
manual, A-4
log files
emprereqkit.log, A-3
empreregkit.out, A-4
overview, A-1
repository prerequisites, A-5
results on the GUI, A-2
running the kit, A-1
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file descriptors, 5-15, 7-14
files

oralnst.loc, 3-3
firewalls, 7-13
FTP, 7-17

G

groups
creating the oinstall group, 3-2
groups and users, 3-1

H

hard disk space
for Oracle Management Agent, 1-3
for Oracle Management Repository, 1-5
for Oracle Management Service, 1-1
hardware
advanced installation
large, 1-2, 1-3
medium, 1-2, 1-3
small, 1-2, 1-3
hardware requirements, 1-1
heap size
for Oracle Management Service, 1-1
high availability configuration, 7-6
host file, 5-15
host files, 5-15, 7-15
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additional Oracle Management Service, 7-1
administrator password, 5-28
advanced, 5-35
advanced installation
default plug-ins installed, 5-3
targets monitored, 5-3
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components configured, 5-4
demonstration site, 5-2
demonstration sites, 5-17
deploying plug-ins, 5-46
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for Oracle Management Service, 5-7
overview, 5-6
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on NFS-mounted location, 5-13, 7-5
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ports, 5-17
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production sites, 5-35
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simple installation
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